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 A B S T R A C T

With the rapid development of IoT and 5G technologies, edge computing has become a critical infrastructure 
for intelligent applications. However, the openness and heterogeneity of edge computing environments pose 
severe security challenges: malicious edge nodes may steal sensitive data or tamper with computation results. 
Existing task scheduling algorithms primarily focus on performance optimization, lacking comprehensive 
consideration of security and trust. To address these challenges, this paper proposes GraphMatch, a security-
aware task scheduling framework based on Graph Convolutional Network (GCN). GraphMatch models task 
scheduling as a constrained graph matching problem and achieves multi-objective optimization of security, 
trust, and performance through four synergistic modules: (1) Multi-hop Trust Propagation that expands 
trust coverage by discovering indirect trust paths; (2) Trust-Guided GCN that learns optimal task-device 
matching by fusing five scoring mechanisms; (3) NSGA-III-based Multi-objective Optimization that explores 
Pareto optimal solutions among makespan, trust, and security objectives; (4) Laplacian Load Balancing 
that achieves workload distribution through spectral graph diffusion. Experimental results demonstrate that 
GraphMatch achieves a trust score of 0.8869, representing a 10.0% improvement over the state-of-the-art 
SecDS algorithm. GraphMatch attains 100% malicious device avoidance rate and sensitive task protection rate 
while maintaining competitive makespan performance. Scalability experiments verify the algorithm’s stability 
across 50–250 device scales, and robustness experiments confirm its reliability under 5%–30% malicious node 
ratios. GraphMatch provides an effective solution for security-sensitive task scheduling in edge computing.
. Introduction

Task scheduling in edge computing systems faces increasingly se-
ere security challenges. With the rapid proliferation of edge infrastruc-
ure, the number of global IoT devices is projected to reach 75 billion 
y 2025 [1,2]. The open and distributed nature of edge environments 
xposes critical security vulnerabilities: malicious edge nodes may steal 
ensitive data, tamper with computation results, or deliberately delay 
ask execution. Studies show that in open edge settings, the propor-
ion of malicious nodes can reach 10%–40% [3,4], posing a major 
hreat to security-sensitive applications such as medical-data process-
ng, financial-transaction computing and industrial-control systems [5–
].
Despite urgent security needs, existing task-scheduling algorithms 

till focus primarily on performance optimization, treating security 
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as a secondary concern. Classical algorithms like HEFT [9] and Min-
Min [10] optimize makespan or resource utilization, yet lack trust-
evaluation and malicious-node avoidance mechanisms. Recently, trust-
aware approaches such as DDTMOA [11], BD-TTS [12], and SecDS [13] 
have begun to incorporate security considerations, but suffer from three 
fundamental limitations.

First, trust assessment is overly simplistic. Most current methods 
rely on trust metrics based solely on direct interaction history, ignoring 
indirect trust information embedded in the network topology. When 
direct interactions between a task requester and candidate edge nodes 
are sparse or absent, which is common in dynamic edge environments, 
these methods fail to provide reliable trust evaluations, leading to 
non-optimal or even unsafe scheduling decisions.

Second, optimization objectives are treated in isolation. Existing 
algorithms usually optimize a single objective (e.g., minimizing latency 
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 data mining, AI training, and similar technologies. 
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or maximizing trust) or adopt weighted-sum approaches that require 
manual tuning. These methods cannot effectively handle the inherent 
trade-offs among makespan, trust degree, and security, and perform 
poorly when these objectives conflict.

Third, representation-learning capability is limited. Current heuristic- 
and rule-driven approaches struggle to capture the complex structural 
relationships between task dependencies and device network topology, 
and are unable to learn optimal task-device matching patterns from 
the heterogeneous graph structures characteristic of edge computing 
environments.

These limitations reveal an urgent need for a fundamentally new 
approach, one that can propagate trust across the network topology to 
overcome sparse direct interactions, jointly optimize multiple conflict-
ing objectives, and leverage graph neural networks to learn complex 
task-device matching relationships.

To address these challenges, we propose GraphMatch: a graph-
based, trust-aware, secure multi-objective task-scheduling framework 
for heterogeneous edge computing. GraphMatch formulates task 
scheduling as a constrained graph-matching problem and achieves 
joint optimization of security, trust degree, and performance through 
four synergistic modules: (1) a multi-hop trust-propagation module 
that iteratively discovers indirect trust paths to extend trust coverage; 
(2) a Trust-Guided Graph Convolutional Network (GCN) module that 
embeds the trust matrix into the graph-convolutional message-passing 
process to learn optimal task-device matches; (3) an NSGA-III multi-
objective optimization module that explores the Pareto front among 
makespan, trust degree, and security objectives; and (4) a Laplacian 
load-balancing module that uses spectral graph diffusion to smooth 
workload distribution across devices.

We conducted extensive simulation experiments comparing Graph-
Match with six representative algorithms. The main contributions are 
summarized as follows.

1. We introduce a novel trust-guided graph-matching schedul-
ing paradigm. By modeling edge-computing task scheduling as 
a graph-matching problem under trust constraints, we design 
Trust-Guided GCN to achieve a deep fusion of trust informa-
tion and graph structure, fusing five scoring mechanisms (GCN 
embedding, performance, trust, type compatibility, and safety) 
to learn optimal task-device assignments. To the best of our 
knowledge, this is the first work that combines trust-guided 
GCN with multi-objective optimization for edge-computing task 
scheduling. Compared with the state-of-the-art baseline SecDS, 
GraphMatch improves the average trust score by 10.0%.

2. We devise a multi-hop trust-propagation mechanism to break 
the sparse-interaction bottleneck. Grounded in the transitivity 
of trust, an iterative algorithm discovers indirect trust paths 
and provides a theoretical coverage lower bound (Proposition 
1), effectively overcoming insufficient direct interactions in dy-
namic environments. Experiments show that this mechanism 
raises average trust coverage by approximately 75%.

3. We construct a multi-objective evolutionary optimization frame-
work with embedded hard security constraints. By integrating 
hard security constraints and an intelligent security-aware mu-
tation strategy into NSGA-III, we explore the Pareto-optimal 
solution set while guaranteeing 100% malicious-device avoid-
ance for sensitive tasks and maintaining competitive makespan 
performance across all tested scenarios.

4. We propose a topology-aware load-balancing method based on 
spectral graph theory. Leveraging the heat-diffusion property of 
the Laplacian matrix, it achieves adaptive and smooth workload 
distribution across the network topology while strictly respecting 
security and trust constraints, outperforming traditional greedy 
load-balancing strategies.
2 
The remainder of this paper is organized as follows: Section 2 
reviews related work; Section 3 formalizes the problem; Section 4 de-
tails the design and implementation of GraphMatch; Section 5 presents 
experimental results and analysis; Section 6 concludes the paper and 
outlines future research directions.

2. Related works

This section reviews research progress from three perspectives: 
edge-computing task scheduling, trust management and security-aware 
scheduling, and GNN-based scheduling methods. We analyze the core 
challenges faced by existing approaches and clarify the research posi-
tioning of this paper.

2.1. Edge-computing task scheduling

Task scheduling is a cornerstone problem in edge computing, aim-
ing to assign computational tasks to edge devices in a manner that 
optimizes system performance.

Classical heuristic baselines. Although HEFT [9] and Min-
Min [10] were originally proposed for heterogeneous distributed 
computing, they remain widely adopted as strong baselines in edge-
computing scheduling research due to their theoretical rigor and 
ease of implementation. HEFT adopts upward-rank priority ordering 
and the earliest-finish-time strategy to schedule DAG-based tasks, 
while Braun et al. [10] systematically compared eleven static heuristics 
including Min-Min and Max-Min, establishing a theoretical foundation 
for independent-task scheduling. However, these methods assume a 
fully trustworthy execution environment and do not consider the 
security challenges specific to open edge-computing scenarios.

Deep reinforcement-learning approaches. Recently, deep re-
inforcement learning (DRL) has demonstrated powerful sequential 
decision-making capability in MEC task scheduling. Chen et al. [14] 
proposed DRL-MEC, which uses a DDPG architecture to jointly opti-
mize latency and energy consumption in computation offloading. Mao 
et al. [15] introduced Decima, which encodes task-DAG structures 
with graph neural networks and significantly outperforms hand-
crafted heuristics in data-processing cluster scheduling. Tao et al. [16] 
investigated multi-agent cooperation for computing power scheduling 
in UAV-empowered aerial edge-computing systems, formulating the 
joint optimization of energy efficiency and service fairness via 
multi-agent DRL, demonstrating the potential of cooperative DRL 
in heterogeneous edge environments. Khan et al. [17] proposed 
EMDTORA, which leverages graph-enabled DRL for energy-aware 
dependent task offloading and resource allocation in multi-user MEC, 
modeling inter-task dependencies as graphs to improve scheduling 
quality.

Nevertheless, all aforementioned methods assume a trustworthy 
execution environment. Studies show that the proportion of malicious 
nodes in open edge settings can reach 10%–40% [3,4]; malicious 
devices may steal sensitive data, tamper with computation results, or 
launch denial-of-service attacks [5,6]. A survey by Xiao et al. [5] points 
out that edge computing faces diverse security threats, including DDoS 
attacks, side-channel attacks, and malware injection, that render purely 
performance-oriented scheduling strategies incapable of guaranteeing 
service quality and data security in security-sensitive scenarios.

2.2. Trust management and security-aware scheduling

To address the security challenges of edge computing, researchers 
have pursued two complementary directions: trust-management archi-
tectures and trust-aware scheduling mechanisms.

Distributed trust models. Trust management has a long-standing 
foundation in P2P networks and distributed systems. Jøsang et al. [18] 
systematically surveyed trust and reputation systems for online ser-
vices, elaborating computational models and propagation mechanisms 
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for trust. Kamvar et al. [19] introduced EigenTrust, which iteratively 
computes global trust values via eigenvector decomposition and be-
came a milestone in trust-propagation research. In IoT scenarios, Bao 
and Chen [20] proposed a dynamic trust-management protocol that 
synthesizes direct observations and indirect recommendations for trust 
assessment. While these works lay the theoretical groundwork for trust 
management in edge computing, they are not deeply integrated with 
task-scheduling decisions.

Trust-aware task scheduling. Recently, researchers have begun 
to incorporate trust evaluation into scheduling decisions. Tong et al. 
[11] presented DDTMOA, which constructs a composite trust met-
ric by weighting identity trust, behavior trust, and capability trust, 
and then uses DDQN for scheduling. Wang et al. [12] proposed BD-
TTS, leveraging blockchain to store trust records immutably; however, 
the consensus mechanism incurs latency and storage overhead that 
limits scalability. Long et al. [13] introduced SecDS, which classifies 
task-security risk into low, medium, and high levels and employs a 
DAG-topology-based scheduling strategy.

Despite incorporating trust and security considerations, existing 
methods still face three core challenges:

1. Trust sparsity problem. Most current approaches compute trust 
solely from direct interaction history. In dynamic edge envi-
ronments, however, direct device-to-device contacts are often 
scarce or non-existent. For instance, newly joined devices lack 
historical records, and geographically dispersed devices rarely 
meet. When direct-trust coverage is insufficient, the scheduler 
lacks adequate information for reliable decisions and falls back 
to random selection or overly conservative policies. Although 
EigenTrust [19] and similar works study trust propagation, they 
target P2P file-sharing rather than edge-computing scheduling.

2. Multi-objective conflicts. Edge scheduling must simultaneously 
optimize makespan, trust degree, security, etc. These objec-
tives inherently conflict: choosing high-trust devices may in-
crease latency, while avoiding every risk can drive resource 
utilization down. Existing schemes typically merge objectives 
through weighted sums (e.g., the fixed 0.3:0.4:0.3 weights in 
DDTMOA [11]), forcing decision makers to specify weights a 
priori and failing to explore the full trade-off surface, so users 
with different preferences receive few alternative solutions.

3. Rigid safety demands. For security-sensitive applications such 
as medical-data processing or financial-transaction computing, 
sensitive tasks must never be placed on malicious devices; this 
is an inflexible hard constraint, not an objective to be traded off. 
Yet most current treatments cast security as a soft constraint or 
penalty term (e.g., the risk-level model of SecDS [13]), unable 
to provide absolute safety guarantees.

2.3. GNN-based scheduling

Task scheduling in edge computing is inherently a graph-structured 
problem: devices form a network topology, tasks exhibit DAG de-
pendencies, and task-device assignments can be viewed as bipartite 
graph matching. Graph Neural Networks (GNNs) are a natural fit for 
such structured data, as they learn node representations by aggregat-
ing neighborhood information through message passing. Representa-
tive architectures include GCN [21], which performs spectral-domain 
convolutions, and GraphSAGE [22], which inductively samples and 
aggregates features to scale to large graphs.

GNN-based task scheduling and offloading. Based on these ar-
chitectures, recent works have applied GNNs to various scheduling and 
combinatorial optimization problems. Mao et al. [15] introduced Dec-
ima, which encodes task-DAG structures via GNNs and learns schedul-
ing policies that significantly outperform hand-crafted heuristics. Park 
et al. [23] model the job-shop scheduling problem as a disjunctive 
graph, employ a GNN for state representation, and optimize the policy 
3 
with PPO. More recently, Liao et al. [24] proposed a GCN-enabled 
task offloading scheme for industrial image recognition in digital twin 
edge networks, where GCN extracts DAG subtask dependencies to 
generate optimal execution priorities, combined with multi-agent DRL 
for dynamic offloading decisions. Khan et al. [17] further demonstrated 
graph-enabled DRL for dependent task offloading with energy-aware 
resource allocation in multi-user MEC. In the domain of trust manage-
ment, Awan et al. [25] introduced TrustAware-GNN, which integrates 
multi-dimensional trust (direct, indirect, temporal, and contextual) into 
a GNN framework for IoT anomaly detection, with trust values modu-
lating edge weights for trust-adaptive message propagation. While these 
works demonstrate the power of GNNs for graph-structured scheduling 
and trust evaluation respectively, none of them combines trust-guided 
representation learning with security-constrained task scheduling.

Multi-objective evolutionary optimization. When the number of 
conflicting objectives exceeds two, evolutionary algorithms are the 
dominant approach. Deb et al. [26] proposed NSGA-II, which main-
tains diversity via non-dominated sorting and crowding-distance se-
lection. Deb and Jain [27] advanced to NSGA-III, using reference 
points to handle problems with three or more objectives, making it 
well-suited for the joint optimization of makespan, trust, and security 
in edge scheduling. Zhang and Li [28] introduced MOEA/D, decom-
posing the multi-objective problem into cooperative single-objective 
sub-problems.

In summary, existing GNN-based scheduling methods exhibit three 
critical gaps: (1) no trust propagation—none of the above GNN schedul-
ing works incorporates trust information into the graph-convolutional 
message-passing process; (2) no hard security constraints—current ap-
proaches treat security as a soft penalty or ignore it entirely, failing 
to guarantee that sensitive tasks are never assigned to malicious de-
vices; and (3) no Pareto-based multi-objective optimization—most GNN 
scheduling methods optimize a single objective or use fixed weighted 
sums, unable to explore the full trade-off surface among makespan, 
trust, and security. GraphMatch is designed to address all three gaps 
simultaneously.

2.4. Research positioning and contributions

Table  1 compares representative existing methods from the perspec-
tive of practical requirements. As shown, none of them can simultane-
ously and effectively address the three core challenges: trust sparsity, 
multi-objective conflicts, and rigid safety guarantees.

To address these three challenges, we propose GraphMatch, which is 
equipped with the following modules: (1) a multi-hop trust-propagation 
module that iteratively discovers indirect trust paths, giving the sched-
uler reliable trust estimates even when direct interactions are scarce; 
(2) a Trust-Guided GCN module that fuses trust information with the 
graph structure to learn optimal task-device matches; (3) an NSGA-III 
evolutionary engine that explores the Pareto front, offering decision 
makers a diverse set of trade-off solutions without preset weights; (4) 
hard security constraints that treat malicious-device avoidance as an 
inviolable requirement, ensuring sensitive tasks are never placed on 
malicious nodes.

3. Problem modeling and formal description

In this section, we provide a formal model of the security-aware 
task-scheduling problem in edge-computing environments. We first 
introduce the key notation, then present the system model, optimiza-
tion objectives, and constraints, and finally analyze the computational 
complexity of the problem.

3.1. Notation

For clarity, Table  2 summarizes the main symbols used throughout 
the paper.

To avoid symbol clashes, we use 𝑅 for the trust (reputation) matrix 
and 𝑇  for the task set.
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Table 1
Comparison of existing methods on the three core challenges.
 Method Handles trust sparsity Handles multi-objective conflict Safety guarantee  
 HEFT [9] × no trust × single objective × no security  
 DRL-MEC [14] × no trust weighted sum × no security  
 EigenTrust [19] ✓trust propagation N/A (not for scheduling) N/A  
 DDTMOA [11] × direct trust only weighted sum (fixed weights) × soft constraint  
 BD-TTS [12] × direct trust only weighted sum partial (blockchain verify)  
 SecDS [13] × direct trust only weighted sum partial (risk levels)  
 Decima [15] × no trust × single objective × no security  
 GraphMatch (Ours) ✓multi-hop trust propagation ✓Pareto optimization ✓hard constraint guarantee 
Table 2
Key notation.
 Symbol Meaning  
 𝐷 = {𝑑1 ,… , 𝑑𝑛} Set of edge devices (𝑛 in total)  
 𝑇 = {𝑡1 ,… , 𝑡𝑚} Set of tasks (𝑚 in total)  
 𝐺𝐷 , 𝐺𝑇 Device topology graph and task DAG 
 𝑅, 𝑅(𝑚ℎ) ∈ [0, 1]𝑛×𝑛 Direct and multi-hop trust matrices  
 𝜋 ∶ 𝑇 → 𝐷 Task-to-device assignment  

3.2. System model

Edge device model. Consider an edge computing system composed of 
𝑛 heterogeneous edge devices, denoted by the set 𝐷 = {𝑑1, 𝑑2,… , 𝑑𝑛}. 
Each device 𝑑𝑖 is characterized by a 4-tuple: 

𝑑𝑖 = ⟨𝑐𝑖, 𝑚𝑖, 𝑏𝑖, 𝑚𝑎𝑙𝑖⟩ (1)

where 𝑐𝑖 is the computational capacity (GFLOPS), 𝑚𝑖 is the memory size 
(GB), 𝑏𝑖 is the maximum network interface capacity of device 𝑑𝑖 (Mbps), 
representing the physical upper bound of its communication hardware 
(see 𝐵𝑖𝑗 below for the effective link bandwidth), and 𝑚𝑎𝑙𝑖 ∈ {0, 1} is a 
malicious flag (1 indicates malicious). The set of malicious devices is 
defined as 𝑀 = {𝑑𝑖 ∈ 𝐷 ∶ 𝑚𝑎𝑙𝑖 = 1}.

The device network topology is represented by an undirected graph 
𝐺𝐷 = (𝐷,𝐸𝐷), where 𝐸𝐷 ⊆ 𝐷×𝐷 is the set of communication links. For 
a link (𝑑𝑖, 𝑑𝑗 ) ∈ 𝐸𝐷, its effective communication bandwidth is denoted 
by 𝐵𝑖𝑗 , which satisfies 𝐵𝑖𝑗 ≤ min(𝑏𝑖, 𝑏𝑗 ) due to the interface capacity 
constraint of both endpoints. In our simulator, 𝐵𝑖𝑗 is assigned during 
topology generation to reflect realistic heterogeneous link conditions. 
The communication latency is defined as 

𝐶𝑜𝑚𝑚(𝑑𝑖, 𝑑𝑗 , 𝑠) =
𝑠
𝐵𝑖𝑗

(2)

where 𝑠 is the amount of data to be transmitted.
Task model. The system needs to schedule 𝑚 compute tasks, denoted 
by the set 𝑇 = {𝑡1, 𝑡2,… , 𝑡𝑚}. Each task 𝑡𝑗 is described by a 5-tuple: 

𝑡𝑗 = ⟨𝑤𝑗 , 𝑟𝑗 , 𝑠𝑗 , 𝑠𝑟𝑐𝑗 , 𝑠𝑒𝑛𝑗⟩ (3)

where 𝑤𝑗 is the computational demand (in millions of CPU cycles), 𝑟𝑗 is 
the memory requirement (GB), 𝑠𝑗 is the input-data size (MB), 𝑠𝑟𝑐𝑗 ∈ 𝐷
is the device that submitted the task, and 𝑠𝑒𝑛𝑗 ∈ {0, 1} is a sensitivity 
flag (1 indicates sensitive data).

Task dependencies are captured by a directed acyclic graph 𝐺𝑇 =
(𝑇 ,𝐸𝑇 ), where 𝐸𝑇 ⊆ 𝑇 ×𝑇  is the set of dependency edges. If (𝑡𝑖, 𝑡𝑗 ) ∈ 𝐸𝑇 , 
task 𝑡𝑗 depends on the output of task 𝑡𝑖, i.e., 𝑡𝑗 can start only after 𝑡𝑖 has 
finished. The predecessor set of task 𝑡𝑗 is defined as 

𝑝𝑟𝑒𝑑(𝑡𝑗 ) = {𝑡𝑖 ∈ 𝑇 ∶ (𝑡𝑖, 𝑡𝑗 ) ∈ 𝐸𝑇 } (4)

Execution time model. The execution time of task 𝑡𝑗 on device 𝑑𝑖 is 
defined as 

𝐸𝑥𝑒𝑐(𝑡𝑗 , 𝑑𝑖) =
𝑤𝑗

𝑐
(5)
𝑖

4 
Taking task dependencies and data transfer into account, when task 
𝑡𝑗 is assigned to device 𝑑𝑖, its start and finish times are 

𝑆𝑇 (𝑡𝑗 ) = max
𝑡𝑘∈𝑝𝑟𝑒𝑑(𝑡𝑗 )

(

𝐹𝑇 (𝑡𝑘) + 𝐶𝑜𝑚𝑚(𝜋(𝑡𝑘), 𝑑𝑖, 𝑠𝑘𝑗 )
)

(6)

𝐹𝑇 (𝑡𝑗 ) = 𝑆𝑇 (𝑡𝑗 ) + 𝐸𝑥𝑒𝑐(𝑡𝑗 , 𝑑𝑖) (7)

where 𝑠𝑘𝑗 is the amount of data that task 𝑡𝑘 must send to 𝑡𝑗 , and 𝜋(𝑡𝑘)
denotes the device to which 𝑡𝑘 is assigned. For entry tasks with no 
predecessors, 𝑆𝑇 (𝑡𝑗 ) = 0.

Trust model. Inter-device trust relationships are represented by a trust 
matrix 𝑅 ∈ [0, 1]𝑛×𝑛, where 𝑅[𝑖, 𝑗] indicates the degree of trust that 
device 𝑑𝑖 places in device 𝑑𝑗 . The trust matrix has the following 
properties:

• Property 1 (Self-trust): ∀𝑑𝑖 ∈ 𝐷 ∶ 𝑅𝑖𝑖 = 1
• Property 2 (Asymmetry): In general, 𝑅𝑖𝑗 ≠ 𝑅𝑗𝑖

• Property 3 (Non-negativity): ∀𝑖, 𝑗 ∶ 0 ≤ 𝑅𝑖𝑗 ≤ 1

The initial trust matrix 𝑅 contains only trust values derived from 
direct interactions; for device pairs without direct interaction, 𝑅[𝑖, 𝑗]
is initialized to a default value 𝜌0 (set to 0.5 in this paper). Section 4 
will present a multi-hop trust-propagation algorithm that expands trust 
coverage through indirect paths.

3.3. Optimization objectives

The goal of task scheduling is to find an assignment function 𝜋 ∶
𝑇 → 𝐷 that maps each task to a device. This paper considers the 
following three optimization objectives.

3.3.1. Minimize makespan
Makespan is defined as the latest finish time among all tasks and 

reflects the overall execution efficiency of the schedule: 

𝑓1(𝜋) = max
𝑡𝑗∈𝑇

𝐹𝑇 (𝑡𝑗 ) (8)

The objective is to minimize 𝑓1(𝜋).

3.3.2. Maximize average trust degree
The average trust degree is defined as the mean trust value of all 

task assignments, indicating the overall trustworthiness of the schedule: 

𝑓2(𝜋) =
1
𝑚

∑

𝑡𝑗∈𝑇
𝑅𝑠𝑟𝑐𝑗 ,𝜋(𝑡𝑗 ) (9)

where 𝑅𝑠𝑟𝑐𝑗 ,𝜋(𝑡𝑗 ) denotes the trust that the source device of task 𝑡𝑗 places 
in the device to which the task is assigned. The objective is to maximize 
𝑓 (𝜋).
2
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3.3.3. Maximize security
Security is defined as the proportion of tasks that are not assigned 

to malicious devices: 

𝑓3(𝜋) = 1 −
|{𝑡𝑗 ∈ 𝑇 ∶ 𝜋(𝑡𝑗 ) ∈ 𝑀}|

𝑚
(10)

The objective is to maximize 𝑓3(𝜋).
In summary, the multi-objective optimization problem studied in 

this paper can be formally stated as 
min
𝜋

(

𝑓1(𝜋),−𝑓2(𝜋),−𝑓3(𝜋)
)

(11)

subject to the following constraints that any feasible schedule must 
satisfy:

Constraint 1 (Resource): The memory demand of a task must not 
exceed the available memory of the assigned device: 
∀𝑡𝑗 ∈ 𝑇 ∶ 𝑟𝑗 ≤ 𝑚𝜋(𝑡𝑗 ) (12)

Constraint 2 (Dependency): A task can start only after all its 
predecessors have finished: 
∀(𝑡𝑖, 𝑡𝑗 ) ∈ 𝐸𝑇 ∶ 𝑆𝑇 (𝑡𝑗 ) ≥ 𝐹𝑇 (𝑡𝑖) + 𝐶𝑜𝑚𝑚(𝜋(𝑡𝑖), 𝜋(𝑡𝑗 ), 𝑠𝑖𝑗 ) (13)

Constraint 3 (Security): Sensitive tasks are forbidden from being 
assigned to malicious devices: 
∀𝑡𝑗 ∈ 𝑇 ∶ 𝑠𝑒𝑛𝑗 = 1 → 𝜋(𝑡𝑗 ) ∉ 𝑀 (14)

Constraint 4 (Trust-threshold): A task can be assigned only to a 
device whose trust value exceeds threshold 𝜏: 
∀𝑡𝑗 ∈ 𝑇 ∶ 𝑅𝑠𝑟𝑐𝑗 ,𝜋(𝑡𝑗 ) ≥ 𝜏 (15)

Constraint 3 is a hard constraint and must be strictly satisfied; 
the threshold 𝜏 in Constraint 4 is adjustable and is set to 0.3 by 
default in this paper. The proposed problem generalizes the classical 
Multiprocessor Scheduling Problem and is therefore NP-hard [29]; we 
accordingly design GraphMatch as a heuristic to obtain near-optimal 
solutions efficiently.

4. System architecture and algorithm design

This section presents the overall system architecture and the design 
of the core modules of the GraphMatch. GraphMatch adopts a four-
stage pipelined architecture that successively realizes security-aware 
task scheduling through (1) multi-hop trust propagation, (2) trust-
guided graph convolutional networks, (3) multi-objective evolutionary 
optimization, and (4) load balancing.

4.1. System architecture

GraphMatch aims to solve the multi-objective optimization problem 
defined in Section 3, including: (1) Security guarantee: ensure that sen-
sitive tasks are never assigned to malicious devices (hard constraint), 
while also minimizing the assignment of ordinary tasks to malicious 
devices (soft constraint); (2) Trust-coverage extension: discover in-
direct trust paths through multi-hop trust propagation, overcoming 
insufficient trust evaluation caused by sparse direct interactions; (3) 
Intelligent matching learning: exploit graph convolutional networks 
to learn structured representations of tasks and devices, capturing 
complex matching patterns; (4) Multi-objective trade-off: adopt the 
NSGA-III algorithm to explore the Pareto front, providing decision-
makers with a diverse set of compromise solutions; (5) Load balancing: 
achieve smooth workload distribution across devices via spectral graph 
diffusion, improving overall system throughput.

GraphMatch adopts a four-stage pipelined architecture, as shown in 
Fig.  1.

Stage 1 (Trust Propagation): Takes the direct trust matrix 𝑅 as 
input and outputs the multi-hop trust matrix 𝑅(𝑚ℎ), expanding trust 
coverage.
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Stage 2 (Representation Learning): Takes the device graph, task 
graph, and 𝑅(𝑚ℎ) as input. Through Trust-Guided GCN, it learns embed-
ding representations and outputs the task-device matching score matrix 
𝑆.

Stage 3 (Multi-objective Optimization): Generates initial solu-
tions based on matching scores 𝑆, explores the Pareto front through 
NSGA-III evolutionary optimization, and outputs a set of candidate 
solutions.

Stage 4 (Load Balancing): Performs load balancing adjustments on 
candidate solutions and outputs the final assignment scheme 𝐴∗.

4.2. Core algorithms design

4.2.1. Multi-hop trust-propagation module
In edge-computing environments, direct trust relationships between 

devices are usually sparse. When the source device of a task has no 
direct trust link to a candidate target device, traditional methods fall 
back to a low default value, yielding unreliable scheduling decisions. 
The multi-hop trust-propagation module enlarges the trust-coverage 
area by discovering indirect trust paths.

Let the direct-trust coverage rate be 

𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒(𝑅) =
|{(𝑖, 𝑗) ∶ 𝑅𝑖𝑗 > 𝜌0, 𝑖 ≠ 𝑗}|

𝑛(𝑛 − 1)
(16)

where 𝜌0 is the default trust value. In practice 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒(𝑅) is of-
ten below 30%, leaving a large fraction of task-device pairs without 
dependable trust estimates.

Multi-hop trust propagation rests on the transitivity of trust: if 
device 𝑑𝑖 trusts 𝑑𝑘 and 𝑑𝑘 trusts 𝑑𝑗 , then 𝑑𝑖 can derive an indirect trust in 
𝑑𝑗 . Iterative propagation substantially enlarges the trust-coverage area. 
The update rule for ℎ-hop trust propagation is defined as 

𝑅(ℎ)
𝑖𝑗 = max

(

𝑅(ℎ−1)
𝑖𝑗 ,max

𝑘≠𝑖,𝑗
min

(

𝑅(ℎ−1)
𝑖𝑘 , 𝑅(ℎ−1)

𝑘𝑗

)

⋅ 𝛾ℎ
)

(17)

where 𝑅(0) = 𝑅 is the initial direct-trust matrix, 𝛾 ∈ (0, 1) is a decay 
factor that captures the drop of trust with hop count, min(⋅, ⋅) adopts a 
conservative strategy by taking the minimum trust value along a path, 
and max preserves any previously obtained higher trust value.

After ℎ hops, the algorithm outputs the multi-hop trust matrix 
𝑅(𝑚ℎ) = 𝑅(𝐻). Pseudocode for the multi-hop trust-propagation proce-
dure is given in Algorithm 1.

Proposition 1 (Trust Coverage Monotonicity and Growth).  The multi-hop 
trust coverage rate is monotonically non-decreasing in 𝐻 , i.e., 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒
(𝑅(ℎ)) ≤ 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒(𝑅(ℎ+1)) for all ℎ ≥ 0. Furthermore, for a connected 
graph 𝐺𝐷, the coverage rate satisfies 

𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒
(

𝑅(𝐻)) ≥ 1 −
(

1 − 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒
(

𝑅(0)))𝐻 (18)

Proof.  Monotonicity follows directly from the update rule in Eq. (17): 
𝑅(ℎ)
𝑖𝑗  is updated via max(⋅, ⋅), so trust values never decrease across 

iterations, and any previously covered pair remains covered.
For the lower bound, let 𝑈ℎ = 1 − 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒(𝑅(ℎ)) denote the 

uncovered fraction at hop ℎ. In a connected graph, for any uncovered 
pair (𝑑𝑖, 𝑑𝑗 ) at hop ℎ−1, there exists an intermediate device 𝑑𝑘 providing 
an indirect path. By Eq. (17), each hop reduces the uncovered fraction 
by at least a factor of 𝑈0 = 1 − 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒(𝑅(0)), yielding 𝑈𝐻 ≤ 𝑈𝐻

0  and 
thus the stated bound. □

Time complexity of Algorithm 1 is 𝑂(𝑛3 ⋅𝐻), where 𝑛 is the number 
of devices and 𝐻 is the maximum hop count. Space complexity is 𝑂(𝑛2). 
By default we set 𝐻 = 3, 𝛾 = 0.8, and 𝜃 = 0.9. A larger 𝐻 introduces 
noise, while a smaller 𝛾 causes indirect trust to decay too rapidly.
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Fig. 1. The overall architecture of GraphMatch.
Algorithm 1 Multi-hop Trust Propagation
Require: Direct trust matrix 𝑅, max hops 𝐻 , decay factor 𝛾, threshold 

𝜃
Ensure: Multi-hop trust matrix 𝑅(𝑚ℎ)

1: 𝑅(𝑚ℎ) ← 𝑅
2: 𝑛 ← |𝑉𝐷|
3: for ℎ = 1 to 𝐻 do 
4: for 𝑖 = 1 to 𝑛 do 
5: for 𝑗 = 1 to 𝑛 do 
6: if 𝑖 ≠ 𝑗 and 𝑅(𝑚ℎ)[𝑖, 𝑗] < 𝜃 then 
7: 𝑚𝑎𝑥_𝑖𝑛𝑑𝑖𝑟𝑒𝑐𝑡 ← 0
8: for 𝑘 = 1 to 𝑛 do 
9: if 𝑘 ≠ 𝑖 and 𝑘 ≠ 𝑗 then 
10: 𝑝𝑎𝑡ℎ_𝑡𝑟𝑢𝑠𝑡 ← min(𝑅(𝑚ℎ)[𝑖, 𝑘], 𝑅(𝑚ℎ)[𝑘, 𝑗]) × 𝛾ℎ {cf. 

Eq. (17)} 
11: 𝑚𝑎𝑥_𝑖𝑛𝑑𝑖𝑟𝑒𝑐𝑡 ← max(𝑚𝑎𝑥_𝑖𝑛𝑑𝑖𝑟𝑒𝑐𝑡, 𝑝𝑎𝑡ℎ_𝑡𝑟𝑢𝑠𝑡)
12: end if
13: end for
14: 𝑅(𝑚ℎ)[𝑖, 𝑗] ← max(𝑅(𝑚ℎ)[𝑖, 𝑗], 𝑚𝑎𝑥_𝑖𝑛𝑑𝑖𝑟𝑒𝑐𝑡)
15: end if
16: end for
17: end for
18: end for
19: return 𝑅(𝑚ℎ)

4.2.2. Trust-Guided GCN module
Conventional task-scheduling algorithms usually rely on simple 

heuristic rules (e.g., the priority list in HEFT) and suffer from two key 
limitations: (i) they fail to exploit the topological structure of the device 
network, and (ii) they cannot effectively integrate trust relationships 
into joint decision-making. To address these shortcomings, we propose 
the Trust-Guided GCN module. Its core innovation is to integrate 
the trust matrix deeply into the message-passing process of Trust-
Guided GCN, so that information from high-trust neighbors is amplified 
while information from low-trust neighbors is suppressed. In this way, 
the module learns high-dimensional embeddings that simultaneously 
encode capability features and trust relations.

Device-embedding network. The device network graph 𝐺𝐷 has 
adjacency matrix 𝐴 ∈ {0, 1}𝑛×𝑛 and initial device feature matrix 
𝐷

6 
𝑋𝐷 ∈ R𝑛×𝑓𝑑 , where 𝑓𝑑 is the feature dimension containing normal-
ized attributes such as compute capacity, memory size, and network 
bandwidth.

Standard GCN message passing treats all neighbors equally, bal-
ancing their contributions only through degree normalization. In a 
secure edge computing environment, however, we want high-trust 
neighbors to carry larger propagation weights while low-trust neigh-
bors are down-weighted. The core innovation of Trust-Guided GCN is 
therefore to inject the multi-hop trust matrix 𝑅(𝑚ℎ) into the message-
passing process. Concretely, we perform an element-wise (Hadamard) 
product between the adjacency matrix and the trust matrix to form a 
trust-weighted adjacency matrix: 
𝐴(𝑡𝑟𝑢𝑠𝑡)
𝐷 = 𝐴̃𝐷 ⊙𝑅(𝑚ℎ) (19)

where ⊙ denotes element-wise multiplication. Through this operation, 
the low-trust neighbors thus have their adjacency weights attenuated, 
whereas weights of high-trust neighbors remain unchanged.

With this trust-weighted adjacency matrix, the propagation rule of 
the device embedding network is defined as: 
𝐻 (𝑙+1)

𝐷 = 𝜎
(

𝐷̃−1∕2
𝐷 (𝐴𝐷 ⊙𝑅(𝑚ℎ))𝐷̃−1∕2

𝐷 𝐻 (𝑙)
𝐷 𝑊 (𝑙)

𝐷

)

(20)

where 𝐷̃𝐷 is the degree matrix of 𝐴(𝑡𝑟𝑢𝑠𝑡)
𝐷 , 𝜎 is an activation function, 

and 𝑊 (𝑙)
𝐷  are learnable parameters. Starting from 𝐻 (0)

𝐷 = 𝑋𝐷, after 𝐿
layers we obtain the device embedding matrix 𝐻𝐷 = 𝐻 (𝐿)

𝐷 ∈ R𝑛×𝑑 , with 
𝑑 being the embedding dimension.

Task-embedding network. Let the adjacency matrix of the task 
DAG 𝐺𝑇  be 𝐴𝑇 ∈ {0, 1}𝑚×𝑚 and the initial task-feature matrix be 
𝑋𝑇 ∈ R𝑚×𝑓𝑡 , which contains attributes such as computational demand, 
memory demand, and the sensitive-data flag. Since trust relationships 
exist only between devices, not between tasks, the task-embedding 
network adopts the standard GCN propagation rule: 
𝐻 (𝑙+1)

𝑇 = 𝜎
(

𝐷̃−1∕2
𝑇 𝐴̃𝑇 𝐷̃

−1∕2
𝑇 𝐻 (𝑙)

𝑇 𝑊 (𝑙)
𝑇

)

(21)

where 𝐴̃𝑇  is the normalized adjacency matrix of the task DAG and 𝐷̃𝑇
is its degree matrix. Starting from 𝐻 (0)

𝑇 = 𝑋𝑇 , after 𝐿 layers we obtain 
the task-embedding matrix 𝐻𝑇 = 𝐻 (𝐿)

𝑇 ∈ R𝑚×𝑑 .
Multi-dimensional matching-score computation. Using the task 

embeddings 𝐻𝑇  and the device embeddings 𝐻𝐷, we compute a com-
prehensive matching score between task 𝑡𝑗 and device 𝑑𝑖. This mod-
ule combines five dimension scores, their definitions and roles are 
summarized in Table  3.

The formulas for each score are as follows:
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Table 3
Definitions and roles of the five matching scores.
 Score type Symbol Role  
 GCN Embedding Score 𝑠(𝑒𝑚𝑏) Captures learned complex matching patterns  
 Performance Score 𝑠(𝑝𝑒𝑟𝑓 ) Prefers devices with high computational capacity 
 Trust Score 𝑠(𝑡𝑟𝑢𝑠𝑡) Prefers highly trusted devices  
 Type-Compatibility Score 𝑠(𝑡𝑦𝑝𝑒) Matches task type to device type  
 Safety Score 𝑠(𝑠𝑎𝑓𝑒) Penalizes malicious devices  
GCN Embedding Score: measures the matching degree between 
task and device in the embedding space via cosine similarity: 

𝑠(𝑒𝑚𝑏)𝑗𝑖 = cos(ℎ𝑡𝑗 , ℎ𝑑𝑖 ) =
ℎ𝑇𝑡𝑗ℎ𝑑𝑖

‖ℎ𝑡𝑗 ‖‖ℎ𝑑𝑖‖
(22)

Performance Score: normalized compute capacity, favoring high-
performance devices: 

𝑠(𝑝𝑒𝑟𝑓 )𝑗𝑖 =
𝑐𝑖

max𝑘 𝑐𝑘
(23)

Trust Score: multi-hop trust value from the source device of the 
task to the candidate device: 
𝑠(𝑡𝑟𝑢𝑠𝑡)𝑗𝑖 = 𝑅(𝑚ℎ)

𝑠𝑟𝑐𝑗 ,𝑖
(24)

Type-Compatibility Score: predefined compatibility between task 
type and device type: 
𝑠(𝑡𝑦𝑝𝑒)𝑗𝑖 = 𝐶𝑜𝑚𝑝𝑎𝑡(𝑡𝑦𝑝𝑒(𝑡𝑗 ), 𝑡𝑦𝑝𝑒(𝑑𝑖)) (25)

where 𝐶𝑜𝑚𝑝𝑎𝑡(⋅, ⋅) ∈ [0, 1] is a predefined type-compatibility function.
Safety Score: penalizes malicious devices and imposes a hard con-

straint on sensitive tasks: 

𝑠(𝑠𝑎𝑓𝑒)𝑗𝑖 =

⎧

⎪

⎨

⎪

⎩

1 if 𝑑𝑖 ∉ 𝑀
1 − 𝛼 if 𝑑𝑖 ∈ 𝑀 and 𝑠𝑒𝑛𝑗 = 0
−∞ if 𝑑𝑖 ∈ 𝑀 and 𝑠𝑒𝑛𝑗 = 1

(26)

where 𝑀 is the malicious-device set and 𝛼 ∈ (0, 1) is a penalty 
coefficient (default 0.5). Assigning a sensitive task to a malicious device 
yields −∞, ensuring the assignment is never selected.

The comprehensive matching score is a weighted sum of the five 
scores: 
𝑆𝑗𝑖 = 𝑤1𝑠

(𝑒𝑚𝑏)
𝑗𝑖 +𝑤2𝑠

(𝑝𝑒𝑟𝑓 )
𝑗𝑖 +𝑤3𝑠

(𝑡𝑟𝑢𝑠𝑡)
𝑗𝑖 +𝑤4𝑠

(𝑡𝑦𝑝𝑒)
𝑗𝑖 +𝑤5𝑠

(𝑠𝑎𝑓𝑒)
𝑗𝑖 (27)

with weights {𝑤1,… , 𝑤5} set to 0.2 by default.
Algorithm 2 details the implementation of Trust-Guided GCN.
The time complexity of Algorithm 2 is 𝑂(𝐿 ⋅ (𝑛2𝑑 + 𝑚2𝑑) + 𝑚𝑛𝑑), 

where 𝐿 is the number of GCN layers, 𝑛 is the number of devices, 𝑚
is the number of tasks, and 𝑑 is the embedding dimension. The space 
complexity is 𝑂(𝑛𝑑 + 𝑚𝑑 + 𝑚𝑛).

4.2.3. Security-aware greedy matcher
The greedy matcher produces an initial task-to-device assignment 

based on the composite scores 𝑆 output by the GCN module. Its guiding 
principle is to favor devices with high trust and high performance while 
never violating security requirements.

The greedy matcher processes tasks in priority order (sensitive tasks 
first, then by decreasing computational demand). For each task, it 
filters candidate devices according to three rules: (1) Hard constraint: 
sensitive tasks are prohibited from malicious devices (enforced by the 
−∞ safety score in Eq. (26); (2) Trust threshold: only devices with 
𝑅(𝑚ℎ)
𝑠𝑟𝑐𝑗 ,𝑖

≥ 𝜏 are eligible; (3) Load constraint: devices whose projected 
load exceeds limit 𝐿 are excluded.

Among eligible candidates, the device maximizing the composite 
score 𝑆𝑗𝑖 − 𝜆 ⋅ (𝐿𝑜𝑎𝑑[𝑑]∕𝐿) is selected, where the second term penalizes 
overloaded devices. If no candidate satisfies all constraints, the algo-
rithm falls back to the highest-trust non-malicious device. Algorithm 3 
details the full procedure.
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Algorithm 2 Trust-Guided GCN Matching
Require: Device graph 𝐺𝐷, task graph 𝐺𝑇 , multi-hop trust matrix 

𝑅(𝑚ℎ), GCN layers 𝐿, hidden dimension 𝑑
Ensure: Matching score matrix 𝑆 ∈ R𝑚×𝑛

1: 𝐻 (0)
𝐷 ← 𝑋𝐷 {Initialize device features} 

2: 𝐻 (0)
𝑇 ← 𝑋𝑇  {Initialize task features} 

3: 𝐴(𝑡𝑟𝑢𝑠𝑡)
𝐷 ← 𝐴̃𝐷 ⊙𝑅(𝑚ℎ) {Trust-weighted adjacency, cf. Eq. (19)} 

4: for 𝑙 = 0 to 𝐿 − 1 do 
5: 𝐻 (𝑙+1)

𝐷 ← 𝜎(𝐷̃−1∕2
𝐷 𝐴(𝑡𝑟𝑢𝑠𝑡)

𝐷 𝐷̃−1∕2
𝐷 𝐻 (𝑙)

𝐷 𝑊 (𝑙)
𝐷 ) {cf. Eq. (20)} 

6: 𝐻 (𝑙+1)
𝑇 ← 𝜎(𝐷̃−1∕2

𝑇 𝐴̃𝑇 𝐷̃
−1∕2
𝑇 𝐻 (𝑙)

𝑇 𝑊 (𝑙)
𝑇 ) {cf. Eq. (21)}

7: end for
8: 𝐻𝐷 ← 𝐻 (𝐿)

𝐷 ; 𝐻𝑇 ← 𝐻 (𝐿)
𝑇

9: for 𝑗 = 1 to 𝑚 do 
10: for 𝑖 = 1 to 𝑛 do 
11: 𝑠𝑒𝑚𝑏 ← cos(ℎ𝑡𝑗 , ℎ𝑑𝑖 ) {cf. Eq. (22)} 
12: 𝑠𝑝𝑒𝑟𝑓 ← 𝑐𝑖∕max𝑘(𝑐𝑘) {cf. Eq. (23)} 
13: 𝑠𝑡𝑟𝑢𝑠𝑡 ← 𝑅(𝑚ℎ)[𝑠𝑟𝑐𝑗 , 𝑖] {cf. Eq. (24)} 
14: 𝑠𝑡𝑦𝑝𝑒 ← 𝐶𝑜𝑚𝑝𝑎𝑡(𝑡𝑦𝑝𝑒(𝑡𝑗 ), 𝑡𝑦𝑝𝑒(𝑑𝑖)) {cf. Eq. (25)} 
15: 𝑠𝑠𝑎𝑓𝑒 ← 𝑆𝑎𝑓𝑒𝑡𝑦𝑆𝑐𝑜𝑟𝑒(𝑡𝑗 , 𝑑𝑖,𝑀) {cf. Eq. (26)} 
16: 𝑆[𝑗, 𝑖] ←

∑5
𝑘=1 𝑤𝑘 ⋅ 𝑠𝑘 {cf. Eq. (27)}

17: end for
18: end for
19: return 𝑆

4.2.4. NSGA-III multi-objective optimization module
Task scheduling is a typical multi-objective problem that must 

simultaneously optimize trust, latency, energy, and other conflicting 
goals. NSGA-III is a state-of-the-art evolutionary algorithm that can 
locate the Pareto-optimal set.

Solution Representation and Initialization. Each individual is an 
assignment vector 𝜋 of length 𝑚, where 𝜋[𝑗] ∈ {1,… , 𝑛} denotes the 
device to which task 𝑡𝑗 is assigned. The initial population is generated 
by the security-aware greedy matcher in Algorithm 3. Tasks are ordered 
by priority (sensitive first, then largest workload) and each task is 
placed on the highest-scoring device that satisfies all constraints.

Fitness Evaluation. For every individual 𝜋 we compute the three 
objective values defined in Section 3, including 𝑓1(𝜋), 𝑓2(𝜋), and 𝑓3(𝜋).

Security-Aware Mutation. The key novelty of this work within 
NSGA-III is a mutation operator that preferentially targets tasks as-
signed to malicious or low-trust devices. The mutation probability for 
task 𝑡𝑗 is 

𝑃𝑚𝑢𝑡𝑎𝑡𝑒(𝑡𝑗 ) =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

1.0 if 𝜋(𝑡𝑗 ) ∈ 𝑀 and 𝑠𝑒𝑛𝑗 = 1
0.8 if 𝜋(𝑡𝑗 ) ∈ 𝑀 and 𝑠𝑒𝑛𝑗 = 0
0.5 if 𝑅(𝑚ℎ)

𝑠𝑟𝑐𝑗 ,𝜋(𝑡𝑗 )
< 𝜏

𝑝𝑚 otherwise

(28)

where 𝑝𝑚 is the base mutation rate and 𝜏 is the trust threshold. This 
guarantees that any sensitive task accidentally assigned to a malicious 
device is always mutated and corrected.

Algorithm 4 shows the Multi-Objective Optimization Module based 
on NSGA-III with security-aware mutation.
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Algorithm 3 Security-Aware Greedy Matching
Require: Task set 𝑇 𝑎𝑠𝑘𝑠, device set 𝐷𝑒𝑣𝑖𝑐𝑒𝑠, matching scores 𝑆, trust 

matrix 𝑅(𝑚ℎ), malicious device set 𝑀 , makespan limit 𝐿
Ensure: Task assignment 𝐴
1: 𝐴 ← ∅; 𝐿𝑜𝑎𝑑[𝑑] ← 0,∀𝑑 ∈ 𝐷𝑒𝑣𝑖𝑐𝑒𝑠
2: 𝑆𝑜𝑟𝑡𝑒𝑑𝑇 𝑎𝑠𝑘𝑠 ← 𝑆𝑜𝑟𝑡(𝑇 𝑎𝑠𝑘𝑠, 𝑘𝑒𝑦 = (−𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒,−𝑐𝑝𝑢_𝑐𝑦𝑐𝑙𝑒𝑠))
3: for each task 𝑡 ∈ 𝑆𝑜𝑟𝑡𝑒𝑑𝑇 𝑎𝑠𝑘𝑠 do 
4: 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 ← ∅
5: for each device 𝑑 ∈ 𝐷𝑒𝑣𝑖𝑐𝑒𝑠 do 
6: if 𝑡.𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 and 𝑑 ∈ 𝑀 then 
7: continue {Hard security constraint, cf. Eq. (26) & Con-

straint Eq.  (14)}
8: end if
9: if 𝑅(𝑚ℎ)[𝑡.𝑠𝑜𝑢𝑟𝑐𝑒, 𝑑] < 𝜏 then 
10: continue {Trust threshold, cf. Constraint Eq.  (15)}
11: end if
12: if 𝐿𝑜𝑎𝑑[𝑑] + 𝐸𝑥𝑒𝑐𝑇 𝑖𝑚𝑒(𝑡, 𝑑) > 𝐿 then 
13: continue
14: end if
15: 𝑠𝑐𝑜𝑟𝑒 ← 𝑆[𝑡, 𝑑] − 𝜆 × (𝐿𝑜𝑎𝑑[𝑑]∕𝐿) {cf. Eq. (27)} 
16: if 𝑑 ∈ 𝑀 then 
17: 𝑠𝑐𝑜𝑟𝑒 ← 𝑠𝑐𝑜𝑟𝑒 − 𝑝𝑒𝑛𝑎𝑙𝑡𝑦
18: end if
19: 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 ← 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 ∪ {(𝑑, 𝑠𝑐𝑜𝑟𝑒)}
20: end for
21: if 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 ≠ ∅ then 
22: 𝑑∗ ← argmax{𝑠𝑐𝑜𝑟𝑒 ∣ (𝑑, 𝑠𝑐𝑜𝑟𝑒) ∈ 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠}
23: else 
24: 𝑑∗ ← argmax{𝑅(𝑚ℎ)[𝑡.𝑠𝑜𝑢𝑟𝑐𝑒, 𝑑] ∣ 𝑑 ∉ 𝑀}
25: end if
26: 𝐴[𝑡] ← 𝑑∗

27: 𝐿𝑜𝑎𝑑[𝑑∗] ← 𝐿𝑜𝑎𝑑[𝑑∗] + 𝐸𝑥𝑒𝑐𝑇 𝑖𝑚𝑒(𝑡, 𝑑∗)
28: end for
29: return 𝐴

Algorithm 4 NSGA-III with Security-Aware Mutation
Require: Initial solution 𝐴𝑖𝑛𝑖𝑡, population size 𝑃 , generations 𝐺, 

crossover probability 𝑝𝑐 , mutation probability 𝑝𝑚
Ensure: Pareto optimal set 𝛱∗

1: 𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 ← 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑃 𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛(𝐴𝑖𝑛𝑖𝑡, 𝑃 )
2: for 𝑔𝑒𝑛 = 1 to 𝐺 do 
3: 𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠 ← 𝐸𝑣𝑎𝑙𝑢𝑎𝑡𝑒𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛) {cf. Eqs. (8), (9), 

(10)} 
4: 𝐹𝑟𝑜𝑛𝑡𝑠 ← 𝑁𝑜𝑛𝐷𝑜𝑚𝑖𝑛𝑎𝑡𝑒𝑑𝑆𝑜𝑟𝑡(𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠)
5: 𝐸𝑙𝑖𝑡𝑒 ← 𝑆𝑒𝑙𝑒𝑐𝑡𝐸𝑙𝑖𝑡𝑒(𝐹𝑟𝑜𝑛𝑡𝑠)
6: 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔 ← 𝐶𝑟𝑜𝑠𝑠𝑜𝑣𝑒𝑟(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛, 𝑝𝑐 )
7: 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔 ← 𝑆𝑚𝑎𝑟𝑡𝑀𝑢𝑡𝑎𝑡𝑖𝑜𝑛(𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔, 𝑅(𝑚ℎ),𝑀, 𝑝𝑚) {cf. 

Eq. (28)} 
8: 𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 ← 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔
9: end for
10: 𝛱∗ ← 𝐹𝑟𝑜𝑛𝑡𝑠[0] {Return first Pareto front} 
11: return 𝛱∗

4.2.5. Laplacian load-balancing module
The schedule returned by multi-objective optimization may still suf-

fer from load imbalance. The Laplacian load-balancing module regards 
the device network as a heat-conducting plate and uses the graph-
heat-diffusion model to iteratively migrate tasks from heavily loaded 
devices to their lightly loaded neighbors while never violating security 
constraints.

Let the Laplacian of the device network be 𝐿 = 𝐷 − 𝐴, where 𝐷
is the degree matrix and 𝐴 is the adjacency matrix. The heat-diffusion 
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Algorithm 5 Laplacian Load Balancing
Require: Assignment 𝐴, adjacency matrix 𝐴𝐷, trust matrix 𝑅(𝑚ℎ), 

malicious device set 𝑀 , iterations 𝐾
Ensure: Balanced assignment 𝐴′

1: 𝐴′ ← 𝐴 {Load diffusion guided by Eq. (29)} 
2: for 𝑘 = 1 to 𝐾 do 
3: 𝑢 ← 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝐿𝑜𝑎𝑑𝑉 𝑒𝑐𝑡𝑜𝑟(𝐴′)
4: 𝑑ℎ𝑖𝑔ℎ ← argmax𝑖 𝑢𝑖
5: 𝑑𝑙𝑜𝑤 ← argmin𝑖 𝑢𝑖
6: if 𝑢ℎ𝑖𝑔ℎ − 𝑢𝑙𝑜𝑤 < 𝜖 then 
7: break {Already balanced}
8: end if
9: 𝑇 𝑎𝑠𝑘𝑠𝑚𝑖𝑔𝑟𝑎𝑡𝑒 ← {𝑡 ∶ 𝐴′(𝑡) = 𝑑ℎ𝑖𝑔ℎ}
10: for 𝑡 ∈ 𝑇 𝑎𝑠𝑘𝑠𝑚𝑖𝑔𝑟𝑎𝑡𝑒 do 
11: if 𝑡.𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 and 𝑑𝑙𝑜𝑤 ∈ 𝑀 then 
12: continue {Hard security constraint, cf. Constraint Eq.  (14)}
13: end if
14: if 𝑅(𝑚ℎ)[𝑡.𝑠𝑜𝑢𝑟𝑐𝑒, 𝑑𝑙𝑜𝑤] < 𝜏 then 
15: continue {Trust threshold, cf. Constraint Eq.  (15)}
16: end if
17: 𝐴′(𝑡) ← 𝑑𝑙𝑜𝑤
18: break
19: end for
20: end for
21: return 𝐴′

kernel is 

𝐾𝑡 = 𝑒−𝑡𝐿 = 𝑉 𝑒−𝑡𝛬𝑉 𝑇 (29)

with 𝑉  and 𝛬 the eigenvector and eigenvalue matrices of 𝐿, respec-
tively.

After diffusing the current workload distribution, tasks are migrated 
from devices with excess load to neighboring devices with spare ca-
pacity, ensuring that every move satisfies the hard security and trust 
constraints.

Pseudocode for the Laplacian-based load-balancing procedure is 
given in Algorithm 5.

4.2.6. GraphMatch main algorithm
Algorithm 6 is the main task scheduling algorithm of GraphMatch.

4.2.7. Time-complexity analysis
Table  4 summarizes the time complexity of each module.
In terms of complexity, multi-hop trust propagation updates trust 

values by enumerating all device pairs and their intermediate nodes 
in a triple loop iterated 𝐻 times; the Trust-Guided GCN performs 𝐿
graph-convolution layers, each involving a sparse-matrix multiplication 
of 𝑂(𝑛2𝑑) and an additional 𝑂(𝑚𝑛) time to compute the five matching 
scores; the greedy matcher first sorts tasks in 𝑂(𝑚 log𝑚) and then 
linearly scans every device for each task, costing 𝑂(𝑚𝑛); NSGA-III 
evolves for 𝐺 generations, and in each generation it mutates 𝑚 tasks 
and evaluates 𝑛 devices for every one of the 𝑃  individuals; finally, 
the Laplacian balancer iterates 𝐾 rounds, migrating at most one task 
per round, which adds 𝑂(𝐾𝑚). The overall complexity is dominated by 
the 𝑂(𝑛3𝐻) term from trust propagation and the 𝑂(𝐺𝑃𝑚𝑛) term from 
NSGA-III, yielding 𝑂(𝑛3𝐻 + 𝐺𝑃𝑚𝑛) for GraphMatch.

With typical settings (𝑛 = 100, 𝑚 = 80, 𝐻 = 3, 𝐿 = 2, 𝑑 = 32, 𝐺 = 50, 
𝑃 = 100, 𝐾 = 10), GraphMatch completes scheduling in less than one 
second, meeting edge-computing real-time requirements.
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Table 4
Complexity analysis.
 Module Algorithm Time Complexity Description  
 Multi-hop Trust Algorithm 1 𝑂(𝑛3 ⋅𝐻) 𝑛=devices, 𝐻=hops  
 Trust-Guided GCN Algorithm 2 𝑂(𝐿 ⋅ 𝑛2 ⋅ 𝑑 + 𝑚 ⋅ 𝑛) 𝐿=layers, 𝑑=dim, 𝑚=tasks  
 Greedy Match Algorithm 3 𝑂(𝑚 ⋅ 𝑛 ⋅ log𝑚) sorting + matching  
 NSGA-III optimization Algorithm 4 𝑂(𝐺 ⋅ 𝑃 ⋅ 𝑚 ⋅ 𝑛) 𝐺=generations, 𝑃=population 
 Laplacian balancing Algorithm 5 𝑂(𝐾 ⋅ 𝑚) 𝐾=iterations  
 GraphMatch Algorithm 6 𝑂(𝑛3 ⋅𝐻 + 𝐺 ⋅ 𝑃 ⋅ 𝑚 ⋅ 𝑛) dominant terms  
Algorithm 6 GraphMatch Main Algorithm
Require: Task DAG 𝐺𝑇 , device network 𝐺𝐷, direct trust matrix 𝑅, 

malicious device set 𝑀
Ensure: Optimal task assignment 𝐴𝑓𝑖𝑛𝑎𝑙
1: {Phase 1: Trust Propagation} 
2: 𝑅(𝑚ℎ) ← 𝑀𝑢𝑙𝑡𝑖 − ℎ𝑜𝑝𝑇 𝑟𝑢𝑠𝑡𝑃 𝑟𝑜𝑝𝑎𝑔𝑎𝑡𝑖𝑜𝑛(𝑅,𝐻, 𝛾) {Alg. 1; cf. Eq. (17), 
Proposition Proposition  1} 

3: {Phase 2: Representation Learning & Scoring} 
4: 𝐻𝑑 ← 𝐺𝐶𝑁_𝐷𝑒𝑣𝑖𝑐𝑒𝐸𝑚𝑏𝑒𝑑𝑑𝑖𝑛𝑔(𝐺𝐷, 𝑅(𝑚ℎ)) {cf. Eq. (20)} 
5: 𝐻𝑡 ← 𝐺𝐶𝑁_𝑇 𝑎𝑠𝑘𝐸𝑚𝑏𝑒𝑑𝑑𝑖𝑛𝑔(𝐺𝑇 ) {cf. Eq. (21)} 
6: 𝑆 ← 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑀𝑎𝑡𝑐ℎ𝑖𝑛𝑔𝑆𝑐𝑜𝑟𝑒𝑠(𝐻𝑑 ,𝐻𝑡, 𝑅(𝑚ℎ)) {Alg. 2; cf. Eq. (27)} 
7: {Phase 3: Initial Matching} 
8: 𝐿 ← 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝐻𝐸𝐹𝑇𝑀𝑎𝑘𝑒𝑠𝑝𝑎𝑛(𝐺𝑇 , 𝐷𝑒𝑣𝑖𝑐𝑒𝑠) × 𝜅
9: 𝐴𝑖𝑛𝑖𝑡 ← 𝐺𝑟𝑒𝑒𝑑𝑦𝑀𝑎𝑡𝑐ℎ(𝑆,𝑅(𝑚ℎ),𝑀,𝐿) {Alg. 3; cf. Eq. (26), 
Constraint Eq.  (14)} 

10: {Phase 4: Multi-objective Optimization} 
11: 𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 ← 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑃 𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛(𝐴𝑖𝑛𝑖𝑡, 𝑃 )
12: for 𝑔𝑒𝑛 = 1 to 𝐺 do 
13: 𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠 ← 𝐸𝑣𝑎𝑙𝑢𝑎𝑡𝑒𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛) {cf. Eqs. (8), (9), 

(10)} 
14: 𝐹𝑟𝑜𝑛𝑡𝑠 ← 𝑁𝑜𝑛𝐷𝑜𝑚𝑖𝑛𝑎𝑡𝑒𝑑𝑆𝑜𝑟𝑡(𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒𝑠)
15: 𝐸𝑙𝑖𝑡𝑒 ← 𝑆𝑒𝑙𝑒𝑐𝑡𝐸𝑙𝑖𝑡𝑒(𝐹𝑟𝑜𝑛𝑡𝑠)
16: 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔 ← 𝐶𝑟𝑜𝑠𝑠𝑜𝑣𝑒𝑟(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛, 𝑝𝑐 )
17: 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔 ← 𝑆𝑚𝑎𝑟𝑡𝑀𝑢𝑡𝑎𝑡𝑖𝑜𝑛(𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔, 𝑅(𝑚ℎ),𝑀, 𝑝𝑚) {cf. 

Eq. (28)} 
18: 𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 ← 𝑂𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔
19: end for
20: 𝐴∗ ← 𝑆𝑒𝑙𝑒𝑐𝑡𝐵𝑒𝑠𝑡𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛) {Alg. 4} 
21: {Phase 5: Load Balancing} 
22: 𝐴𝑓𝑖𝑛𝑎𝑙 ← 𝐿𝑎𝑝𝑙𝑎𝑐𝑖𝑎𝑛𝐵𝑎𝑙𝑎𝑛𝑐𝑒(𝐴∗, 𝐴𝐷, 𝑅(𝑚ℎ),𝑀) {Alg. 5; cf. Eq. (29)} 
23: 𝑉 𝑒𝑟𝑖𝑓𝑦𝑆𝑎𝑓𝑒𝑡𝑦𝐶𝑜𝑛𝑠𝑡𝑟𝑎𝑖𝑛𝑡𝑠(𝐴𝑓𝑖𝑛𝑎𝑙 ,𝑀) {cf. Constraint Eq.  (14)} 
24: return 𝐴𝑓𝑖𝑛𝑎𝑙

5. Experimental evaluation

This section presents systematic simulation experiments to ver-
ify the effectiveness and superiority of the GraphMatch algorithm. 
We first describe the experimental environment and evaluation met-
rics, then conduct six groups of experiments to evaluate performance 
from different perspectives: overall performance comparison, ablation 
study, scalability test, robustness test, sensitivity-task ratio analysis, 
and fairness evaluation.

5.1. Experimental setup

5.1.1. Environment
All experiments were conducted on a workstation equipped with 

a 13th Gen Intel Core i7-13700KF CPU (3.40 GHz) and 32 GB RAM, 
running Windows. The code was written in Python 3.10 and the deep-
learning components used PyTorch 2.0. The simulation environment 
was built on our self-developed EdgeComputingEnv simulator.
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5.1.2. Simulator architecture
EdgeComputingEnv is a discrete-event simulator that faithfully re-

produces edge-computing scenarios, including devices, tasks, network 
topologies, and trust relationships. It provides a controllable and re-
peatable platform for algorithm evaluation. The overall architecture is 
shown in Fig.  2.

EdgeComputingEnv adopts a hierarchical, four-layer architecture, 
described from top to bottom as follows:

1. Configuration Layer: Accepts user-supplied parameters such as 
number of devices (n_devices), number of tasks (n_tasks), 
malicious device ratio (malicious_ratio), and sensitive task 
ratio (sensitive_ratio). These settings determine the scale 
and security profile of the synthetic environment.

2. Entity Generation Layer: Instantiates heterogeneous edge de-
vices and diverse tasks according to the configuration. The de-
vice generator creates EdgeDevice objects following a prede-
fined type distribution: 20% high-performance, 40% standard, 
25% low-power, and 15% storage-optimized, each with dis-
tinct compute capacity, memory size, bandwidth, and power 
coefficients. The task generator produces Task objects across 
four categories: 25% compute-intensive, 25% memory-intensive, 
25% I/O-intensive, and 25% balanced, each with corresponding 
resource demands.

3. Relationship Modeling Layer: Builds network topology and 
trust relationships among devices. The topology generator uses 
a small-world model: a ring with local links (𝑘 = 2) plus random 
long-range connections (rewiring probability 𝑝 = 0.1) to yield 
high local clustering and short global distances. The trust-matrix 
generator assigns pairwise direct trust values, with trust values 
involving malicious devices correspondingly being attenuated. 
The DAG dependency generator adds a predecessor edge to 30% 
of all tasks, emulating realistic application workflows.

4. Interface Layer: Exposes standardized APIs for querying de-
vices and tasks, resetting loads, and accessing internal data 
structures (device list, task list, adjacency matrix, trust matrix, 
malicious-device set, and sensitive-task set).

To facilitate reproducibility and future research, we have open-
sourced the EdgeComputingEnv simulator along with the core Graph-
Match implementation at: https://github.com/liellie/GraphMatch. The 
repository includes the complete four-layer simulator architecture, the 
Trust-Guided GCN and multi-hop propagation modules, and a stan-
dalone script for reproducing the ablation results in Table  6.

5.1.3. Parameter settings
Table  5 lists the default parameters used in the baseline experi-

ments. Device configurations are drawn from typical real-world edge 
deployments, and task parameters reflect common edge-application 
characteristics.

5.1.4. Competing algorithms
To comprehensively evaluate GraphMatch, we select six representa-

tive state-of-the-art algorithms as baselines, covering traditional heuris-
tics, trust-aware methods, and deep-learning approaches:

https://github.com/liellie/GraphMatch
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Fig. 2. The architecture of EdgeComputingEnv simulator. The simulator consists of four layers: Configuration Layer, Entity Generation Layer, Relationship 
Modeling Layer, and Interface Layer.
Table 5
Baseline experimental parameters.
 Category Parameter Value 
 
Environment

Number of devices 100  
 Number of tasks 80  
 Malicious device ratio 15%  
 Sensitive task ratio 20%  
 

Algorithm

GCN layers 2  
 GCN hidden dimension 32  
 Multi-hop hops 3  
 Trust-decay factor 0.85  
 NSGA-III population 50  
 NSGA-III generations 30  

1. HEFT [9]: the classic heterogeneous earliest-finish-time algo-
rithm that uses upward-rank priority ordering; it serves as the 
standard baseline for heterogeneous scheduling.

2. DDTMOA [11]: a trust-aware scheduler that combines compos-
ite trust (identity 30%, behavior 40%, capability 30%) with a 
deep-double-Q-network (DDQN) policy.

3. DRL-MEC [14]: a deep-reinforcement-learning method based on 
the DDPG framework that jointly optimizes latency and energy 
consumption.

4. BD-TTS [12]: a blockchain-enabled dual-trust scheduler (histori-
cal trust 60%, short-term trust 40%) ensuring tamper-proof trust 
records.

5. SecDS [13]: a security-aware DAG scheduler that employs a 
three-level security-risk model.

6. GNN-RL [23]: a scheduling approach that uses graph-neural-
network state representations and proximal-policy-optimization 
(PPO) for policy learning.

5.1.5. Evaluation metrics
The following metrics are used to assess algorithm performance:

1. Trust Score: the average trust value of all task assignments, 
range [0, 1]; higher is better.

2. Effective Makespan: makespan augmented with a penalty for 
malicious assignments; lower is better.

3. Security Score: proportion of tasks not assigned to malicious 
devices; 100% indicates complete safety.

4. Tasks to Malicious: number of tasks allocated to malicious 
devices; fewer is better.
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5. Sensitive Protection: fraction of sensitive tasks that avoid as-
signing to malicious devices.

6. Jain Index: fairness of workload distribution across devices, 
range [0, 1]; higher is better.

5.2. Performance comparison and analysis

Under the baseline scenario (100 devices, 80 tasks, 15% malicious, 
20% sensitive), this section compares the overall performance of Graph-
Match against six competing algorithms. The results are shown in Fig. 
3.

GraphMatch achieved the highest trust score of 0.8869, outper-
forming the strongest competitor SecDS [13] (0.8063) by 10.0% and 
the traditional HEFT baseline (0.5724) by 54.9%. This remarkable 
gain is primarily attributed to the five-score fusion mechanism of the 
Trust-Guided GCN, which accurately identifies high-trust devices and 
prioritizes them for task assignment.

Simultaneously, GraphMatch attained a perfect security score of 
100%, i.e., no task was assigned to any malicious device, tying for the 
best with DDTMOA [11], BD-TTS [12], and SecDS [13]. In contrast, 
HEFT (83.8%), DRL-MEC [14] (93.8%), and GNN-RL [23] (88.8%) 
dispatched 13, 5, and 9 tasks to malicious devices, respectively, due 
to their lack of security awareness.

Regarding effective makespan, GraphMatch (3.78) is competitive 
with the security-aware baselines BD-TTS [12] (3.44) and SecDS [13] 
(2.54), while substantially outperforming algorithms that suffer from 
malicious-assignment penalties: HEFT [9] (8.01), DDTMOA [11] 
(11.28), DRL-MEC [14] (21.67), and GNN-RL [23] (10.75). The 
slightly higher makespan of GraphMatch compared to SecDS reflects 
the inherent trade-off in multi-objective optimization: GraphMatch 
achieves significantly higher trust by exploring a broader set of 
high-trust devices, which may not always coincide with the fastest 
devices.

However, we also notice that GraphMatch’s Jain index is 0.387, 
moderate and slightly lower than DRL-MEC [14] (0.578) and GNN-
RL [23] (0.401). This is expected because GraphMatch prioritizes trust 
and hard security constraints, limiting device choices. Nevertheless, a 
Jain index of 0.387 still indicates a reasonably balanced load, confirm-
ing that the Laplacian load-balancing module effectively mitigates the 
imbalance introduced by security constraints.
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Fig. 3. Main performance comparison.
Table 6
Ablation results.
 Configuration Trust EffMakespan Security ToMalicious 
 HEFT (Baseline) 0.5724 8.01 83.8% 13  
 +Trust-Guided GCN 0.9279 1.88 100% 0  
 +Multi-hop Trust 0.9251 1.55 100% 0  
 +NSGA-III 0.9046 2.13 100% 0  
 Full GraphMatch 0.8869 3.78 100% 0  

5.3. Ablation study

To quantify the individual contribution of each GraphMatch compo-
nent, we conduct an ablation study in which modules are incrementally 
enabled and the resulting performance is recorded. Results are shown 
in Table  6.

Table  6 highlights the pivotal role of Trust-Guided GCN. By learn-
ing structured representations of tasks and devices, it accurately cap-
tures both trust relationships and capability compatibility, constituting 
the core innovation of GraphMatch. Upgrading the HEFT baseline 
to +Trust-Guided GCN raises the Trust score from 0.5724 to 0.9279 
(+62.1%), drops the Effective Makespan from 8.01 to 1.88 (−76.5%), 
and lifts Security from 83.8% to 100%. These dramatic leaps confirm 
the effectiveness of GCN-based embedding learning and the five-score 
fusion mechanism.

The three subsequent configurations, from +Multi-hop, +NSGA-
III, to the full GraphMatch, exhibit similar Trust scores (0.90–0.93), 
indicating that the remaining modules serve mainly to stabilize and 
fine-tune the solution. Multi-hop trust propagation broadens trust cov-
erage, NSGA-III searches for a better trade-off among objectives, and 
the Laplacian balancer improves load distribution. Ultimately, the com-
plete GraphMatch attains the best Effective Makespan (3.78) while 
maintaining high trust.

5.4. Scalability experiment

To verify GraphMatch’s adaptability under varying network scales, 
we conduct a scalability test in which the system size grows from 50 
devices and 40 tasks to 250 devices and 200 tasks, while the malicious 
node ratio remains fixed at 15%. All seven algorithms are compared. 
The results are shown in Fig.  4.
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Over the device range 50–250, GraphMatch’s Trust score remains 
between 0.89 and 0.92 and consistently outperforms SecDS [13] and 
BD-TTS [12]. Taking the 100-device/80-task point as an example, 
GraphMatch (0.89) surpasses SecDS [13] (0.81) by 10.0%. This indi-
cates that the matching learning ability of Trust-Guided GCN general-
izes well and is insensitive to network scale. DRL-MEC [14] and GNN-
RL [23], which lack trust mechanisms, consistently exhibit low trust 
scores (0.57–0.68) across all scales, further confirming the necessity of 
trust-guided scheduling.

As the network grows, GraphMatch’s Effective Makespan remains 
stable and low across all tested scales. In contrast, DDTMOA [11] 
and DRL-MEC [14] exhibit rapidly growing makespan at large scales 
due to malicious-assignment penalties. Notably, SecDS [13] exhibits a 
more stable makespan at large scales, since its DAG-based scheduling 
is less sensitive to size, but this comes at the cost of lower trust. In all 
cases GraphMatch maintains a 100% security score, demonstrating the 
reliability of its security constraints.

5.5. Robustness experiment

To evaluate GraphMatch’s performance under varying attack inten-
sities, we conduct a robustness test in which the malicious node ratio 
is increased from 5% to 30% with the network scale remaining at 100 
devices and 80 tasks. All seven algorithms are compared. The results 
are shown in Fig.  5.

As the malicious ratio rises from 5% to 30%, GraphMatch’s Trust 
score remains stable at 0.86–0.90. This stability is remarkable, be-
cause fewer trustworthy devices reduce the average reachable trust 
value. Nevertheless, GraphMatch maintains the highest trust score at 
different malicious ratios, consistently outperforming SecDS [13], BD-
TTS [12], and DDTMOA [11] by 8%–25%, demonstrating strong robust-
ness. DRL-MEC [14] and GNN-RL [23], which lack trust mechanisms, 
hover at 0.60–0.66 regardless of malicious density, confirming that 
performance-only optimizers cannot adapt to adversarial environments.

Regarding security, GraphMatch and SecDS [13] both maintain 
100% security scores across all tested ratios. In contrast, HEFT’s se-
curity deteriorates from 97% to 75% as the malicious ratio increases, 
while DRL-MEC [14] and GNN-RL [23] also exhibit declining se-
curity at high malicious densities. Under the extreme malicious ra-
tios of 25%–30%, GraphMatch’s Effective Makespan remains stable 
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Fig. 4. Scalability experimental results (all seven algorithms).
Fig. 5. Robustness experimental results (all seven algorithms).
and low. In contrast, DDTMOA [11] and DRL-MEC [14] suffer from 
rapidly increasing makespan due to malicious-assignment penalties, 
while SecDS [13] exhibits more stable makespan values, but at the cost 
of consistently lower trust.

5.6. Sensitive task ratio analysis

To evaluate GraphMatch’s behavior under varying proportions of 
security-critical workloads, we conduct a sensitivity experiment in 
which the ratio of sensitive tasks is increased from 10% to 50% while 
the network size remains 100 devices/80 tasks and the malicious node 
ratio stays at 15%. All seven algorithms are compared. The results are 
summarized in Table  7.

GraphMatch, SecDS [13], DDTMOA [11], and BD-TTS [12] all main-
tain a 100% sensitive-task protection rate across all tested sensitive-task 
ratios, whereas HEFT [9] without any security awareness achieves 
only 86.7%–93.3%, and DRL-MEC [14] drops to 75% at low sensitiv-
ity ratios, confirming the effectiveness of GraphMatch’s hard security 
constraints. As the proportion of sensitive tasks grows from 10% to 
50%, GraphMatch’s trust score remains stable at 0.89–0.90, demon-
strating that its trust-aware mechanism is insensitive to changes in 
sensitive-task density.

In high-sensitivity scenarios (30%–50%), GraphMatch’s effective 
makespan remains low (3.46–3.78). In contrast, HEFT’s effective
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makespan deteriorates sharply (15.57 → 21.74) as the sensitive ratio 
increases, owing to the cumulative penalty of insecure assignments, and 
DRL-MEC’s reaches 42.11 at 50%.

5.7. Fairness evaluation

A potential concern is that GraphMatch’s advantage might stem 
from its exclusive access to the multi-hop trust matrix 𝑅(𝑚ℎ), rather 
than from its algorithmic design. To address this, we conduct a fairness 
experiment in which all baseline algorithms are provided with the 
same 𝑅(𝑚ℎ). For algorithms that use internal trust evaluators (DDT-
MOA, BD-TTS), we inject 𝑅(𝑚ℎ) via a trust-override mechanism; for 
algorithms that read the environment’s direct trust matrix (SecDS, DRL-
MEC, GNN-RL), we substitute it with 𝑅(𝑚ℎ). GraphMatch’s result is kept 
unchanged, since it internally computes 𝑅(𝑚ℎ) through the same prop-
agation module. Table  8 summarizes the results, and Fig.  6 visualizes 
the comparison.

Several key observations emerge. First, GraphMatch’s trust score re-
mains unchanged (𝛥 = 0) between original and fair modes, confirming 
that its advantage is entirely algorithmic rather than data-driven. Sec-
ond, even after receiving 𝑅(𝑚ℎ), the best baseline SecDS achieves only 
0.8082, still 9.7% below GraphMatch (0.8869). Third, richer trust in-
formation does not uniformly benefit all baselines: BD-TTS’s makespan 
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Table 7
Trust score and sensitive-task protection rate (%) under varying sensitive-task ratios..
 Algorithm Trust score Sensitive protection (%)
 10% 20% 30% 40% 50% 10% 20% 30% 40% 50%  
 HEFT 0.572 0.572 0.572 0.572 0.572 87.5 93.3 88.5 86.7 89.2  
 DDTMOA 0.627 0.630 0.642 0.638 0.635 100 100 100 100 100  
 DRL-MEC 0.634 0.601 0.633 0.603 0.597 75.0 100 88.5 96.7 94.6  
 BD-TTS 0.707 0.718 0.707 0.707 0.700 100 100 100 100 100  
 SecDS 0.802 0.806 0.824 0.799 0.825 100 100 100 100 100  
 GNN-RL 0.590 0.568 0.583 0.640 0.603 100 100 100 100 100  
 GraphMatch 0.887 0.887 0.896 0.896 0.896 100 100 100 100 100  
Table 8
Fairness evaluation: original (sparse trust) vs. fair (all algorithms augmented with 𝑅(𝑚ℎ)).
 Algorithm Orig-Trust Fair-Trust 𝛥 Trust Orig-Mksp Fair-Mksp Security 
 HEFT 0.5724 0.7103 +0.1379 8.01 8.01 83.8%  
 DDTMOA 0.6387 0.7728 +0.1341 57.09 37.76 100%  
 BD-TTS 0.7120 0.7746 +0.0626 3.85 7.74 100%  
 SecDS 0.8063 0.8082 +0.0019 2.54 2.18 100%  
 DRL-MEC 0.6222 0.7394 +0.1172 43.78 8.29 91.2%  
 GNN-RL 0.6240 0.7083 +0.0843 13.50 11.36 87.5%  
 GraphMatch 0.8869 0.8869 0.0000 3.78 3.78 100%  
Fig. 6. Fairness evaluation: original vs. fair mode comparison across all algorithms.
 
 
 
 
 

 
 
 
 
 
 
 
 
 

degrades from 3.85 to 7.74, and DDTMOA’s remains extremely high
at 37.76. This trust-greedy trap phenomenon occurs because algorithms
lacking multi-objective balancing capability over-concentrate tasks on
high-trust devices when given richer trust data, worsening congestion.
In contrast, GraphMatch’s NSGA-III-based multi-objective optimization
effectively balances trust and makespan, avoiding this trap.

5.8. Discussion

Table  9 compares GraphMatch with baseline methods across
four technical dimensions. GraphMatch is the only approach that
simultaneously possesses multi-hop trust propagation, Pareto-based
multi-objective optimization, hard security constraint enforcement,
and graph-based representation learning. Existing trust-aware methods
(DDTMOA, BD-TTS, SecDS) rely solely on direct trust and aggregate
multiple objectives through manually tuned weighted sums, preventing
them from exploring the complete trade-off landscape. Meanwhile,
DRL-MEC and GNN-RL effectively optimize performance but remain
completely agnostic to both trust and security considerations.

The experiments suggest that GraphMatch’s benefits are most sig-
nificant when the operating environment is adversarial or trust-sparse.
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At a 15% malicious ratio, HEFT, DRL-MEC, and GNN-RL already lose 
6%–16% in security score, and this gap widens as the ratio grows 
to 30%. Similarly, when sensitive tasks account for 40%–50% of the 
workload, DRL-MEC’s sensitive protection drops below 95%, whereas 
GraphMatch holds at 100%. The fairness experiment further shows that 
even when all baselines receive the same enriched trust matrix 𝑅(𝑚ℎ), 
GraphMatch retains a 9.7% trust advantage over the best baseline, 
while BD-TTS falls into a ‘‘trust-greedy trap’’ where richer data worsens 
its makespan, and DDTMOA’s makespan remains very high despite 
the enriched trust data. These results confirm that the advantage is 
architectural rather than data-driven. On the other hand, in benign 
settings with malicious ratios below 5% and dense trust graphs, the 
gap between GraphMatch and simpler baselines like SecDS narrows, 
and the lighter computational footprint of heuristic methods may be 
preferable.

Table  10 reports the mean end-to-end runtime of the seven algo-
rithms over 10 independent runs at 𝑛 = 100, 𝑚 = 80. Pure heuristics 
such as HEFT and SecDS are the fastest (both under 0.01 s), while 
GraphMatch finishes scheduling in about 0.51 s. This is reasonable, 
since GraphMatch additionally performs trust propagation, GCN-based 
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Table 9
Technical comparison of GraphMatch with related methods.
 Method Trust model Optimization Security guarantee Learning mechanism 
 HEFT None Single-objective greedy None None  
 DDTMOA Composite (identity+behavior+capability) Weighted sum (fixed) + DDQN Soft constraint Deep Q-Network  
 BD-TTS Dual trust (historical+short-term) Weighted sum + DQN Partial (blockchain) Deep Q-Network  
 SecDS Direct trust + 3-level risk Weighted sum + DAG heuristic Partial (risk levels) None  
 DRL-MEC None Weighted sum (latency+energy) None DDPG  
 GNN-RL None Single-objective + PPO Soft (policy penalty) GNN + PPO  
 GraphMatch Multi-hop propagation Pareto (NSGA-III) Hard constraint (100%) Trust-Guided GCN  
Table 10
End-to-end runtime comparison.
 Algorithm Runtime (s)  
 HEFT 0.006 ± 0.000 
 DDTMOA 0.834 ± 0.006 
 DRL-MEC 0.763 ± 0.010 
 BD-TTS 0.894 ± 0.019 
 SecDS 0.007 ± 0.000 
 GNN-RL 0.037 ± 0.001 
 GraphMatch 𝟎.𝟓𝟎𝟕 ± 𝟎.𝟎𝟏𝟎 

scoring, and Pareto search. The three DRL baselines (DDTMOA, DRL-
MEC, BD-TTS) take between 0.76 and 0.89 s, mainly due to their 
50-episode training. For applications with stricter latency requirements, 
GraphMatch offers two lightweight configurations: (1) use the ‘‘+Trust-
Guided GCN’’ variant in Table  6, with the execution time around 0.2 s 
while still reaching a trust score of 0.9279; (2) alternatively, reduce 
the NSGA-III generations from 30 to 10 cuts the runtime by about 65% 
with less than 3% loss in trust.

6. Conclusions and future work

This paper presents GraphMatch, a security-aware task-scheduling 
algorithm for edge-computing environments. We first reformulate the 
scheduling problem as a constrained graph-matching task, introduc-
ing a device-network graph, a task DAG, and a trust matrix, and 
formally define three objectives, including makespan, trust, and secu-
rity, together with their corresponding constraints. A multi-hop trust-
propagation scheme is then developed to enlarge trust coverage, fol-
lowed by a Trust-Guided GCN that fuses five matching scores (GCN 
embedding, performance, trust, type compatibility, and safety) to learn 
optimal task-device assignments. Hard security constraints are embed-
ded into an NSGA-III framework with an intelligent mutation strategy 
that automatically steers clear of malicious devices, yielding Pareto-
optimal trade-offs among the objectives. Extensive simulations against 
six state-of-the-art competing algorithms demonstrate GraphMatch’s 
effectiveness and stability. Specifically, GraphMatch achieves a trust 
score of 0.8869, a 10.0% improvement over the strongest baseline 
SecDS, while maintaining 100% malicious-device avoidance across all 
tested scenarios. The fairness evaluation further confirms that this 
advantage stems from the algorithmic architecture rather than data 
enrichment.

However, GraphMatch has several limitations. First, all evaluations 
were conducted in a simulator; although the parameters were drawn 
from real-world settings, gaps remain between simulation and live 
deployment. Future work will port the algorithm to physical edge 
testbeds for end-to-end validation. Second, GraphMatch’s time com-
plexity is relatively high, posing efficiency challenges in ultra-large 
scenarios. Finally, the current malicious-device detection mechanism 
is rudimentary; in practice it should be integrated with intrusion-
detection systems to identify rogue devices more reliably.

In the future, we plan to pursue the following research direc-
tions: (1) Design a cloud–edge-end three-layered collaborative schedul-
ing architecture that extends GraphMatch to large-scale distributed 
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scenarios; hierarchical scheduling will reduce problem size and im-
prove efficiency. (2) Integrate federated learning to train the GCN 
model cooperatively while preserving data privacy, thereby enhanc-
ing scheduling accuracy. (3) Embed malicious-device detection into 
the scheduling loop, creating a closed feedback cycle between detec-
tion and scheduling. (4) Deploy GraphMatch on real edge-computing 
platforms such as Kubernetes and KubeEdge to evaluate its practical 
effectiveness. (5) Extend the optimization model to incorporate energy 
consumption as a fourth objective, enabling energy-aware scheduling 
for battery-constrained edge devices.
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