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ABSTRACT

The Software Defined Internet of Vehicles (SD-IoV) offers effective enhancements in resource utilization, service
quality, and management simplification. However, the randomness and burstiness of traffic in IoV lead to
load imbalances among multiple controllers. Existing work focuses on the switch migration strategy, which
effectively achieves load balance by migrating switches from overloaded to underloaded controllers. However,
most schemes only use the flow request rate to measure controller load, decreasing measurement accuracy,
and the switch with the highest flow request rate is selected for migration, which degrades the load balancing
performance. Moreover, they mainly select the controller with a lower load as the target controller, making
it easy to overload the target controller and incur high migration cost. To address the problems above, we
propose the Multi-Objective Optimized Switch Migration (MOSM) scheme. MOSM improves load measurement
and controller partition accuracy using multiple metrics and introduces the Coefficient of Variation (CV) to
determine the load weight for each metric. Meanwhile, when selecting the switches to be migrated, MOSM
improves the load balancing performance by evaluating the controller overhead from processing flow request
messages and the updating of flow entries. Furthermore, MOSM selects the optimal target controller by
minimizing migration cost and maximizing load balancing rate after migration, which reduces the migration
cost and prevents overloading the target controller. Finally, we verified MOSM’s efficacy in performance
evaluation. Compared to existing methods, MOSM improves the load balancing rate by 31% and reduces the
migration cost by 33% on average.

1. Introduction

As the cornerstone of Intelligent Transportation Systems (ITS), the

several challenges need to be addressed, such as the heterogeneity
of the vehicular network, security, and efficiency in resource utiliza-
tion. Furthermore, the coupling of the data plane and control plane

Internet of Vehicles (IoV) aims to provide a wide range of services,
ranging from mobile Internet access to road safety [1-3]. In typi-
cal IoV scenarios, vehicles equipped with dedicated On-Board Units
(OBUs) can establish Vehicle-to-Vehicle (V2V) connections with ad-
jacent peer vehicles [4]. Additionally, vehicles can also receive data
services from infrastructures, such as Road Side Units (RSUs), Wi-Fi
Access Points (APs), and cellular Base Stations (BS), enabling Vehicle-
to-Infrastructure (V2I) communication [5]. Through these communica-
tion processes, both vehicle drivers and passengers can enjoy various
IoV-based applications and services via the Internet [6]. Despite the
immense potential of IoV in future intelligent transportation systems,

in traditional architectures also adds complexity to addressing the
aforementioned challenges.

Software Defined Networking (SDN) differs from traditional net-
works by separating the control and data planes, enabling centralized
network control, programmability, and flexibility [7]. SDN has been
successfully applied in data centers [8], wireless mesh networks [9],
and cellular networks [10].

The integration of SDN and the Internet of Vehicles (IoV) forms the
Software Defined Internet of Vehicles (SD-IoV), enhancing network con-
trollability, flexibility, resource utilization, service quality, and network
optimization [11]. Fig. 1 presents a generalized SD-IoV architecture,
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Fig. 1. Generalized SD-IoV architecture.

where the SDN controller manages the network and communicates
with the SDN switch network. Data packets from Internet servers are
processed by SDN switches, with unmatched packets forwarded to the
controller for processing and routing. SDN-enabled wireless access facil-
ities, like Wi-Fi APs, cellular BSs, and RSUs, provide wireless interfaces
to vehicles, which also serve as relays in Vehicle-to-Vehicle scenarios.
The architecture has two types of transmission paths: the data path
(wired and wireless links for data transmission) and the control path
(for network management and feedback).

The SD-IoV architecture consists of four planes: the application
plane, control plane, upper data plane (wired network), and lower data
plane (SDN-enabled vehicles or wireless data plane). The control plane,
with multiple distributed and centralized controllers, improves network
reliability and scalability. However, due to the mobility of vehicles
in the road network and variations in connectivity patterns, different
controllers may have varying numbers of vehicle connections and data
processing tasks. In scenarios where there are dense areas of vehicles
or sudden increases in vehicle traffic, certain controllers may become
overloaded while others have lighter loads. This leads to the issue of
load imbalance among multiple controllers.

Therefore, researchers have proposed the switch migration strategy,
which can accomplish load balancing based on switch granularity by
migrating switches from the overloaded controller to the underloaded
controller. For example, the work in [12,13] can significantly reduce
the load on an overloaded controller by migrating the switch to the
controller with the lightest load. However, most existing work simply
measures controller load by flow request rate, resulting in insufficient
accuracy. Also, the switch with the highest flow request rate is often
selected as the switch to be migrated, which leads to inefficient load
balancing performance. Furthermore, the controller with the lower load
is always selected as the target controller, ignoring the migration cost
and making it easy to overload the target controller.

To address the aforementioned shortcomings, we designed the
MOSM scheme. MOSM measures the controller load using multiple
metrics to improve the accuracy of the load measurement and the
controller partition. In the selection of the candidate switches, MOSM
further evaluates the controller overhead caused by the update of flow
entries, thereby enhancing load balancing performance. Finally, when
selecting the target controller, MOSM considers the migration cost and
the controller load distribution after migration to optimize the switch
migration process.

In summary, the main contributions of this paper are as follows:
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- Different from the existing schemes that only use the flow request
rate to measure the controller load, we select CPU, bandwidth and
memory utilization for load measurement. In addition, we adopt
the coefficient of variation method to further determine the load
weights of various metrics and improve the accuracy of controller
partition and load measurements.

Unlike present work, which chooses the switch with the highest
flow request rate as a candidate switch, we take into account
not only the controller overhead from processing flow request
messages but also the overhead from updating flow entries to
enhance the load balancing performance.

Different from the existing work, which directly selects the con-
troller with the lower load as the target controller, we select
the target controller by minimizing the migration cost and fur-
ther consider the load balancing rate of the control plane after
migration to avoid overloading the target controller.

To verify the feasibility of our scheme, we implement and eval-
uate MOSM on the Mininet platform. The experimental results
demonstrate the effectiveness of MOSM. Compared with existing
schemes, the load balancing rate of MOSM is increased by an
average of 31%, and the migration cost is reduced by an average
of 33%.

The rest of this paper is organized as follows: Section 2 gives
the current related work and the motivation of this paper. Section 3
describes the MOSM scheme in detail. The experimental evaluation is
carried out in Section 4. Finally, we summarize the main results in
Section 5.

2. Motivation and related work
2.1. Motivation

In real network environments, the random and bursty nature of
network traffic can lead to load imbalance issues among SD-IoV con-
trollers. To address this problem, switch migration has been proposed
as an effective method. This method allows the continuous monitoring
of controller loads in real time. When an imbalance is identified,
switches are dynamically migrated from heavily loaded controllers to
those with lighter loads, thereby balancing the load at the switch
granularity level. In Fig. 2(a), the control plane is composed of three
controllers, each with its own load capacity. The network is divided
into three subdomains, and each controller manages a specific portion
of the SDN switch network. The data plane includes seven switch
nodes, with each node connected to its corresponding master controller.
Let us assume that initially, the loads on controllers C,, C,, and C;
reach 40%, 70%, and 30% of their respective capacities. Notably,
controller C, exhibits a considerably higher load than the other two
controllers, leading to a load imbalance among the multiple controllers
and consequent network performance degradation. To achieve dynamic
load balancing among multiple controllers, we continuously monitor
the load distribution in the control plane and accurately identify the
overloaded controller C, and the underloaded controllers C; and C;.
We dynamically migrate the switch S,, which is managed by the
overloaded controller C,, to the subdomain network managed by con-
troller C;. After the migration, the mapping between controllers and
switches is depicted in Fig. 2(b). At this point, the loads on controllers
C,, C,, and C; are 40%, 50%, and 50%, respectively, resulting in a
more balanced load distribution among the controllers. Therefore, we
propose the MOSM scheme to deal with the problem of uneven loads
in the distributed control plane. This scheme selects CPU utilization,
bandwidth utilization, and memory utilization to evaluate the load
of the current controller jointly, which can accurately measure the
controller load by introducing the coefficient of variation method for
determining the load weight of each metric. To improve load balancing
performance, the additional processing overhead of the controller from
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Fig. 2. (a) The load is imbalanced; (b) After switch migration.

updating flow entries is precisely considered when selecting candidate
switches. Moreover, to avoid overloading the target controller and
reduce migration cost, we determine the optimal target controller by
minimizing migration cost while maximizing the load balancing rate
after migration.

2.2. Related work

The control plane plays a central role in the SDN as a bridge
between the applications in the upper layer and the networks in the
lower layer. But the inherent single point of failure and insufficient pro-
cessing resources of a single centralized controller significantly reduce
the reliability and availability of SDN. To address the shortcomings of
the single centralized controller, the Distributed SDN Control (DSC)
has been proposed in [14]. Its implementations include Hyper-Flow,
Kandoo, Orion [15-17], and so on, which deploy multiple controllers
in the network. To address the load imbalance among multiple con-
trollers, existing solutions are mainly categorized into two categories.
The first type of scheme achieves load balancing by optimizing the
number and location of controllers deployed in the network. The
authors of [18] defined the dynamic controller placement problem,
and proposed a dynamic controller placement strategy by combining
two heuristic algorithms to optimize the number and location of multi-
controller deployments. Through the proposed deployment algorithm,
the flow rule formulation time can be minimized, and the required
communication overhead among controllers reduced, but the algorithm
takes a long time to converge. Lange [19] proposed a framework for
Pareto-based Optimal Controller placement, POCO. To adapt to large-
scale networks, POCO is extended with heuristics that improve the
computational speed of large-scale networks. However, this comes at
the cost of decreased algorithmic accuracy. Zhang [20] introduced
an adaptive bacterial foraging optimization algorithm for the multi-
objective optimization controller placement problem, which effectively
attains low latency between the controllers and the switches, enhancing
the overall high availability of the network. The work in [21] proposed
a reliable controller placement strategy, which not only improves the
reliability of the network but also reduces the packet loss rate and
improves the overall transmission efficiency of the network.

While the previous works can help to improve the performance of
distributed control planes, the majority of them rely on a static mapping
between switches and controllers. To adapt to dynamic changes in
network traffic, researchers have proposed a switch migration method
that involves dynamically changing the mapping between switches
and controllers based on changes in controller load. This allows for
controller load segmentation and migration based on switch granu-
larity. Dixit [22] proposed the ElastiCon architecture and designed

an elastic and scalable controller pool based on dual thresholds. The
size of the controller pool can be contracted and expanded according
to the current network load. The work presented in [23] designed a
controller load balancing algorithm based on dynamic threshold, which
dynamically adjusts controller load thresholds and migrates switches
between heavily loaded and lightly loaded controllers, thereby ensuring
load balance in the control plane. The authors of [13] proposed a
switch migration strategy based on response time and used the re-
sponse time to measure the controller load. This strategy is able to
identify load imbalances more quickly and migrate switches promptly.
The authors of [24] proposed an algorithm for randomly selecting
switches for migration, but this may quickly lead to load imbalance
among the controllers. The work in [25] proposed the concept of
migration efficiency. They used a simulated annealing algorithm to
select optimal target controllers to achieve controller load balancing
and lower migration cost. Mokhtar [26] proposed a switch migration
algorithm based on a multi-level threshold that divided the controller
load into several progressive levels according to the threshold. When
the load of the controller is significantly different from that of the other
controllers, the corresponding switch migration operation is executed.
Guo et al. [27] proposed RetroFlow, a failure recovery scheme for SD-
WANSs under controller failures. By dynamically switching switches to
traditional routing mode during controller outages, RetroFlow reduces
the load on active controllers and restores flow programmability. The
approach emphasizes switch-level mapping and topology adaptation
but does not provide fine-grained optimization at the flow level. In
RetroFlow++ [28], Guo et al. introduced a resilient control recovery
mechanism for SD-WANs experiencing one or more controller failures.
The method leverages hybrid SDN switches that support both SDN
and legacy routing modes. Upon controller failures, RetroFlow++ se-
lectively configures a subset of offline switches to operate in legacy
mode to alleviate control load, while maintaining SDN mode for other
switches to preserve flow programmability. To further accommodate
offline switches, active controllers can release control resources by
transitioning some of their managed switches to legacy mode. The
scheme jointly optimizes switch—controller mapping to minimize com-
munication overhead, considering propagation delay and flow count,
while ensuring that each offline flow retains at least one programmable
switch along its path. This multi-objective optimization is formulated
as the NP-hard OCMSC problem and solved using a heuristic algorithm.

Existing switch migration schemes for controller load measurement
rely solely on the flow request rate, resulting in lower accuracy. Ad-
ditionally, these schemes overlook the processing overhead caused
by flow entry updates, which degrades load balancing performance.
Furthermore, selecting the controller with the lowest load as the target
can lead to higher migration costs and potential overload. Although
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Table 1
Comparison of MOSM with representative switch migration schemes.
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Scheme Load metrics

Target selection criteria

Optimization objective

ElastiCon [22]
Scheme [13]
Scheme [23]
Scheme [24]
EASM [25]
Scheme [26]
RetroFlow [27]
RetroFlow++ [28]
MOSM (proposed)

Flow request rate

Response time

Flow request rate

Flow request rate

Flow request rate

Multi-level load classification

Flow count & controller residual capacity
Flow count & controller residual capacity

CPU, bandwidth, memory (CV-weighted)

Closest underloaded controller
Lowest-load controller
Threshold-based selection
Zero-sum game competition
Simulated annealing optimization
Progressive level adjustment
Delay-aware selection

Minimize communication overhead

Minimize CER (cost/benefit ratio)

Load balancing only

Load balancing only

Load balancing via dynamic threshold

Master controller re-election

Migration efficiency

Continuous load balancing

Minimize overhead while ensuring flow programmability
Minimize overhead while ensuring flow programmability
Multi-objective: load balance + migration cost

+ flow entry update overhead

the aforementioned works represent significant progress in distributed
SDN control planes, they primarily rely on a static mapping between
switches and controllers and do not fully address the complexities of
large-scale networks, such as varying resource utilization across con-
trollers and the impact of flow entry updates. Moreover, these methods
tend to focus on optimizing either placement or migration of switches,
without integrating multiple performance metrics for comprehensive
load balancing.

Our work builds on these frameworks and introduces several key
improvements. We extend existing methods by incorporating three
performance metrics: CPU, bandwidth, and memory utilization, to more
accurately capture the true load of each controller, addressing the limi-
tations of using only flow request rate. We also introduce the coefficient
of variation method, which helps assign appropriate weights to each
metric based on its variance and contribution to the overall load, en-
abling more precise load balancing. Additionally, existing approaches
largely ignore the processing overhead of flow entry updates during
switch migrations. By incorporating this overhead into our decision-
making process, we enhance load balancing performance, considering
not only immediate migration costs but also the long-term impact on
controller performance. Unlike existing methods, which often select the
controller with the lowest load as the target, our approach optimizes
this selection by evaluating both migration cost and controller capacity,
minimizing migration costs and ensuring a more balanced load distri-
bution post-migration. These improvements significantly enhance the
performance, scalability, and adaptability of distributed SDN control
planes, especially in large-scale and dynamic network environments.
Table 1 summarizes the key differences between MOSM and representa-
tive switch migration schemes in the literature, highlighting the unique
aspects of our approach.

3. The design of MOSM

In this section, we provide a detailed description of the MOSM,
and the notations are summarized in Table 2. Firstly, we represent the
SDN network topology using an undirected graph G, which consists of
a set of controllers ¢ = {CI,CZ,C3, ,CNC} and a set of switches

S = {SI,SZ,S3, ’SNs }, where N and Ng denote the number of
controllers and switches, respectively. Each controller C, € ¢ manages
a corresponding domain network, and the set of switches in the domain
network is denoted by SC,-’ which satisfies |J. _ CS’C’ = 8. We use the
matrix R to represent the connection relationship between the switch
S, € 8 and the controller C; € €. The binary variables in the matrix
are described as follows:

1, if S, €8¢,
0, otherwise .

Fri =

(€Y

The OpenFlow protocol allows switches to establish connections
with multiple controllers, and each controller can define its role with

Table 2
Summary of notations.
Notion Description
Ocpy(C) The CPU utilization of controller C,.
v; The coefficient of variation of the metric j.
H; The weight of metric j.
Load, The load of controller C;.
Load,,,,, The average load of all controllers in the network.
2 The partition factor of controller C;.
f ;k The controller’s overhead for processing the Packet-In
messages from the flows that first reach the switch S,.
FRg, The set of flow entries removed by S,.
fi Additional processing overhead caused by the update of flow
entries.
LBRg, ¢, The load balancing rate after migration.
M C;A,C/ Controller load change cost during migration.
M C;,c/ Message exchange cost during migration.
MCs, ¢, The total migration cost during migration.
CERg, ¢, The cost-effectiveness ratio during migration.

different modes of operation. The OpenFlow protocol provides three
controller roles: master, slave, and equal [29].

» OFPCR_ROLE_MASTER: this role grants the controller full access
to the switch, allowing the controller to obtain switch state in-
formation and configure the switch. However, it is important to
note that each switch can only have a maximum of one master
controller.

OFPCR_ROLE _SLAVE: this role grants the controller read-only
access to the switch. By default, the controller does not receive
asynchronous messages from the switch, except for port state
messages.

OFPCR_ROLE_EQUAL: this default role grants the controller com-
plete access to the switch and ensures equality with other con-
trollers in the same role. Specifically, the controller can issue
commands to the switch and retrieve its status report.

Since the master controller is exclusive to a single switch, we stip-
ulate that the switch can establish connections to multiple controllers
in the network, but can only be managed by one master controller, as
described below:

N¢
2=t @
i=1

The overview architecture of the MOSM is shown in Fig. 3 and
implemented using a hierarchical design. The lower layer includes
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Fig. 3. The overview architecture of MOSM.

common controllers with three main functions. The first function is to
manage the corresponding subdomain network. The second function
is to periodically send the network information to the data storage
component of the leader controller, and the third function is to receive
load balancing decisions from the leader controller and perform specific
switch migration operations. Each common controller runs an identical
copy of the code. The Leader controller consists of four main parts: The
controller load measurement module measures load and partitions the
overloaded and underloaded controller sets, which are then passed as
input parameters to the candidate switch selection module. After the
candidate switch selection module processes the data, it outputs the
set of candidate switches, which is then fed into the target controller
selection module. Finally, the migration set is obtained and input to the
migration distribution module, which distributes migration commands
to the lower-level controllers to execute the actual switch migration
operations.

MOSM is designed to reduce its reliance on specific wireless topol-
ogy configurations in SD-IoV environments. Its migration decisions are
primarily driven by controller-side aggregate load metrics, including
CPU, bandwidth, and memory utilization, as well as switch-level pro-
cessing overhead. These variables characterize the control-plane load
induced by aggregated vehicular traffic, rather than directly capturing
individual vehicle mobility events or instantaneous wireless-link fluctu-
ations. Consequently, provided that the wired infrastructure connecting
controllers and switches remains stable, the proposed scheme is ex-
pected to be less sensitive to short-term wireless topology variations.
This design property motivates the evaluation of MOSM using fixed
backbone topologies, while dynamic and bursty traffic patterns are
used to reflect essential load variations in the control plane. Neverthe-
less, the current evaluation does not explicitly validate MOSM under
continuously changing vehicular wireless topologies, which will be
considered in future work.

3.1. Load measurement

In SDN networks, the controller’s resource utilization directly re-
flects its load. As the number of requests it processes increases, the
amount of resources used by the controller grows proportionally. There-
fore, we use three resource utilization metrics to measure controller
load in this scheme, namely CPU, bandwidth and memory utilization.
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These metrics are denoted by O¢py (C;), Oy (C;), and Oy gy (Cr),
respectively, and defined as follows:

t

19 C) = work . 3
cru ( l) twork + tia’le ( )
ne X sizeo

[e) Cl= ———— . 4

ow (G bandwidthc, “)
Mysed

Opem (G) = ﬁ 5)
ora

Where 7, and t;;, denote the working and idle time of the CPU,
respectively. nc,, sizec,, and bandwidthc, represent the number of
packets sent and received by the controller C;, the average size of
the packets, and the bandwidth of the controller, respectively. Here,
Myseq and m,,, denote the used memory space and the total memory
capacity, respectively.

As the number of processed requests rises, the controller uses more
resources; however, not all resources are equally impacted. Therefore,
to accurately measure the controller load, the Coefficient of Variation
(CV) [30] method is used to determine the weight of each metric in
the controller load measurement. The coefficient of variation method,
which is also referred to as the information weight method, can directly
use the information in each metric to determine the corresponding
weight, which is an objective weighting method. The basic idea of
the method is that the volatility of the data can be used to measure
the weights [30]. Metrics with a higher coefficient of variation carry
more information and are assigned a higher weight. The coefficient
of variation method involves the following steps for determining the
weights:

First, we assume that a set of data contains m metrics and n samples
to be evaluated, and obtain an n x m evaluation matrix X = [x; nxms
where x;; denotes the value corresponding to the metric j of the
evaluation sample i.

Next, the average value A; and standard deviation S; of each metric
can be calculated by the following two equations:

1
4= 21 X (6)
@)
(8)
The weight of each evaluated metric y; is then determined using:
é )
W=
TOILY

After obtaining the resource utilization and its corresponding weights,
the controller load Load,, can be obtained by the following equation:

Loadc, = uy X Ocpy(C;)
+ Hy X Oy (C)) (10)
+ 3 X Oprpp (Cp).

Where y,, p, and p; indicate the load weights corresponding to the
above three metrics, which are all within [0, 1] and satisfy p; +p,+ 3 =
1. Besides, to complete the controller partitioning, we compute the
average load of all controllers in the network denoted by Load,,,,,, as
follows:

NC I oad,.
Load,,,, = Z-IN—CC an
Using Load,,,,,,, the partition factor 7; for each controller can be
obtained as follows:
Loadc,

= 12
" Toad 12)

mean
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Algorithm 1 Load Measurement

Algorithm 2 Candidate Switch Selection

Input: Controller set C;
Output: Overloaded controller set C,), Underloaded controller set Cyj;

: Initialization: Cy < 0,Cy « # , Sum=0;
: for C; € € do
Obtain Loadc, according to Eq. (10);
Sum = Sum + Loadc, ;
end for
: Calculate Load
: for C; € € do
Get 7; using Eq. (12);
if 7, > 1 then
C’O « Cj;
else if 7; < 1 then
C‘U <« Cj;
end if
: end for
: return Cp, Cp;

according to Eq. (11);

mean

—
FooeNauswNe

= e

Depending on the partition factor 7;, controllers can be classified into
three categories:

* 7; < 1: an indication that the current controller is underloaded
and classified as the underloaded controller.

* 7; = 1: an indication that the current controller is in a load
balancing state and does not need to participate in load balancing
decisions.

+ 7; > 1: an indication that the current controller is overloaded and
needs to be classified as an overloaded controller.

By following the steps outlined above, we can separate the sets of
overloaded and underloaded controllers from the network and use them
as inputs for the subsequent load balancing decisions. The pseudocode
of the load measurement algorithm is given in Algorithm 1. First, we
traverse all the controllers, and then we calculate the load of each
controller according to Eq. (10). Once the traversal is complete, we
can determine the mean load Load,,,,,. We then assign the controller to
the corresponding controller set based on the partition factor z;, which
is obtained using Eq. (12). Once the partitioning is completed, the
algorithm returns the overloaded controller set C,, and the underloaded
controller set C;;, which will be used as inputs for Algorithms 2 and 3.

3.2. Candidate switch selection

After the controller partition, the appropriate switches need to be
selected from the subdomain network managed by the overloaded
controller and migrated to the underloaded controller. However, most
existing strategies for switch selection rely solely on the flow request
rate of switches, disregarding the additional processing overhead due to
the updating of flow entries. As a result, it is difficult to accurately eval-
uate the impact of each switch on the controller processing overhead
during candidate switch selection. In SDN networks, switches complete
packet forwarding by matching flow entries. However, in real networks,
the use of static routing methods can lead to path congestion and even
network collapse due to dynamic changes in network traffic. Hence,
timely updating of flow entries in the switches is necessary for routing
optimization and improving the overall network performance. When a
packet arrives at the switch, the switch first matches the packet to the
matching fields in the flow entry. If the match is successful, the switch
will process the packet based on the action field. Otherwise, the switch
encapsulates the Packet-In message according to the packet and sends it
to the controller. The controller then formulates appropriate forwarding
rules for the packets, consuming certain controller processing resources.

Input: Overloaded controller C;;
Output: Set of candidate switches F;
1: Initialization: F =@, FRg, =, f;k =0, f§k =0;
2: Fetch 8 based on C;;
3: for S, € S do
4:  Obtain FJIRSk based on S;;
5 Get f;k using Eq. (13);
6: for s € FRg, do
7 Get flow, according to Eq. (14);
8 2 =f2 4 flow,;
9 enfis or fsk o
10:  Get Fsk using Eq. (17);
11:  Add S; to F along with Fg,;
12: end for
13: return F;

Therefore, we consider the impact of flow entry updates on the
controller processing overhead when selecting the candidate switches.
In the OpenFlow protocol, the type field indicates the type of packets
transmitted by the OpenFlow protocol. OpenFlow v1.3 defines a total of
29 packet types, mainly divided into three types: Controller-to-Switch
Messages, Asynchronous Messages, and Symmetric Messages. When a
flow entry is removed, the switch sends a FLOW-REMOVED message to
the controller, which is an asynchronous message containing statistics
about the currently removed flow entry. The candidate switch selection
algorithm aims to construct the candidate switch set F, which contains
the switch S and the controller processing overhead Fg, . The process-
ing overhead F. S, consists of two parts: (1) The controller’s overhead
for processing the Packet-In messages from the flows that first reach
the switch S, denoted by f ;k; (2) The additional overhead f§k caused
by the update of flow entries. The overhead f ék can be obtained by the
following equation:

fs

f = mpacketfin X angacketfin' (13)
Where m,,,.4—;, denotes the number of Packet-In messages processed
by the switch .S in period #, and avg,,.x—;x denotes the average size of
Packet-In messages in bytes. The additional processing overhead caused
by the update of the flow entry is denoted by flow,, which can be

obtained by the following equation:
fIOLUS = Rs X avgpacket—in X aUgupdate' (14)

Where avg,,s,, denotes the average time required to update a flow
entry and R, denotes the average packet matching rate of the flow entry
s, which can be obtained by the following equation:

Count .
packet

Rj=——. 15

¥ duration, (15)
Where duration, denotes the survival time of the flow entry s, and
Count .., denotes the number of packets matched by s during its
survival time. Therefore, the additional processing overhead fgk can
be obtained by the following equation:

IFRs,|

13 = Y flow,. (16)
s=1

Where |F R, | represents the total number of flow entries removed by
Sy in period t. The total processing overhead Fg_can be obtained by
the following equation:

Fg =[5 + /5. a7

The detailed procedure of the candidate switch selection algorithm
is shown in Algorithm 2.
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Algorithm 3 Target Controller Selection

Input: Underloaded controller set C‘U, Set of candidate switches F;
Output: Set of target controller and switch 7'S;
1: Initialization: T.S = #, CERSet = #, minCER = +o0;
2: for C; € ¢y do
3: for Sy, Fg € F do
4 Obtain LBRSk,CI according to Eq. (21);
5: Obtain MC 56.C; according to Eq. (24);
6 Obtain CERsk_c, according to Eq. (25);
7 Add CERg, ¢, to CERSer;
8: end for
9: end for
10: for CERg, c, € CERSet do
11:  if CERg, c, <minCER then

12: minCER = CERSk,Cj;
13 TS =(8.C;);

14:  end if

15: end for

16: return T'S;

3.3. Target controller selection

In this algorithm, we select the target controller and switch by
minimizing the cost-effectiveness ratio (CER), which refers to the ratio
of the migration cost to the obtained effect of load balancing. We aim to
reduce the migration cost while achieving the optimal load balancing
rate after migration. By the following equation, we can obtain the total
processing overhead of controller C,, in period ¢, denoted by OHy, :

OHCm = nC,,, X aV8packet—in (18)

Where n ~denotes the total number of Packet-In messages processed
by controller C,, in period . After .S, is migrated to C; from C;, the
total processing overhead of overloaded controller C; and underloaded
controller C; is updated by the following two equations:

OH{, = OHc, +Fs,. (19)

OH{, = OHc, - Fs,. (20)

The load balancing rate after migration, LBRg, c; can be obtained from
the following equatlon

< |0H, —OH],,| "
LBRg ¢ =1- .
SeC NC < OH] @D

mean

Where OH] . denotes the average overhead after migration.

In the process of switch migration, not only the load balancing rate
among controllers should be considered, but also the migration cost
should be reduced to diminish the negative impact of switch migration.
The migration cost consists of two parts, which are controller load
change cost M Cl ¢ and message exchange cost M C . When switch
S, is taken over by controller C , C; will handle the requests generated
by Sy, and the load of C; w1ll change accordingly, resulting in the
load change cost M C;k c which can be obtained from the following

equation:

MC} < = Fg, xlhs, c, = hs,c; |- (22)

Where hg, ¢, and hg, < denote the logical distance required for S,
to reach C and Cj, respectlvely When performing switch migration,
the controller generates a portion of the communication overhead
by sending the migration request to complete the corresponding load
balancing operation, and the message exchange cost M Cgk ¢ can be
obtained by the following equation: !

MC? = avg,,;; X Count

Sk Xhc,. (23)

mig
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Where avg,,, denotes the average packet size during migration, and
Count,,;, denotes the total number of migration packets. The total
migration cost can be obtained from the following equation:

+ MC2 (24)

!

1
MCs ¢, = MCy o

Finally, we can further calculate the CER 51.C; using the following
equation:
MCs, ¢,

CERS.C, = ThRy ¢ @)

For each overloaded controller, when selecting the target controller
and switch, we first traverse the underloaded controller set C;; obtained
by Algorithm 1 and the candidate switch set F obtained by Algorithm
2. Next, according to Egs. (21) and (24), the load balancing rate and
the migration cost after the migration are obtained, respectively, and
the cost-effectiveness ratio of this migration is also obtained. Finally,
we return a pair of target controller and switch that minimize the cost-
effectiveness ratio. The pseudocode of the target controller selection
algorithm is shown in Algorithm 3.

To evaluate the scalability of the MOSM scheme in dense IoV
environments, we analyze the computational complexity of Algorithm
3. In the worst case, the algorithm has a time complexity of O(N-XNy),
where N is the number of controllers and N is the total number of
switches. This upper bound arises because the algorithm may evaluate
every combination of underloaded controllers (up to N) and candidate
switches (up to Ng).

In typical SD-IoV deployments, the actual number of evaluation
iterations is substantially reduced by the candidate switch filtering
mechanism described in Algorithm 2, which eliminates switches that
contribute negligibly to the overload condition. To demonstrate feasi-
bility, consider three representative network scales: a small network
(N¢ = 10, Ng = 500) with a worst-case evaluation count of approxi-
mately 5000; a medium network (N, = 20, Ny = 2000) with approxi-
mately 40,000 evaluations; and a dense network (N, = 50, Ng = 5000)
with approximately 250,000 evaluations. Even in the densest configura-
tion, executing 250,000 simple arithmetic operations requires less than
10 ms on modern CPUs. Since load balancing is triggered solely when a
controller is detected as overloaded (typically at intervals ranging from
seconds to minutes), this computational overhead remains negligible.
Furthermore, the number of evaluations is further reduced by the candi-
date switch filtering step, which prevents the initiation of unnecessary
migrations during transient load spikes. Consequently, MOSM scales
efficiently in terms of computational overhead and remains practical
for deployment in large-scale and dynamic IoV networks.

3.4. Switch migration execution

The input to the switch migration execution algorithm includes the
set of overloaded controllers and the set of underloaded controllers. The
algorithm begins by sorting the overloaded controllers and treating the
controller with the highest load preferentially. The candidate switch
selection algorithm is then called to obtain the set of candidate switches
F. Then, the sets F and C;; are fed into the target controller selection
algorithm to obtain the target controller C, and the switch S,. Next,
these are combined into a triplet with the overloaded controller C;
and added to the migration set M.S. After that, the overloaded and
underloaded controller sets will be updated. After all the overloaded
controllers have completed the migration decision, the final migration
set can be obtained and fed into the migration execution module to
complete the migration operation. The pseudocode of the migration
execution algorithm is shown in Algorithm 4.

In the OpenFlow protocol, a single switch can connect to only one
master controller but multiple slave controllers. Meanwhile, the switch
is not given the right to decide the role of the controller, only the
right to be informed. After the target controller, whose role is slave,
is selected, it will actively send a ROLE-REQUEST message to the
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Algorithm 4 Switch Migration Execution

Input: Overloaded controller set C,,, Underloaded controller set C,;
Output: Migration set M S;

1: Initialization: M S = ¢;

2: Sort C,, in descending order;
3: for C; € C, do

4. if G # ¢ then

5: F < Algo. 2(Cy);

6 C,. S, < Algo. 3(Cy, F);
7 MS < (C;, S;.C,);

8 éo.remove(C[);

9: C’U.remove(C,);

10:  end if

11: end for

12: return M S;

Leader
controller C, Switch S,

SRR

| Role_request(Master)

Target
controller C,

(&

Migration decision

Role_reply(Master)

Migration completed

Fig. 4. The specific execution procedure of the switch migration.

switch to shift its role. When the switch receives the ROLE-REQUEST
message, it will shift the target controller to master. Since the master
controller is exclusive, the original master controller will be converted
to a slave controller. After the role transition, the switch will send
a ROLE-REPLY message to inform the target controller that the role
transition is finished and the switch migration is complete.

The specific switch migration execution procedure is shown in Fig.
4. In the initial state, the leader controller C; detects the load imbal-
ance and decides to migrate switch S, to target controller C,. Then,
it informs controller C, to perform the switch migration operation.
After receiving the migration operation command, C, sends a ROLE-
REQUEST message to switch S;. Upon receiving the request, .S, updates
the role of C, to master while automatically transforming the role of the
initial controller into slave.

In the switch migration process, it is essential to ensure that active
flows, those being processed or in transit, are not disrupted. MOSM
addresses this by incorporating a flow state preservation mechanism
during the role transition between controllers. When a target controller
C, is selected to take over switch .S, the original leader controller C,
synchronizes the active flow entries and their associated state infor-
mation with C, via the control channel. This synchronization occurs
before the role change begins, ensuring C, has an up-to-date view of
all ongoing flows. During migration, packets from active flows are
temporarily buffered at the switch until C, confirms the completion of
the role transition. Once C, receives the ROLE-REPLY message from
S, it assumes master control and processes the buffered packets. This
mechanism ensures that no active flow is dropped or interrupted,
preserving service continuity and enhancing the reliability of the load
balancing process.

3.5. Theoretical analysis
In this section, we provide a theoretical analysis of the MOSM algo-

rithm and discuss its limitations as a heuristic method. We first examine
the theoretical foundations of the algorithm, analyzing its performance
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boundaries and stability. Then, we explore its nature as a heuristic
approach, outlining the applicable scenarios and its limitations.

The MOSM algorithm aims to balance controller load and migration
cost through a heuristic multi-objective decision process. Specifically,
MOSM evaluates candidate switch-controller migration pairs using the
cost-effectiveness ratio, which jointly considers the load balancing rate
after migration and the migration cost. This design enables MOSM
to obtain feasible and cost-effective migration decisions within a lim-
ited decision time, which is important for large-scale and dynamic
SD-IoV environments. It should be noted that MOSM is a heuris-
tic method rather than an approximation algorithm with a formal
performance guarantee. Since no theoretical approximation ratio or
optimality bound is derived in this work, MOSM does not guarantee
global optimality. Its effectiveness is therefore evaluated empirically
under different traffic intensities and network topologies in Section 4.

MOSM employs heuristic methods to address load balancing and
migration, relying on approximate solutions that provide satisfactory
outcomes within limited timeframes. While this approach is efficient
for large-scale dynamic networks, it does not guarantee global opti-
mality. In extreme cases of network topology changes or severe load
imbalances, MOSM may fail to identify the best migration strategies.
Additionally, the algorithm’s performance is sensitive to parameter
settings, such as load weighting coefficients and migration strategies,
which can significantly impact the results.

In conclusion, while MOSM provides efficient solutions for most
network scenarios, further optimization or integration with other tech-
niques may be required for optimal performance in specialized cases.

In practical SD-IoV environments, delays in the reporting of con-
troller load statistics may affect the real-time decision-making accuracy
of MOSM. We analyze the sensitivity of the system in two key aspects:

» Load Measurement Phase: MOSM uses the coefficient of varia-
tion method to determine the weights for CPU, bandwidth, and
memory utilization. These weights are calculated based on the
overall statistical characteristics of preliminary experimental data
and remain fixed during operation, without updating with real-
time data. Consequently, short-term delays in data reporting do
not cause fluctuations in the weight values, ensuring consistency
in the load evaluation benchmark. However, delays can cause
discrepancies between the reported raw metric values (i.e., O¢py,
Opw, Opppy) and the actual values used to calculate the con-
troller load (Eq. (10)). The impact of this discrepancy on load
classification (overload/underload) depends on the delay dura-
tion and the rate of load change. Specifically, let the real load
of the controller be L(t), and the reported load be L(t — §), where
6 is the delay. If the load variation within the interval [7 — §,1] is
smaller than the difference between the overload threshold and
the current load, the classification result will remain unchanged,
and the migration decision will not be affected.

Target Controller Selection Phase: The migration decision relies
on the processing overhead OHc, of each controller and the
candidate switch overhead Fsk (Egs. (18)-(24)). When these data
are delayed, the calculated load balancing rate LBRg, c, and
migration cost M Cg . may deviate from the actual values. Since
MOSM uses the CER as the optimization objective, which is the
ratio of migration cost to load balancing rate, the sensitivity
of this ratio’s error to delay depends on the relative rate of
change between the two. Analysis shows that when the data delay
differences among all controllers are smaller than a sampling
period and the load variation rate is low, the CER ranking remains
consistent with the ideal synchronized case, meaning that the
selected migration pair is likely to remain consistent with the
decision obtained under the ideal synchronized case.

In summary, MOSM exhibits a certain level of robustness against
moderate statistical delays, maintaining decision stability when delays
are small and load variations are gradual. Extreme delays or sharp load
fluctuations may result in suboptimal migrations, but the algorithm will
not fail entirely.
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4. Performance evaluation

The scheme is implemented using the Ryu [31] controller and
the Mininet [32] simulation platform. Ryu is an open-source SDN/
OpenFlow controller implemented in Python and supports the Open-
Flow v1.3 protocol [33] adopted in the experiments. Mininet is a
lightweight virtualization simulation tool that enables the rapid con-
struction of large-scale SDN prototype systems on computers with
limited resources. In the experiment, four controllers are independently
deployed on four virtual machines to manage all switches in the net-
work, and Mininet is used to simulate the network environment. We
deployed four controllers in the experiment, and the configuration of
the experimental devices was as follows: AMD Ryzen 5 processors with
16 GB RAM and Intel i7 processors with 16 GB RAM.

To generate network traffic, we used iPerf [34] to emulate UDP
flows under different traffic intensities. To capture the stochastic and
bursty characteristics of IoV traffic, the flow-request arrival process
was modeled as a non-homogeneous Poisson process [35] with a time-
varying rate A(f). For each tested traffic intensity, 4, denotes the
nominal average flow-request rate. The rate A(f) followed a 100-s
periodic cycle, consisting of an 80-s normal state and a 20-s burst state.
The arrival rates in the two states were set to

)”0
Ay= —————, (26)
N =py + 1R
and
Ap =Ry, 27)

respectively, where p, = 0.2 is the burst duty ratio and R = 4 is the
burst-to-normal ratio. Under this setting, the time-averaged arrival rate
over one cycle equals 4y, and the peak-to-average ratio is Agz/4, = 2.5.
Each experiment lasted 400 s with a sampling interval of 4r = 5 s. In
each interval, the number of flow requests was sampled from a Poisson
distribution with mean A(r)4r, and the corresponding UDP flows were
generated using iPerf. To ensure a fair comparison, the same traffic
trace was used for all compared schemes under each traffic intensity
and topology. The average sizes of Packet-In and migration messages
were set t0 avg,,cke—in = 1620 bytes and avg,,;, = 92 bytes, respectively.
The link bandwidth was set to 1000 Mbps.

For load measurement in the MOSM framework, we adopted the
coefficient of variation (CV) method to determine the weights of CPU,
bandwidth, and memory utilization based on pre-experimental data.
These weights are fixed during subsequent comparative experiments to
maintain evaluation fairness. The resulting weights — 0.22, 0.03, and
0.75 for CPU, memory, and bandwidth, respectively — are representa-
tive values obtained from the pre-experiment phase [30].

To assess the adaptability of our scheme across different network
environments, we selected four real network topologies from the Inter-
net Topology Zoo [36]. The topologies, which progressively increase
in size, are shown in Table 3. These topologies are ideal for evalu-
ating control plane load balancing for two main reasons. First, the
load imbalance addressed in this paper is primarily caused by traffic
burstiness and uneven flow request distribution, which are independent
of the specific wireless topology. The aggregate traffic from vehicles is
transmitted via fixed infrastructure (RSUs, BSs) and forwarded through
the wired network to the controllers, abstracting the dynamics of
individual vehicle movements in the bursty traffic generation process.
Second, by using standardized topologies from the Internet Topology
Zoo, we ensure fair comparisons with existing work and facilitate the
reproducibility of our results. While integrating mobility simulators and
wireless network models would enhance evaluation in realistic vehic-
ular environments, the current setup effectively captures the essential
load dynamics and validates MOSM’s core mechanisms. Extending the
evaluation to mobility-aware scenarios is a promising direction for
future research.

These topologies allow us to evaluate the performance of the MOSM
scheme under varying network configurations, ensuring that the solu-
tion is robust across different real-world scenarios.
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Table 3
Topology features.
Topology Eenet Aarnet Cesnet Canerie
Feature
Number of Links 16 24 22 41
Number of Nodes 13 19 23 32

4.1. Performance metrics and comparison schemes

To demonstrate the feasibility of our scheme, we selected three
metrics to evaluate its performance: (1) Response time: when there is
a load imbalance, the average response time of the controller will be
significantly higher. Since the response time directly affects the overall
network quality of service, we define response time as the time interval
between the time the Packet-In message arrives at the controller and
the time the controller replies with a Packet-Out or Flow-Mod to the
switch [13]; (2) Load balancing rate [37]: the load balancing rate is
the most effective metric for measuring switch migration performance.
A higher load balancing rate indicates a more even load distribution
and better load balancing performance. The definition of load balancing
rate refers to Eq. (21); (3) Migration cost: since the switch migration
incurs additional processing overhead for the controller, when the con-
troller is overloaded, performing the switch migration operation will
further consume the processing resources of the controller. Therefore,
it is necessary to reduce the migration cost during the load balancing
process.

To effectively evaluate the performance of MOSM, we select four
schemes for comparison, and the main features of these schemes are as
follows:

« Static [38]: introduces the Controller Placement Problem (CPP)
and methods to select controller number and location. Unlike
this static approach, MOSM uses multi-metric optimization (CPU,
memory, bandwidth) to enable dynamic switch migration and
improved load balancing.

Random [39]: proposes the ElastiCon elastic controller pool ad-
justing dynamically to trafficc. MOSM extends this with multi-
metric evaluation to reduce migration costs and maintain real-
time load balance.

Remained [12]: focuses on dynamic switch migration based on
controller load. MOSM further considers traffic, latency, and net-
work topology to enhance migration precision and efficiency.
RetroFlow++ [28]: a resilient control recovery scheme for SD-
WANSs under controller failures. It dynamically configures offline
switches to legacy or SDN mode and selectively releases control
resources from active controllers to accommodate more offline
switches. The scheme jointly optimizes switch-controller mapping
to minimize communication overhead while maintaining flow
programmability.

MOSM: multiple performance metrics are used to measure con-
troller load and the cost-effectiveness ratio is considered as the
optimization objective when making the migration decisions.

4.2. Performance evaluation

4.2.1. The effectiveness of MOSM

To verify the effectiveness of the MOSM, we test it under the Eenet
topology. First, we increase the load on the controller C,, and record the
change in load over time under MOSM and static schemes, respectively.
The test duration is 400 s, and the sampling is performed every 5 s. The
controller load distribution under Static scheme is shown in Fig. 5(a).
We can observe that the load on controller C,, is much higher than that
of the other three controllers, and there is a severe load imbalance. The
load variation of each controller over time when MOSM is employed is
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Fig. 5. (a) Load distribution under Static scheme; (b) Load distribution under MOSM scheme.
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Fig. 6. Response time of different topologies and schemes.

shown in Fig. 5(b). It can be seen that the MOSM can quickly detect the
overloaded controller C, and transfer a portion of the load to the three
underloaded controllers via switch migration, effectively achieving load
balancing.

4.2.2. Response time

When the controller is overloaded, its response time will be signif-
icantly higher than that of the underloaded controller. Therefore, load
balancing among the controllers can effectively reduce the response
time of the controllers and improve the quality of the overall network.
We illustrate the average response time variation of different load
balancing schemes with varying flow request rates across four different
network topologies in Fig. 6. These results demonstrate MOSM’s ability
to adapt to various network topologies. It shows that the MOSM is able
to maintain a relatively stable response time, and the average response
time of MOSM is also lower compared to the other four schemes.
Since the static mapping scheme does not employ any load balanc-
ing strategy, the response time of the overloaded controller increases
significantly when the load is not balanced among the controllers.
Thus, the Static scheme has the highest average response time. The
Random scheme selects the closest controller as the migration domain.
It overlooks the target controller’s remaining capacity, making it easy
to overload. The Remained scheme, on the other hand, only evaluates
the target controller’s remaining capacity and ignores the overall load
distribution of the network. The RetroFlow++ does not fully consider
the dynamic controller load and the additional processing overhead of
switches, which can limit its performance under peak traffic conditions.
In contrast, MOSM considers the additional processing overhead caused
by the candidate switch to the target controller, which can more
accurately measure the impact of each switch on the controller load. In
addition, MOSM can evaluate the load status of each controller more ac-
curately and improve the load balancing performance through multiple
performance indicators. Under peak load conditions, MOSM achieved a
response time reduction of 31%, 20%, 15%, and 19.5% compared to the
Static, Random, Remained, and RetroFlow++ schemes, respectively.

4.2.3. Load balancing rate
To accurately compare the load balancing performance of each
scheme, we introduce the load balancing rate. Since the static scheme

10

does not employ any load balancing strategy, we exclude the static
scheme from the comparison. The variation of the average load balanc-
ing rate of the four load balancing schemes under different topologies is
shown in Fig. 7. Since the Random scheme directly selects the nearest
underloaded controller as the target controller, which is most likely to
overload the target controller, the load balancing rate of this scheme
fluctuates wildly under the four topologies. In contrast, the load balanc-
ing rates of the Remained scheme and MOSM schemes are more stable
than the Random scheme. The MOSM uses the coefficient of variation
method to determine the utilization weight, which enables accurate
partitioning of overloaded and underloaded controllers. In addition,
MOSM considers the load balancing rate as one of the optimization
metrics when making the migration decision, which can make the
network load distribution more balanced after the migration. As can be
seen from Fig. 7, the load balancing rate of MOSM can be maintained
above 0.5 in the four topologies with gradually increasing sizes, and the
load balancing rate of MOSM changes the least as the flow request rate
increases. In the four topologies, the load balancing rate of the MOSM
scheme is on average 30% and 31% higher than that of the Random
and Remained schemes, respectively. Furthermore, compared to the
RetroFlow++ scheme, MOSM achieves a 4.3% higher load balancing
rate by leveraging fine-grained flow-level controller assignment and
multi-metric optimization.

In MOSM, load measurement is based on weights assigned to CPU,
bandwidth, and memory utilization, which are determined using the
coefficient of variation (CV) method [30]. Bandwidth is assigned the
highest weight because of its pronounced variability across traffic
conditions. To justify this design choice, we analyze its influence under
different traffic intensities based on the results shown in Fig. 7. Under
low traffic conditions, controller loads remain well below capacity, so
moderate variations in the bandwidth weight have minimal effect on
load classification. Under high traffic conditions, bandwidth becomes
the dominant bottleneck. Assigning it a higher weight ensures that
controllers experiencing bursty flows are promptly identified as over-
loaded. The observed stability of the load balancing rate across all
topologies and flow intensities, such as MOSM maintaining a load bal-
ancing rate above 0.5 even under peak loads, confirms that the weight
selection is effective and robust. Moreover, the consistent ranking of
variability from bandwidth to CPU to memory across traffic scenarios
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Fig. 9. Real-traffic experimental scenarios on the Canerie topology.

indicates that fixed weights generalize well, eliminating the need for
recalibration for each scenario.

4.2.4. Migration cost

We compare the migration cost of the four switch migration
schemes, and the result is shown in Fig. 8. Since the Static scheme
does not involve switch migration, it is excluded from the migration
cost comparison. MOSM considers migration cost as one of the op-
timization metrics when selecting the target controller and switch,
which significantly reduces the migration cost during load balancing
and mitigates the negative impact on the network. However, the
Remained scheme and Random scheme do not consider the migration
cost when making migration decisions, so their required migration
costs are considerably higher than MOSM. Lastly, experimental data
from the different schemes shows that the MOSM scheme reduces the
migration cost by 33% and 32%, respectively, compared to the Random
and Remained schemes, and achieves an 18.7% lower migration cost
compared to the RetroFlow++ scheme.

4.2.5. Scaling experiments under real-world traffic

To further assess the effectiveness of the proposed MOSM scheme
under more realistic network conditions, supplementary experiments
are conducted using real-world traffic traces on the largest topology,
Canerie (32 nodes). This topology is selected due to its relatively
large scale, which better reflects the complexity of practical SD-IoV
deployments.

The real-world traffic dataset utilized in these experiments consists
of publicly available packet traces from the MAWI (Measurement and
Analysis on the WIDE Internet) working group [40], which capture
actual backbone traffic with diverse characteristics. This dataset is
particularly suitable for emulating IoV scenarios, as it exhibits key traf-
fic features prevalent in vehicular networks, including high burstiness

resulting from abrupt changes in vehicle density, mixed protocol types
encompassing TCP/UDP for various V2X applications, and dynamic
flow patterns driven by vehicle mobility and fluctuating communica-
tion demands. A 15-minute trace from 14:00 to 14:15 on March 1,
2026, is extracted, which contains a rich mixture of these behaviors and
thus provides a realistic benchmark for evaluating SD-IoV controller
load balancing.

In the experimental setup, the pcap file is replayed into the Mininet-
emulated Canerie topology using tcpreplay [41], a tool that supports
packet trace replay at adjustable speeds. The same Ryu controllers and
OpenFlow v1.3 configuration as in the synthetic traffic experiments are
employed. All other parameters, including link bandwidth (1000 Mbps)
and average packet sizes, remain unchanged. During the replay, the
same performance metrics are collected: response time, load balancing
rate, and migration cost.

Fig. 9(a) illustrates the average response time of the evaluated
schemes under real-world traffic. Consistent with the synthetic traffic
experiments, MOSM achieves the lowest response time across all flow
intensities. This advantage stems from its accurate load measurement
and multi-objective migration decisions. Under peak load, MOSM re-
duces response time by 19.5% compared to RetroFlow++ and by over
40% relative to the Static scheme. Response times under real traffic
are slightly higher than those observed in the simulated scenarios,
attributable to increased traffic variability and burstiness. Nevertheless,
the relative improvement achieved by MOSM remains consistent under
the more variable real-world conditions.

Fig. 9(b) presents the load balancing rate of each scheme under real-
world traffic. MOSM achieves a load balancing rate consistently above
0.58 with minimal fluctuations as flow intensity increases, outperform-
ing all other schemes. This performance surpasses that of the other eval-
uated schemes. The results demonstrate that MOSM’s multi-metric load
measurement and cost-effectiveness optimization generalize effectively
to real traffic patterns characteristic of IoV dynamics.
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Fig. 9(c) compares the migration cost across the evaluated schemes.
MOSM demonstrates a clear advantage over RetroFlow++, achieving a
14.7% reduction in migration cost and thereby lowering the resource
overhead typically associated with load balancing. Under real-world
traffic, migration costs are slightly higher than those observed in sim-
ulated experiments, attributable to more frequent flow entry updates
triggered by diverse traffic patterns. Nonetheless, MOSM effectively
minimizes this overhead by incorporating both load variation and
message exchange costs into its CER metric.

Overall, these real-world experiments validate that MOSM main-
tains its superior load balancing performance and low migration over-
head even under the complex and bursty traffic conditions characteris-
tic of actual network environments, thereby demonstrating its practical
applicability in real SD-IoV deployments.

5. Conclusion

In this paper, we propose the MOSM scheme to solve the load
imbalance in the distributed control plane in SD-IoV. In this scheme,
we select three performance metrics to accurately measure the con-
troller load: CPU, bandwidth, and memory utilization. Moreover, the
coefficient of variation is introduced to determine the load weight of
each metric. At the same time, when selecting candidate switches, we
further consider the controller overhead caused by flow entry updates
to improve load balancing performance. And in the selection of the
target controller, we optimize the migration process by minimizing the
migration cost and maximizing the load balancing rate after migration.
Finally, the effectiveness of MOSM is demonstrated through experi-
ments conducted in the Mininet virtualized environment by comparing
it with the Static scheme. To further evaluate the load balancing perfor-
mance of our scheme, we selected two existing schemes for comparison.
The test results show that, compared with the existing schemes, the load
balancing rate and migration cost of MOSM are increased by 31% and
reduced by 33% on average, respectively.

In future work, we plan to integrate MOSM with vehicular mobility
simulators and wireless network models to assess its performance in
realistic Vehicle-to-Everything scenarios, considering dynamic topology
changes and handovers. Although MOSM has demonstrated strong load
balancing performance in experiments, the statistical latency of con-
troller load data may still impact real-time decision-making in practical
deployments. To address this, future work will explore the combination
of prediction mechanisms and asynchronous update strategies to en-
hance the robustness and adaptability of MOSM in environments with
latency.
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