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Switching-Like Event-Triggered H., Control for
Dual Hidden Markov Jump Systems Under
DoS Attacks
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Abstract—This paper addresses the asynchronous event-
triggered H,, control problem for Markov jump systems under
multiple constraints. The transition probabilities are assumed
to be time-varying and nonhomogeneous. These dynamically
varying transition probabilities, governed by a higher-level set
of homogeneous Markov transition probabilities. To capture the
mismatch phenomenon arising between the system mode and
the transition probability mode, a dual hidden Markov model
is introduced. By employing the acknowledgment character
technique and a denial-of-Service (DoS) interval partitioning
method, this paper establishes a mode-dependent switching-like
event-triggered scheme to conserve communication resources,
while mitigating the adverse effects induced by DoS attacks on
the system. Sufficient conditions are derived to guarantee the
stochastic stability and H,, performance of the system under DoS
attacks. Finally, an economic model is provided to demonstrate
the effectiveness of the proposed approach.

Note to Practitioners—The considerable utility of Markov jump
systems in fields such as mobile robotics, power systems, and
economic systems stems from their powerful capacity to model
abrupt changes in system parameters or structures. Note that due
to various influencing factors, the system mode transition proba-
bilities may exhibit uncertainty, time-varying characteristics, and
partial unknowns. Besides, in network control systems, network
environments and limited network bandwidth constraints pose
significant challenges in security and energy-saving issues. To
address this, we propose a novel secure control scheme that
intelligently adapts to network conditions. By using a dual hidden
Markov model to capture system uncertainties and a switching
event-triggering mechanism, our approach significantly reduces
communication resources while maintaining control performance
even under energy-limited DoS attacks. An economic model
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is adopted to check the proposed results. This work provides
practitioners with a practical method for secure controller design
in complex networked environments.

Index Terms—Dual hidden Markov jump system, denial-
of-service attacks, switching-like event-triggered control, H,
control.

I. INTRODUCTION

ARKOV jump systems (MIJSs), a specialized category

of stochastic hybrid systems, have garnered consid-
erable research interest due to their exceptional modeling
capabilities, which effectively handle abrupt changes in control
systems such as component failures, parameter variations, or
structural modifications [1], [2]. Over the past few decades,
the existing literature about MJSs has yielded abundant
accomplishments in stability analysis and controller design,
successfully addressing challenges such as H, control [3],
pinning control [4], and sliding mode control [5]. Furthermore,
owing to its powerful function approximation capability, the
Takagi-Sugeno(T-S) fuzzy model has become an indispensable
part in the control fields to handle system nonlinearities
and uncertainties. In [6], researchers propose a fuzzy fault-
tolerant tracking control method for Markov jump systems
with unknown mismatched faults, which effectively suppresses
mismatched faults while guaranteeing uniformly ultimately
bounded stability of the closed-loop system. In [7], the mis-
matched quantized H,, output-feedback control problem for
fuzzy Markov jump systems under a dynamic guaranteed-
cost triggering scheme is proposed. In [8], a mismatched
quantizer design scheme is provided to address the parameter
mismatch between encoder and decoder, and a dynamic trig-
gering scheme is proposed to reduce data exchange frequency.
Notably, most current studies assume that the transition prob-
ability matrix (TPM) is fixed or time-invariant. However,
time-varying scenarios are prevalent in networked control sys-
tems. Consequently, transition probabilities (TPs) may adjust
across different periods to adapt to varying conditions, making
the homogeneous Markov chain assumption unsuitable for
many practical applications [9]. A piecewise homogeneous
Markov jump system innovatively introduces a two-layer
Markov chain framework: at the lower level, the system mode
transition probabilities remain piecewise time-invariant, while
at the upper level, their evolution is governed by a higher-level
Markov chain. This hierarchical modeling approach success-
fully unifies two distinct time-varying transition probability
patterns—"arbitrary variation” and “stochastic variation”—into
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a cohesive analytical framework. This characteristic offers
strong advantages in describing circuit models affected by
different operational phases and external disturbances, as well
as real world electromechanical systems, such as motor-driven
inverted pendulums, whose mode switching behavior varies
over time or with environmental conditions. Building on this,
numerous outstanding academic achievements have emerged
[10], [11], [12].

In previous studies on MJSs, it was generally assumed
that system modes could be precisely and fully identified. In
practical scenarios, however, various factors often impede the
complete or even partial acquisition of mode information. To
solve this dilemma, asynchronous controllers have been pre-
sented to mitigate the impact of incomplete mode information
and extensive research has been conducted on asynchronous
controllers [3], [13], [14]. Among these efforts, the hidden
Markov model (HMM) has garnered significant attention due
to its effectiveness in modeling asynchronous phenomena,
leading to numerous outstanding academic achievements [15],
[16], [17]. For many existing studies, their results have pri-
marily focused on asynchronous behavior in the system itself,
with controller designs relying solely on the observed system
mode values from the HMM as a single variable. In piecewise
homogeneous Markov chains, asynchronous phenomena may
also occur in the transition probability modes. To address this
issue, [18] proposed a dual hidden Markov model (DHMM)
capable of simultaneously detecting both system modes and
transition probability modes. This model not only incorporates
the traditional HMM but also integrates multidimensional
information, establishing a more versatile and less conservative
general model. Against this backdrop, research based on the
DHMM has gradually gained widespread attention [19], [20].

Moreover, while numerous studies assume complete knowl-
edge of the TPM, it is crucial to emphasize that acquiring
full TPM information is often impractical and cost-prohibitive
in real-world applications. To address this, researchers have
proposed various methods to represent nonideal TPs [21],
[22], [23]. To handle partially unknown transition probabilities
(PKTPs), the framework of PKTPs was first established in
[24] addressing the stabilization problem of Markov jump
linear systems. Subsequently, [25] developed an enhanced
methodology that achieved less conservative results for the
same stabilization problem. In the context of hidden Markov
jump systems (HMJSs), both TPs and observation probabilities
(OPs) may be partially known. For homogeneous HMJSs,
several advances have been made under various conditions of
partial knowledge: PKTPs [26], partially known observation
probabilities (PKOPs) [27], and scenarios where both TPs
and OPs are partially known [15], [28]. Notably, for hidden
Markov jump systems (HMIJSs), both TPs and OPs may
exhibit incomplete information. For this reason, compared
to homogeneous HMJSs, the piecewise homogeneous HMJSs
adopted in this work involves more complex scenarios where
both TPs and OPs may be partially known. Research in this
area remains sparse, underscoring the critical need for further
investigation.

During data transmission over networks, various types of
cyber attacks may be encountered [29], [30]. Among these,
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DoS attacks disrupt data transmission between sensors and
controllers, potentially leading to severe degradation of sys-
tem performance and stability. Compared to conventional
network delays and packet loss, DoS attacks may degrade
system control performance or even trigger instability [31],
[32]. This makes research on security strategies against DoS
attacks highly practically significant. Current literature has
proposed various methods to characterize DoS attack behav-
iors, including stochastic, arbitrary, and periodic Dos attacks
[29], [33], [34]. For these diverse attack types, scholars have
developed multiple effective methods and control strategies
to safeguard networked control systems under DoS attacks
[35], [36], [37]. However, in practice, DoS attacks often
exhibit no deterministic patterns, making the characteristics
we mentioned before inherently unpredictable and posing
significant challenges for system analysis. To address these
challenges, reinforcement learning has also been increasingly
applied to handle the impact of cyber-attacks in MJSs. For
example, in [38], researchers focuses on solving the secure
control problem by developing a novel resilient hybrid learning
scheme for discrete-time Markov jump cyber-physical systems
with malicious attacks. In [39], for HMM, researchers address
the composite H,, control problem by incorporating a multi-
sensor strategy to detect and mitigate replay attacks.

In networked environments, limited communication
resources necessitate the reduction of data transmission.
To address these challenges, event-triggered control (ETC)
scheme has gained widespread attention, which can effectively
conserve communication resources and reduce computational
costs [20], [40], [41]. However, existing ETC scheme research
universally assumes the reliable delivery of all triggered data
packets—a premise that fails to hold under DoS attacks,
which can destabilize systems and render traditional ETC
mechanisms ineffective. Therefore, it is highly meaningful to
incorporate these features into the design of communication
protocols and controllers, as it can significantly enhance
communication efficiency. This also underscores the necessity
of redesigning event-triggered control strategies with
DoS attacks. Recent advances have demonstrated substantial
progress in developing event-triggered communication scheme
under DoS attacks. A resilient ETC scheme is proposed in
[37], which aims to estimate the upper bound of consecutive
packet losses tolerable under DoS attacks. However, this
method incurs increased communication overhead owing to the
consistent adoption of conservative triggering thresholds. In a
complementary approach, [42] introduces a security-oriented
controller synthesis methodology tailored for periodic DoS
attack scenarios. Unlike traditional event-triggered control
frameworks that overlook DoS vulnerabilities, the proposed
strategy enhances robustness at the cost of generating
additional trigger packets to counteract potential DoS-induced
packet dropouts. In practical communication networks,
DoS attacks exhibit stealthiness and intermittency, while
being constrained by limited attack frequency and energy
to conceal their malicious intent. In order to enhance both
security and efficiency, the intrinsic properties of these
threats are systematically embedded in the co-design of the
communication protocol and security-aware controller in
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Fig. 1. ETC framework under DoS attacks.

[43]. The study puts forward a switching-like ETC scheme
that incorporates communication parameters, features of DoS
attacks, and controller synthesis into a unified structure.
This approach attains improved communication efficiency in
the presence of DoS attacks without compromising control
performance.

Although significant academic achievements have been
made in the research of HMM and ETC, but the ETC
problem for piecewise homogeneous HMJSs remains an open
challenge that has yet to be fully resolved. Motivated by the
aforementioned analysis, the switching-like Event-Triggered
H,, Control for dual hidden Markov Jump Systems under DoS
attacks is discussed in this article. The main contributions of
this work are summarized as follows:

1) Compared with [34], by fully utilizing the characteristics
of DoS attacks, a switching-like ETC scheme is designed to
effectively improve communication efficiency and mitigate the
impact of DoS attacks, which does not rely on the relatively
bounded assumptions of system dynamics and disturbances,
thereby reducing conservatism.

2) Different from [41], a time-delay model is established
to characterize the behavior of the dual hidden MJSs under
DoS attacks. This integrated framework facilitates the co-
design of the ETC and the security control. Furthermore, a
quantitative relationship between the maximum number of
consecutive packet losses caused by DoS attacks and the
triggering parameters is established.

3) Based on the derived stability criterion, a switching-like
event-triggered controller is designed under DoS attacks. This
method not only ensures system stability in the presence of
DoS attacks, but also provides an effective trade-off between
communication efficiency and H., control performance.

Notation: Let R™ denote the m-dimensional Euclidean
space, and R"*™ represent the set of all n x m real matrices.
For a symmetric matrix P € R™*™, P > 0 indicates that P
is positive definite. The minimum and maximum eigenvalues
of P are denoted by Apin(P) and An.x(P), respectively. The
expectation operator is expressed as E{-}, and the conditional
expectation as E{:|}. The identity matrix is symbolized by
I, the transpose operator by (-)T, and the symbol * denotes
symmetric matrix entries implied by symmetry.

II. PRELIMINARIES

Assuming that the sensor and the controller are inter-
connected via a communication network, an event-triggered
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controller can decide whether the latest sampled data ought to
be transmitted, which contributes to the efficient use of con-
strained communication resources. Nevertheless, data packets
released by the event-triggered controller remain vulnerable
to loss resulting from DoS attacks. The general architecture
of the event-triggered Markov jump system subject to DoS
attacks is depicted schematically in Fig. 1.
Now, we consider the following Markov jump system:

x(k + 1) = A(r(k))x(k) + B(r(k)u(k) + C(r(k)w(k)
(k) = D(r(k))x(k) 4 E(r(k))u(k)

where x(k) € R* is the system state, u(k) € R* is the
control input, w(k) € R" represents the inevitable stochastic
disturbance, and z(k) € R® is the controlled output. The
system matrices A(r(k)), B(r(k)), C(r(k)), D(r(k)) and E(r(k))
with appropriate dimensions varies according to the system
mode r(k).

According to [18], the stochastic parameter r(k) takes values

(D

in @ = {1,2,...,Q} and its transitions are governed by a
piecewise homogeneous Markov chain with TPs defined by
Pr(r(k+ 1) = qlr(k) = p) = a8y ™" 2
where 755" > 0 and Z?zlnﬁ,ﬁ,"“) =1, Vp,q € Q. The
corresponding TPs matrices are expressed as
(k+1) (k+1) (k+1)
ﬂ?,(lk+1) ﬂ?’(szrl) ﬁ%+l)
Hg(k+1) _ ﬂgl ﬂ§2 ﬂ?’N (3)
(D) gl (k1)
N N TN

The TPM of the system mode evolves under the influence
of a stochastic signal g(k), which follows a higher-level
homogeneous Markov chain taking values in F = {1,2,...,F}.
Correspondingly, the higher-level TPs (HTPs) is defined as
follows

Pr(glk 4 1) = flgk) = €) = oes “4)

where oy > 0 and Z§=1 o.r =1, Ve, f € F. The associated
matrices are denoted by

g11 012 O1IN
021 g2 01N

DEN I . . . (%)
ON1  ON2 ONN

Remark 1: The switching behavior of the system mode r(k)
is governed not only by the current time instant but also by the
variable g(k). More precisely, r(k) demonstrates a finite piece-
wise homogeneous characteristic—that is, it remains invariant
as long as g(k) stays unchanged. As a result, the system selects
from a finite set of transition probability matrices IT8*+D,
where the choice depends on g(k+ 1), whose dynamics are in
turn regulated by the higher-level transition probability X.

Remark 2: Except for the case that HTPs matrix X is entirely
accessible, information deficiency is a common practical phe-
nomenon. Even if complete HTPs information can be obtained
under certain circumstances, the associated high costs are often
undesirable, making it necessary to account for HTPs under
uncertainty.
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Now we consider the observed modes for r(k) and g(k)
at time k, which is denoted by 7(k) € I = {1,2,...,1} and
gk) e J ={1,2,...,]} respectively. Conditional probabilities
are employed to mathematically characterize the observations
as follows:

Pr(i(k) = ilr(k) = p) = 7pi (6)
Pr(g(k) = jlg(k) =€) = 7 (7

where 7, > 0 and Zgzlﬁpi =1,VpeQeecF; 5,20
and Y, Go; = 1, ¥i € T and j € J. Additionally,
the correspondingly OP matrices are denoted by IT and X,
respectively.

In practical applications, obtaining complete information of
TPs and OPs is often infeasible. Therefore, this paper focuses
on the case of PKTPs and PKOPs. More specifically, both
TPs and OPs matrices may contain uncertain or unknown
elements. For notational convenience, the following definitions
are introduced:

For all p € Q and f € F, we denote
Q = Q’;’C u Qﬁu and Z = If UI[Z,”. WhereQi’C z
{g : mhy is known}, Q) £ {q : m}, is unknown}, I = {i :
Fpi 1S known}, 7Y = {i : Atpi is unknown}. Similarly, we
denote /' = .Ff UFY and J = JF U JY, Ve €
F.whereFX 2 (f oer is known}, FY £ {f
oo is unknown}, JX & {j G is known}, JY =
{j : 0. isunknown}. For notational simplicity, we
denoter(k)asp,r(k + 1)asq,7(k)asi,g(k)ase,g(k + 1asf,
andg(k)asj. To efficiently transmit necessary data and enhance
resource utilization, we employ an event detector to determine
the optimal timing for state information transmission.
Lethbe the sampling interval for event detection
and{f;h|ty € N}is the set of transmission sequence. Then
we present the mode dependent ETC scheme as

fip1 = inflk > nle’ ()ge(k) > 6.x" ()px(1r)) ®)

where e(k) = x(k) — x(t;) is the error between the current and
the latest transmitted sampling times, ¢ denotes a positive defi-
nite weighting matrix, which will be determined subsequently.
0. €(0,1) is a pregiven positive scalar.

As shown in Fig. 1. DoS attacks disrupt the transmission
of x(#;) by jamming signals, flooding the sensor-controller
channel with excessive requests or malicious data packets,
thereby blocking legitimate communication. The interval of a
DoS attack is defined as ‘H,, = [H,, H,+H;), where H,, denotes
the duration of the nth attack. The overall DoS attack period
is described by the union set D = | J, o Ha. Consider the sets
T = {to, 11, .. - bk, Tkt 1, - Jand Tr = {ko, k1, . ... kg, kd+1, )
where 7, C 7T, and k; represents a successful transmis-
sion instant. The following remark elucidates the relationship
between D and kg.

Remark 3 [43]: When MIS suffers DoS attacks, for
[k4,ka+1), there are the following two categories. 1) Interval
Dy: If [kg, kg11)ND = 0, DoS attack do not occur in [ky, kg41).
2) Interval D,: If [ky,kq1) N D # 0, DoS attack occur in
(ka, kat1)
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Fig. 2. Switching-like event-triggered scheme under DoS attacks.

Typically, DoS attacks exhibit stealthy behavior and oper-
ate under energy constraints. Without loss of generality, the
following assumption is introduced.

Assumption 1 [43]: For a stealthy DoS attack with limited
energy, the maximum number of consecutive data losses
caused by the attack does not exceed L. Here, L > 0 is an
integer.

Remark 4: In contrast to the models in [29], [33], and [34],
Assumption 1 imposes only an energy constraint on the DoS
attack. This is more practical in a stealthy attack.

When DoS attacks occur, triggering data cannot be suc-
cessfully delivered to the controller, rendering the triggering
condition (9) invalid during attacks. To address this issue, we
employ the acknowledgment (ACK) technique [43] to verify
data packet loss at each triggering instant. Building upon the
ACK mechanism and condition (9), we propose a switching-
like event-triggered mechanism as follows:

ka1 =

inf{k > kyle” (K)pe(k) > 61x" (kq)px(ky)}, ACK = 1 ©
inf{k > kyle” (kK)pe(k) > 62xT (kq)px(ka)}, ACK =0 )
For the sake of clarity, the switching-like ETC scheme (9)
under energy-limited DoS attacks is depicted in Fig. 2. Where
ka, kat1, kgy2 are successful transmission triggering instants,
kg, is the unsuccessful transmission triggering instant due to
DoS attacks.

Remark 5: As described in Fig. 1. The system utilizes an
ACK mechanism at each triggering instant to detect poten-
tial packet losses caused by DoS attacks. When ACK = 1,
indicating successful transmission and no ongoing attack, the
triggering threshold remains at ¢; and the first triggering
condition of the switching-like ETC scheme (9) is applied.
Conversely, when ACK = 0, suggesting packet loss due to
a DoS attacks, the system adaptively switches the threshold
to 9, and activates the second triggering condition of scheme
(3). Both operational modes remain in effect until the next
triggering instant.

Remark 6: Compared with the ETC scheme (8), when under
DoS attack, ¢, ensures that the triggering condition is satisfied
as long as there is any slight deviation during the attack
period, which prepares the system for rapid recovery after the
DoS attacks end. The improvement in communication effi-
ciency is achieved through the strategy of “triggering without
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transmission during the DoS attacks” combined with “fast
updating after the DoS attacks end.”

Let {t¢}ren be the network-induced time delay between
the event detector and the controller, u; = ks + 74, be the
actual instants of x(k,) utilization. The detailed event-triggered
instant is shown in Fig. 1. We consider the precondition
0<rt1, < T, < Tm in this letter. Let mx = kg4 — kg — 1,

we can rewritten the interval as

Ufl,fz

where k; = k; + 1,1 = {0,1,...,m} represents the sampling
instants ranging from the current transmitted sampling instant
ky to the future transmitted sampling instant k;4 ;. We denote
7(k) = k — k;,k € F; as the time-varying delay. It is evident
that 7(¢) is bounded and 7, is the upper bound and 7, is
the lower bound. Then we have 0 < 7, < n(t) < 7y + 1.
Then, e(k) can be rewritten as e(k) = x(k; + ) — x(ky), we
have x(k;) = x(k — 7(k)) — e(k) In this letter, we construct the
asynchronous state feedback H., controller as

K(7(k), 8(k))x(ka) Y

Substituting (11) and e(k) into (3) leads to the following
time-delayed closed-loop system:

[ s 1) [ki + T ki + 1+ 1h,,,) (10)

u(k) =

x(k + 1) = A(r(k)x(k) + C(r(k)w(k)+
B(r(k))K(F(k), g(k))(x(k — 7(k)) — e(k))

12
z(k) = D(r(k))x(k)+ (12
E(r(k)K (7(k), §(k))(x(k — 7(k)) — e(k))
where 4(¢) is the initial function of x(z).
Definition 1 [44]: The system (12) with w(f) = O is

considered stochastically stable if for any initial condition
(x0, Y0, 20), the following inequality holds:

> E{lx(®)IP1xo. yo. 20} < 00
k=0

Definition 2 [44]: The system (12) is stochastically stable
with H,, performance index y under zero initial condition and
for any nonzero w(t), if the following condition is satisfied:

E ZZT(k)z(k)} <E

k=0

13)

Zyzw%k)w(k)} (14)

k=0

Lemma 1: For vectors X, Y € R", and positive definite matrix
W e R"™"  the following inequality holds:

2XTy < XTwx + YTwly.

Lemma 2: For matrices Q > 0, X7
the following inequality holds:

= X and any scalar p,

-X07'X < p?Q - 2pX.

Lemma 3 [45]: Given two positive integers di, d,, and a
matrix R > 0, the following inequality holds:

T
dr—1 dr—1 dr—1

(dy—d) Y X" ORxO) 2 | D xO) | R| D x(0)

6=d, 6=d, 0=d,
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III. MAIN RESULTS

In this section, sufficient conditions are derived to ensure the
stochastically stable with H., performance of the MJSs. Based
on this, a design method for the asynchronous event-triggered
controller will be presented.

Theorem 1: For given scalars oy and y > 0, if there exist
matrices Py, > 0,Gpr > 0, Qpicj > 0,Rpe; > 0,K;; > 0,6 > 0,
matrices My and Ny¢(f = 1,2) with appropriate dimensions
such that

ng, + (1 - 7T )Qple/ pej <0 (15)
,,ﬁ(l— TR~ Ppe < 0 (16)

Pyi+ (1 =7y Pys = Gy <0 (17)

AT (Gh, + (1 =0f)G ) Ap = Qpiej < 0 (18)
A Ay

[ i Aa] <0 (19)

where

pej § :ﬂPlQP"-’J’ pe = § :O'ej pej

tGI’C Jjegxr
pf = Z ”pqqu’ pe = Z TerGps
qu feFk
=D e =) O
tEI’C jEJ’C
IC —
Tpr = Z ﬂpq’ Z Tef
qu feFk
Q.9 0 0 0 O
* sz 923 0 O 0
A x x Q33 Q34 Q35 0
7 % % Qu 00
x* % % % Qs5 0
* % % % x Qe

A =07 0% éT]
Az = diag{—-G pef, -N' -1}
Qi1 = =0piej + M1 — N1,Qp2 = N
Qp =M, —M;—N - N,
Q3 = N2, Q33 = —2N, + 019
Q34 = N2, Q35 = =614
Qu =My = N>, Qss = —¢ + 61, Qe = —y*
6, =[A, 0 B,K;; 0 —B,K;; C,]
63 =[A, - 10 B,K;; 0 —B,K;; C,]
04 =D, 0 E,K;; 0 —E,K;; 0]
N = Tanl + (ty — Tm)2N2

then the closed-loop system (12) is stochastically stable with a
predefined H,, performance index vy under the controller (11).

Proof: In the first place we focus on the case of PKTPs and
PKOPs. When II’,C # Z, the inequality (15) can be rewritten

as
Z ﬂ'thpte] + Z ”szpte}

i€Z)x i€ZY!

p(.’j (20)
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We can readily verify that 7 < 1, and

7~rpi 1 ~
Dk v DL B @D
€Ty P P €Ty
which then implies
Tpi K _ K
> T @i = Qe (22)
€Ty p
Ttpi K _ pk
> T 7% Roej = Rpej 23)
il p
Additionally, we also can verify that
TTpi . -
D T =) Qe = Y 4iQpe (24)
€Tl P iyt
Based on (22) to (24), inequality (20) is equivalent to
Tepi K ~KC
D T Qi+ (L =T)0pie; =~ Rpep) <O (25)
€Ty P
Clearly, inequality (25) is implied by (15).
Then, the following inequality
> #piQpicj = Rpej < 0 (26)

i€
is ensured by (15) with ﬁf < 1. And it is obvious that (15)
and (26) are equivalent when ﬁp’c =1.
Following a procedure similar to (21)-(24), we can verify

the validity of (27)-(29).

Y G eiRpej = Ppe <0, 27)
je7
> @l Py =Gy <0, (28)
q€Q
AT D " 0esGpr | Ap = Qpiej < 0 (29)

feF

Now we proceed with the case of fully known TPs and OPs.
When l'[’,C =17, 7,y = 1. Then the equivalence between (15)
and (26) can be verified. Similarly, when ._76,’C =J, Q}f’c =Q,
.7-'5 = F, (16)-(18) are equivalent to (27)-(29), respectively.

Next multiplying by (26) by &; and adding all inequalities,

we have
Z ﬁpiQpiej < Z &ejRpej (30)
i€ jeJg
Using Schur complement to (29), we can obtain
Al GpefAp = Qpiej < 0 (1)

—0,iei 0 _ _ _ o e
[ Q*” 7 0} + 01 + 605G perbh + O5NO + 6,0, <0 (32)
where
0, =
[(191) = A4i - A]15(132) = Alh
(2,2) =My — M| — Ny = N»,(2,3) = Ny,
(3,3) = =2N> +619,(3,4) = M2, (3,5) = 414,
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(4,4) = =M, — N2, (5,5) = —¢ + 61¢,(6,6) = =11,
Gpes = ) 0efGpy
feF
It follows from (29) and (19) that
A; Z d-gj ZﬁpiGpepr < Qpiej (33)
jeg i€l
and
B+ 0550 > 7oyl + BNGy + 80y < | 27
1 2 ej piIpef 34V03 4 £ 0
JjeT i€l
(34)

First we set w(f) = 0 and then check the stability of (6).
Construct a Lyapunov-Krasovskii function to analyze stability
as

V(k) = Vi(k) + Va(k) + V3(k) (35)

where

Vi(t) = X" (P pex(D),
k-1 k—tim—1
Vo= Y AT OMa(s) + Y X ()Max(s),
s=k—1,,
-1 k-1
Vi) =1 D D ¥ (N1Y(s)
Vv=—Ty, s=k-+v
—Tu—1 k-1
+au=Tw) Y Y Y ()N(s),
Vv=—Ty s=k+v

y(s) = x(s + 1) — x(s).

S=k—TM

with Ny > 0,N, > 0, M; > 0,M; >0, P, = P, > 0.
Defining AV(k) = V(k+ 1) — V(k)
From (33), we can obtain
E{Vi(k + 1)}
= B(x" (k + DP(r(k + 1), g(r + D)x(k + 1))

=Ex(k+1)> 0o > 7w Posxtk+ 1)
JeF  qeQ

<ELEEDY 50> 7y Y 0esGpptrtn(t)

jeJ i€l feF

=EQE0NY G Y 7piGperbrta(t)

jeTJ i€l

(36)

where G,; = Zfef nf,qqu + i1, puy > 0 is a sufficient small
scalar.
From the definition of AV(k), we have

E{AVi(k)} = E{V(k+ 1) = V(k)}

=EQE01Y G Y 7piGperbrta(t) p — x" (k)P pex(k)

jeJ i€l
(37)
E{AV>(k)} = E{x" (k)M x(k) + x" (k = 7,)(M> — M)
x x(k = ) = x" (k = Ty )Maox(k — Tp)}, (38)
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k-1

E{AV;(k)} = E{yT(kWy(k) —Tw Y Y ONy)
v=k—1,,
k—1,—1
(@ =Tw) Y, yT(v)Nzy@)}, (39)
v=k—Ty
where N = 12 N; + (Ty — T)*Na.
Using Lemma 3, we can obtain
k—1
—Tn Y Y WNy()
v=k—1,,
T T¢p _ =Ny N, x(k)
<[ -] [0 0 ]SO @0
k—1,,—1
—(@u=Tw) Y Y NDW)
v=k—Ty
-N, N, 0
<&k * 2N, Ny | &), (41)
® x* =N,
where
k) =[x"k=1w) x"k=1(h) x"(k—-1u)]
k=" @0) &) e @h)l.
6 = [A, 0 B,K;; 0 —B,Kj]
63 = [A, =10 B,K;; 0 —B,K;;]
64 = [D, 0 E,K;; 0 —E,K;;]

Furthermore, it is derived from (27) and (30) that
ZﬁpiQpiej < Ppe (42)
i€

Combining the ETS (10), we have

E{AV (1)} < B{&] (DDE(1) — x7 (k)P pex(k)} 43)

where
Q=0 +0] Y Gej » 7piGpesth + 65 NO3
jeJ i€
0
[(1,1) = M, — Ny, (1,2) = Ny,
(2,2) =My — My — Ny —N2,(2,3) = N,
(3,3) = =2N2 + 619,(3,4) = N2,(3,5) = =014,
4,4) = -M; - N, (5,5) = —¢ + 6141,

Applying the Schur complement to (19) ensures ® < 0,
then we can obtain that E{AV(r)} < 0, which means that the
closed-loop system (6) is stochastically stable.

Now we consider the H,, performance under zero initial
condition and define &5 (1) = [£(t) w’(»)]. From (30) and
(34), we can obtain

E{Y I (1) - )/zwr(t)w(t)]dt}
k=0
<E{Y TAV() + 27 (02() - ysz(t)w(t)]dt§

k=0
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= B{&} (DD&;(1) — x (k)P pex(k)}

< xT(k) (Z i Opiej — Ppe) x(k)
i€

<0 44)

where @ = Ay + 5 Y e Oej Dier 7 piGperr + 0% NOs

Based on Definition 2 and (43), the closed-loop system
(8) is stochastically stable with an H,, norm y. The proof
is complete.

Theorem 1 provides stability and H, performance con-
ditions for the closed-loop system under the proposed ETC
scheme (9). In Theorem 1, the use of &, ensures that the system
can achieve stability under both parameters in (9), while the
relationship between the two parameters is actually related to
the maximum number of attacks L.

Theorem 2: Consider the switching-like ETC scheme (9).
For given positive constants 7y, 1, (with 1, > 17;), ¥ > 0, and
a controller gain matrix K;;, the system (12) is stochastically
stable with an H,, performance level y, provided that inequal-
ity (19) is satisfied for some real matrices Pp, > 0, G,r > 0,
Opiej >0, Rpej >0, Kij >0(peQ,e,feF,icl jel),
matrix ¢ > 0, M,, N, (for z = 1,2) of appropriate dimensions,
and some ¢, fulfilling

<0y < s
1%

(45)

where v = max {Apax {@}} /min { i {#}}, ¥ = 1/v, L is defined
in Assumption 1, 6; and d, are given in (9).

Proof: Similar to [43], the stochastic stability with an H,
performance index 7y of system (12) under switching-like ETC
scheme is analyzed by the following two cases.

Case I: In the absence of DoS attacks, the first condition
in (9) is applied. As established in the proof of Theorem 2,
this ensures that the closed-loop system (12) is stochastically
stable and achieves the prescribed H,, performance level y.

Case II: During DoS attacks, we assume that L consecutive
packet losses occur due to the attacks under the second
condition in (9). For ease of analysis,

kd:p0<171<P2<"’<PL<[7L+1=kd+1

is given. Then, the interval [k4, ks41] is divided into [p,, po+11,
0=0,1,2,---, L. Further, we have

lle(Il = [1x(k) — x(ka)ll
o—-1

< ) (per1) = x(p)ll + llx(k) — x(po)ll,
¢=0

(40)

where k € [p,, po+1). Using the second event-triggered condi-
tion of (9), one has

IX(Pp41) — X(PIl £ V/VE2|lx(po)l, 47
llx(k) = x(p)ll < v/ véallx(po)ll, (48)
Combining with the above inequalities, we can obtain
o
lle(ll < Z VVérlx(pell. (49)
=0
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From the second inequality, one gets

1x(Pe DIl < v/ vo2 + DIIx(p)l, (50)
By iterations, we can obtain
[x(Por DIl < (V62 + D Ixka)l, (1)

where ¢ =0, 1,--- ,0— 1. Substituting the last inequality into
the previous one yields. Substituting (51) into (49) yields
lecoll < (V98 + D = 1) Ikl (52)
Resorting to (45) and (52), one has
leC)ll < /51 llxCka)ll, (53)

where v = 1/v. Based on (53), we obtain that the first condition
of (9) can be ensured by the second condition of (9). Then,
the stochastic stability with an H, performance index y of
system (12) can be obtained by the proof of Theorem 2. This
completes the proof.

Remark 7: As shown in the proof of Theorem 2, an analyt-
ical relationship is established between the maximum number
of consecutive packet losses caused by DoS attacks and the
event-triggering parameters. the proposed first event-triggered
condition in (9) ensures that the second event-triggered con-
dition in (9) is also satisfied, even under up to L consecutive
packet losses caused by DoS attacks. Hence, Theorem 3 can be
derived from Theorem 1. In other words, the desired control
performance can be maintained under L consecutive packet
dropouts by using the ETC scheme given in (9).

Theorem 3: For given scalars o; and y > 0, if there exist
matrices P,,e > 0,6 pr > 0, Qp,ej > 0, Rpej > 0, K,j > 0, ¢ >
0,X,X = X', matrices M + and Nf( f =1,2) with appropriate
dimensions such that

Qpe]""(l _7T )sze/ pe] <0 (54)
pe + (1 - ~}C)Rp6/ Ppe <0 (55)
Py + (= mpPyr = Gpp <0 (56)
_Qpiej XTAZ;
|: e Cpur-X X7 <0 &)
Ay Ay
|: . A3] <0 (58)
where
Q. Qn 0 0 0 0
s Qp Q0 0 0
A * # Oy O O 0
LA * * Q44 0 0
* * * * QSS 0
% * ES % * Q66
ho=[of & )

As = diag{G s — X - X", N - X - X", -1,
Qi = —Qpiej + My - N, Qi = Ny
Q=M - M, - N, - N,

Q3 = Ny, Qa3 = 28, + 6,4
Q34 = Ny, Qs = —61
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&, = [A,X 0 B,Ri; 0 -B,K;; C,]
6 =[A,X-X 0 B,K;; 0 -B,K;; C,]
04 = [D,X 0 E,R;; 0 —E,K;; 0]

then the considered system (12) is stochastically stable with
a predefined H. performance index y. Moreover, the asyn-
chronous event-triggered controller gains are given by K;; =
Kix'.

Proof: By Lemma 2, it can be verified that

X'Grii X <Gpep—X - X" (59)
where Gpef- = G,’fe + (1 - Uf)épf. Then it follows from (57)
with Schur Complement that

X"ATX" G pef XA, X = Opiej < 0 (60)

Since matrix X is non-singular, there always exist decision
variables such that G,.r = X" G e X,Qpicj = X7 QpiejXRpej =
XTR,e;X and P, = X" P, X. Then using congruence transfor-
mation with X, we have that (54)-(56), (60) are equivalent to
(15)-(18).

Next, we pre- and post-multiply (58) with
diag{X,X,X, X, X,1,1,1,1}. Then with the help of Lemma 2
and letting K;; = K;;X™', it allows us to draw the conclusion
(19). Following Theorem 1, the proof is completed.

IV. NUMERICAL EXAMPLE

This section verifies the efficacy of the proposed dual-
HMM-based asynchronous controller design approach using
an economic system [46]. The state space model is presented
in the form of (1) with

0 1 0
aown=| 0 1o | sew =],
Clrik) = [8” .

In this model, x(k) and u(k) denotes national income and
government expenditure respectively. The parameters «, and
€y, where p € Q = {1,2,3}, correspond to distinct economic
conditions labeled ‘Normal’, ‘Boom’, and ‘Slump’. Following
[47], the values are assigned as a; = 1.5,a, = 2.5,a3 = 1.0,
and €, = & = 65 = 0.5.

The output parameters are arbitrarily chosen as

D(1) = [0.6,1.2],D(2) = [1.6,0.3],D(3) = [1.3,1.2],
E(1)=15EQ2)=0.7,E(3) = 1.1

={1,2,3} and

Furthermore, we assume that F = {1,2,3},1
=1,2,3 are defined as

S ={1,2,3}. The TPs matrices I1¢, g

[0.6 2 ? 05 2 2
m=1? 2 02|, 12=| ? 205/,
0.1 05 04] 02 04 04
(03 03 047
=02 2 ?
02 2 ?
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r(k)

0 10 20 30 40 50 60 70 80 20 100
Time(sec)

Fig. 3. Trajectories of modes r(k) and 7(k).

0 10 20 30 40 50 60 70 80 90 100
Time(sec)

Fig. 4. Trajectories of modes g(k) and g(k).

The TPM at the higher-level is selected as follows:

0.8 ? ?

= ? 0.8 ?

02 02 06

The two OPs matrices are defined as
0.6 ? ? 0.8 0 0.2
m=1 ? 0.5 2 1.,85=1 72 0.9 ?
06 0.1 03 0.1 03 0.6

The potential evolution sequences of the system modes and
the TPM, as well as their associated observed modes, are
illustrated in Fig. 3 and Fig. 4, respectively.

Next, we set the parameters of switching-like ETC scheme
01 =0.2, 5, =0.0036. Set 7py =04, 7, =0.1, y =4, L = 2.
The initial state is x(0) = [2, —2]7, and exogenous disturbance
0.25sin(nk), 1 <k <6
0, others ’

Case I: DoS-free case with ETC scheme (8)

In this case, One can design a controller under an ETC
scheme with 8. = 0.2. The corresponding feedback controller
gain can be obtained by solving LMI as

is selected as w(¢) =

K = [1.0984 —0.9049],K;, = [1.0784 — 0.8808],
Ki3 = [1.0869 —0.8911],Ky = [1.2541 - 1.0917],
K»n =[12394 —1.0767],K» = [1.2393 - 1.0773],
K3 =[1.1231  —0.9350],Ks, = [1.1049 —0.9138],
K33 = [1.1094  —0.9200].
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Fig. 5. (a) State trajectories with ETC scheme without DoS attacks. (b) Event-

based release instants and release interval.

102

o 10 20 % @ s e 7 ; 0
Time(sec) Tanets)
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Fig. 6. (a) State trajectories with ETC scheme under DoS attacks. (b) Event-
based release instants and release interval.
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,

25

0
o 10 2 ® 4 s w0 70 8 s 10 b 0w 0 40 w6
Time(sec) Time(sec)

(a) (b)

Fig. 7. (a) State trajectories with resilient ETC scheme under DoS attacks.
(b) Event-based release instants and release interval.

Fig. 5 illustrates the state response and the event-triggered
release instants in the absence of DoS attacks. Only 74 packets
are triggered for transmission, which clearly confirms the
stability of the considered system (12).

Case II: DoS case with ETC scheme (8)

Assuming that the maximum allowable number of succes-
sive packet dropouts due to DoS attacks is L = 2 and a DoS
attack probability of 0.3, the state response under such packet
dropout conditions is simulated, as shown in Fig. 6. It can be
observed that only 14 packets can be transmitted successfully
and the system loses stability under DoS attacks, indicating
the vulnerability of the ETC scheme (8) to such DoS attacks.

Case III: DoS case with resilient ETC scheme

A simulation of the resilient ETC scheme proposed in
[37] is conducted for performance comparison. Assuming a
DoS attack probability of 0.3, L = 2, the event-triggered
communication parameter 6, = 0.00036 can be designed to
handle packet dropouts, and the corresponding controller gain,
given according to Theorem 2 in [37], is

K11 =10.8755 —0.7434], K;, = [0.8566 —0.7123],
K13 =10.8552 —-0.6998], Ky =[1.0031 —0.8562],
Ky =[1.0054 —0.8722],K»; =[1.0104 —0.8632],
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Fig. 8. (a) State trajectories with switching-like ETC scheme under DoS
attacks. (b) Event-based release instants and release interval.

TABLE I

PACKETS SUCCESSFULLY TRANSMITTED AND STABILITY OF THE STUDIED
SYSTEM UNDER DIFFERENT EVENT-TRIGGERED SCHEMES

Method Transmitted Packets | Stability
ETC (8) 14 No
Resilient ETC in [38] 56 Yes
Switching-like ETC (9) 32 Yes
K31 =[0.8973 —0.7465], K3, = [0.8786 —0.7218],
K33 =[0.8789 —0.7266].

The state response, release instants and intervals under the
resilient ETC scheme are illustrated in Fig. 7. Compared with
the state responses in Case II, 56 packets are successfully
transmitted while still ensuring the stability of the system (12).

Case IV: DoS case with switching-like ETC scheme (9)

By employing the ACK detection mechanism, the
switching-like ETC scheme (9) is adopted to conserve limited
communication resources while maintaining desired control
performance. Assuming a DoS attack probability of 0.3, the
triggering parameters are set as ¢; = 0.2 when ACK = 1, and
¢> = 00036 when ACK = 0. And the corresponding feedback
controller gain can be obtained as

K1 =[0.8857 —0.7242], K> = [0.8678  —0.7028],
K3 =[0.8755 —0.7120], K> = [1.0210 —0.8862],
K» =[1.0085 —0.8734],K»; = [1.0083 —0.8736],
K3 =[0.9073  —0.7505], K3, = [0.8910 —0.7318],
K33 = [0.8954 —0.7375].

The state response, release instants and intervals under
the switching-like ETC scheme (9) are illustrated in
Fig. 8. The results demonstrate that only 32 packets are suc-
cessfully transmitted, it is less than 56 in Case III. Moreover,
the stability of the system (12) is also guaranteed.

For comparison, Table I presents the counts of successfully
transmitted packets under DoS attacks and the stability per-
formance across various ETC scheme.

The following conclusions can be drawn from Table I:

e The ETC scheme (8) lacks resilience against DoS attacks,
leading to instability of the system in the presence of such
attacks.

e The resilient ETC scheme in [37], while robust to DoS
attacks, demands a higher number of transmitted packets
compared to ETC scheme (8) to mitigate the effects of
DoS attacks.

e In contrast to the schemes in [37], the switching-like
ETC scheme introduced in this paper conserves more
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TABLE I
MINIMUM H,, PERFORMANCE INDEX y* FOR DIFFERENT TP MATRICES

TP matrix Completely | Partially | Completely
known known unknown
y* 1.3505 1.4923 1.6831

communication resources without compromising control
performance.

Our objective is to design a switching-like ETC scheme
with H., performance such that the MJSs are stochastically
stable and achieves optimal H, performance. The system
incorporates piecewise homogeneous TPs, which are modeled
in three distinct forms: (1) TPs, OPs and HTPs are completely
known; (2) TPs, OPs and HTPs are partially known; or
(3) TPs, OPs and HTPs are completely unknown.

The optimal H., performance indices for the three distinct
TP forms are obtained by solving equation (58) and are
summarized in Table II.

As observed in Table II, a less conservative H,, performance
is attained through the modeling of TPM using a two-layer
Markov chain. Furthermore, the H,. performance indices
exhibit monotonic behavior relative to the number of unknown
elements in the TPs, OPs and HTPs.

Remark 8: We set the parameter L to ensure that DoS attacks
are energy-constrained, and then generate attack sequences
based on a given attack probability, while guaranteeing that
the duration of each attack does not exceed L consecutive
sampling periods.

V. CONCLUSION

This paper has proposed a switching-like ETC scheme for
dual hidden Markov jump systems under DoS attacks with
PKTPs matrices. By incorporating a DHMM and an ACK-
based adaptive triggering mechanism, the proposed method
effectively reduces communication burden while maintaining
system stability and H. performance under energy-limited
DoS attacks. The derived sufficient conditions via LMIs
ensure stochastic stability with partially unknown transition
and observation probabilities. Numerical results demonstrate
the superiority of the proposed approach in balancing com-
munication efficiency and security performance compared to
conventional event-triggered strategies.
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