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A Comprehensive Framework for Palm Vein
Anti-Spoofing With Preprocessing Pipeline,

Dataset, and Benchmark
Caiping Yan , Member, IEEE, Zhi Lan, Hong Li , Yuqi Li, and Zonglin Meng

Abstract—Non-contact palm-vein recognition has been widely
adopted in security-critical applications owing to its contact-
free acquisition paradigm and exceptional discriminative power.
However, these systems remain susceptible to a spectrum of
presentation attacks (PAs), creating significant security risks that
require urgent mitigation. Progress on palm-vein anti-spoofing is
currently impeded by three fundamental gaps: 1) the absence of
an open-source, end-to-end pipeline for preprocessing liveness-
detection data; 2) a lack of publicly available datasets specifically
tailored to anti-spoofing evaluation; and 3) the unavailability
of benchmark studies employing standardized protocols and
reference implementations. In light of these key issues, we make
the following four contributions. Firstly, we propose a new
open-source preprocessing pipeline that can significantly improve
model performance, reducing errors by up to 53.3%. Secondly,
we introduce PVASD, a new largest known dataset comprised of
1,187,519 images belonging to 5,515 subjects, which consists of
880,241 live palm vein images along with 307,278 spoof attack
images including 16 different attack types–both 2d (printed stuff)
and 3d (gloves and prosthesis models) attacks captured under
a variety of environments using off-the-shelf commercial-grade
sensors at five resolutions. Lastly, comprehensive benchmarks are
also created by evaluating three types of representative methods
namely classical image classification models, face anti-spoofing
methods adapted from face domain and anomaly-detection-based
approaches, while our experimental results reveal unique char-
acteristics intrinsic only to palm vein spoof attacks, which will
hopefully provide valuable guidance to researchers for further
investigation. Furthermore, we also expanded PVASD by adding
20,000 spoof samples generated by artificial intelligence, and
evaluated the vulnerability of the existing models to deepfake
attacks. We will release our preprocessing pipeline, dataset,
and benchmark codes at https://github.com/valhongli/PVASD to
advance future reproducible studies and accelerate palm-vein
anti-spoofing algorithmic research.

Index Terms—Palm vein, anti-spoofing, presentation attacks,
preprocessing pipeline, benchmark.
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I. INTRODUCTION

PALM vein recognition technologies [1], [2], [3], [4] are
now pervasive in various domains, including access con-

trol systems, military and confidential facilities, and financial
payment verification. The adoption of palm vein recognition
systems continues to grow due to their non-invasive nature and
high security characteristics, making them particularly suitable
for high-security applications.

However, these systems face significant security risks that
cannot be ignored. Palm vein recognition systems [5], [6],
[7] are vulnerable to various presentation attacks [8], [9],
[10], [11], including print attacks (using printed vein patterns),
video replay attacks (displaying recorded vein patterns) and
fake hand presentations (using artificial hand models with
simulated vein patterns). The consequences of successful
attacks can be severe. In military and confidential facilities,
security breaches could lead to compromise of classified
information and potentially endanger military personnel and
operations. In financial systems, malicious attackers may
exploit vulnerabilities to commit identity theft and fraud.
Even in less critical applications like attendance systems, suc-
cessful spoofing attacks could disrupt personnel management
and compromise organizational security. These vulnerabilities
underscore the critical importance of developing robust PVAS
(palm vein anti-spoofing) technologies.

Despite widespread adoption and security concerns, palm
vein anti-spoofing remains largely unexplored compared with
face anti-spoofing in both academia and industry. Although
face anti-spoofing [12], [13], [14], [15], [16] have seen signif-
icant advances with numerous public datasets [17], [18], [19],
[20], [21] and established benchmarks [22], [23], [24], palm
vein anti-spoofing lacks fundamental research resources such
as open-source data preprocessing pipeline, large-scale public
datasets, and standardized benchmarking protocols for reliable
performance evaluation.

The main steps of palm vein preprocessing pipeline are
the localization of the palm and the extraction of ROI.
Recently, most palm vein preprocessing [25], [26], [27], [28],
[29], [30], [31] mainly focus on ROI extraction algorithms,
which are design for palm vein recognition and have no
open-source code. Therefore, contactless palm vein ROI loca-
tion is still a challenge [10]. Besides, several public palm
vein datasets are available, as shown in Table I, such as
PUT Vein pattern Database [32], CASIA-MS-PalmprintV1
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TABLE I
PALM VEIN DATASETS

[33], PolyU Multispectral Palmprint Database [34], VERA
Palmvein Database [35] and FYO Palmvein Database [36].
However, these datasets are primarily designed for identity
recognition research and only contain live samples without any
spoof attack samples. There are no publicly available datasets
specifically designed for palm vein anti-spoofing research, and
very limited literature addressing this critical security chal-
lenge. Additionally, the field lacks standardized benchmarks
for assessing the effectiveness of palm vein liveness detection
methods, which creates challenges for comparative analysis
and advancement in this critical security domain. Therefore,
this significant gap between practical needs and research
progress calls for immediate attention from the research
community.

To bridge this gap and establish a foundation for palm
vein anti-spoofing research, an open-source data preprocessing
pipeline, a comprehensive dataset with diverse presentation
attacks and standardized evaluation protocols are urgently
needed. Such a data preprocessing pipeline will enable
researchers to enhance privacy protection and algorithm fair-
ness when handling any palm vein anti-spoofing dataset for
training or testing, and remove the background area while
retaining only the areas rich in palm vein. Moreover, such a
dataset would enable researchers to develop and evaluate anti-
spoofing methods, understand the unique challenges in palm
vein attacks, and ultimately enhance the security of palm vein
recognition systems in actual applications. Furthermore, the
establishment of benchmark protocols and baseline methods
would provide a solid foundation for future research and
facilitate fair comparisons between different approaches.

To address these challenges, we design a novel prepro-
cessing pipeline that enhances both privacy protection and
model performance for palm vein anti-spoofing, as shown
in Fig. 4. By leveraging MediaPipe Hands solution [37] for
landmark detection, then we extract only the vein-rich regions
of palm images, removing all background elements that could
contain sensitive information. The pipeline identifies six key
palm landmarks to calculate the palm center and direction,
establishing a standardized 128×128 Region-of-Interest (ROI).
This preprocessing approach not only safeguards user privacy
but significantly improves model effectiveness, demonstrated
by a 53.3% reduction in error rates in our ablation studies.
The standardized input created through this process provides
a consistent foundation for reliable palm vein anti-spoofing
detection.

Fig. 1. The samples of PVASD. It is a large-scale palm vein anti-spoofing
dataset containing 880,241 live images from 5352 real palms and 307,278
spoof images from 163 spoof subjects. Current publicly available palm vein
recognition datasets suffer from insufficient spoof attack samples and the
absence of standardized preprocessing pipeline.

In addition, we introduce PVASD (Palm Vein Anti-Spoofing
Dataset), shown in Fig. 1, the first large-scale palm vein
anti-spoofing dataset containing 1,187,519 images from 5,515
subjects. PVASD significantly advances the field through sev-
eral key innovations in data collection and diversity. For live
samples, we collect 880,241 real palm vein images from 5,352
different subjects under various natural conditions, ensuring
the dataset reflects actual usage scenarios, as illustrated by
the live samples in Fig. 2. For spoof samples, we systemati-
cally design and implement 16 different types of presentation
attacks, including both 2D attacks (such as grayscale photo-
graph, infrared photograph, color photograph and A4 paper
hand-shaped cutouts) and 3D attacks (such as white cotton
gloves and so on), resulting in 307,278 sophisticated spoof
samples, as illustrated by the spoof samples in Fig. 3. The
capture environment is carefully controlled to include differ-
ent illumination conditions, collection angles, and distances
to simulate various real-life scenarios. All samples were
captured using a variety of commercial sensors to ensure
image quality and consistency while maintaining practical
applicability. We collected data at five different resolutions
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Fig. 2. Examples of live palm vein in PVASD. The dataset is categorized into two main groups: Indoor and Outdoor. The Indoor category includes scenes
with no natural light and window-side conditions with varying lighting orientations (Front-lit, Back-lit, Side-lit). The Outdoor category comprises scenes with
different lighting orientations (Front-lit, Back-lit, Side-lit).

(e.g., 640 × 400, 640 × 480, 800 × 608, 1024 × 720,
1140 × 720), aiming to simulate various device capture con-
ditions and enhance the diversity of the dataset.

Moreover, to establish comprehensive benchmarks for
PVASD, we evaluate three categories of representative
approaches: classical image classification models (includ-
ing state-of-the-art architectures like ConvnextLarge [38],
DenseNet201 [39], EfficientNetB7 [40], EfficientVetX2L
[41], MobileNetV3Large [42], RegnetX32gf [43], ResNet152
[44], and Vgg19 [45]), face anti-spoofing techniques (like
BiFPNFAS [12] and EntryV1 [13]) adapted for palm vein,
and anomaly detection algorithms (like DevNet [46] and
SimpleNet [47]). These diverse baselines serve multiple
purposes: they provide fundamental references for future
research, highlight the unique challenges in palm vein anti-
spoofing, and demonstrate the dataset’s utility for developing
specialized solutions. We implement standardized evaluation
protocols using established metrics including Attack Presenta-
tion Classification Error Rate (APCER), Bonafide Presentation
Classification Error Rate (BPCER), and Average Classification
Error Rate (ACER) to ensure fair and comprehensive perfor-
mance assessment [12], [13], [17], [24].

The five contributions of our paper are as follows:
(1) Advanced data preprocessing pipeline. To prevent

palm vein spoofing, we propose a new preprocessing pipeline
that employs standardized ROI extraction and quality evalua-
tion after palm area keypoint localization using the MediaPipe
Hands solution. Through the preprocessing pipeline we pro-
posed, the error rate can be reduced by up to 53.3%,
significantly improving the model performance and providing
a solid foundation for accurate and efficient anti-spoofing
methods.

(2) Pioneering the creation of datasets. With 1,187,519
photos from 5,515 subjects, we present PVASD, the first
rich palm vein anti-spoofing dataset. Our PVASD contains
real palm vein data in various scenarios and multiple spoof

categories, and has collected a total of five different resolution
data, ensuring the diversity and robustness of the technology.

(3) Establishment of the first benchmark. By assessing
three types of representative methods—classical image clas-
sification models, face anti-spoofing methods, and anomaly
detection algorithms—we create thorough benchmarks for
palm vein anti-spoofing. Our work provides open-source code
of standardized evaluation protocols and metrics to promote
further research for palm vein anti-spoofing.

(4) The foundation for upcoming studies. Through com-
prehensive testing and analysis, we identify critical technical
issues pertaining to palm vein anti-spoofing, assess the efficacy
of various methodological approaches, pinpoint promising
avenues for the advancement of specialized PVAS solutions,
and offer valuable resources for further research in this
domain.

(5) First evaluation of deepfake vulnerabilities. We
extend PVASD with 20,000 AI-generated spoof samples
(named PVASD-deepfake) and conduct controlled experiments
on model robustness to generative attacks, providing quantita-
tive evidence of current systems’ fragility and establishing a
new benchmark for deepfake defense research.

The preprocessing pipeline, PVASD, PVASD-deepfake, and
benchmark code will be made publically at https://github.com/

valhongli/PVASD available to promote research in this crucial
but understudied field of biometric security.

The rest of the paper is organized as follows: Section II
presents the preprocessing pipeline, Section III introduces
the PVASD dataset, Section IV provides comprehensive
benchmarks and evaluations (including deepfake vulnerability
analysis), and Section V concludes with future work.

II. DATASET PREPROCESSING PIPELINE

To enhance privacy protection and algorithmic fairness,
we preprocessed the dataset by removing all non-palm back-
ground regions, retaining only the vein-rich area. This step
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Fig. 3. Examples of spoof palm vein in PVASD. The dataset is categorized into two groups: 2D printed PAs and 3D PAs. 2D printing PAs includes four
types, while 3D PAs includes twelve types. These PAs are all collected under various conditions such as different light intensities in multiple scenarios (indoor
and outdoor).
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Fig. 4. The Preprocessing pipeline and details of the PVASD.

prevents potential exposure of sensitive information (e.g., skin
texture or surrounding objects) while standardizing the input to
consistent Region-of-Interest (ROI) sub-images, as illustrated
in Fig. 4.

We use the MediaPipe Hands solution [37] to detect palm
landmarks in the original image. MediaPipe is a frame-
work developed by Google for building machine learning
pipelines, particularly suited for tasks like pose estimation,
face detection, and hand tracking. Moreover, MediaPipe
Hands is open-source under Apache 2.0 with fixed model
weights (v0.10.8 used), ensuring full reproducibility via our
released code. Its geometric landmark detection minimizes
texture bias, further mitigated by PVASD’s diversity across
5,515 subjects and 5 sensors. The MediaPipe Hands solution
includes a palm detection model that operates on the entire
image to return an oriented hand bounding box, and a hand
landmark model that operates on the cropped hand image
region to return 21 3D hand landmarks MediaPipe Hands
Documentation.

From the 21 landmarks provided by MediaPipe, we extract
the following six key points: wrist (point 1), thumb CMC
(point 2), index finger MCP (point 3), middle finger MCP
(point 4), ring finger MCP (point 5), and pinky MCP (point
6). These points are used to determine the palm center and
direction, which are then used to extract the ROI for palm
vein analysis.

After obtaining the six key points, we calculate the center
point (point C) of the palm. Through these six key points,
we divide the palm area into four triangles. The point 1 and
point 2 are two points of the triangles, and points 3 to 6 are
the other points of the four triangles. We calculate the center
points and areas of these four triangles, and then perform a
weighted average calculation on them to obtain the center point

(point C) of the entire palm, as shown in Equation (1):

Cx =

P
(centeri,x · areai)P

areai
,

Cy =

P
(centeri,y · areai)P

areai
, (1)

where Cx and Cy are the horizontal and vertical coordinates of
point C, centeri,x and centeri,y are the horizontal and vertical
coordinates of the center of triangle i, areai is the area of
triangle i. This step ensures that the center point reflects the
overall position of the hand, and triangles with larger weights
(larger areas) contribute more to the center. This central point
(point C) serves as a reference for locating the ROI.

Next, we determine the direction of the palm. Using the
key points at the base of the fingers (points 3, 4, 5, 6), we
fit a straight line (line L) through the least squares method,
calculate its slope and intercept, as shown in Equation (2):

a1 =

P
xiyi −

P
xi

P
yi

nP
x2

i −
(P

xi)
n

, a0 =

P
yi − a1

P
xi

n
, (2)

where a1 is the slope of the line L, a0 is the intercept of the
line L, xi and yi are the horizontal and vertical coordinates of
point i, and n is number of the points. This straight line L
represents the main direction of the palm.

Then, we determine the specific original location of the ROI.
We find the point (point D) closest to the center point (point
C) of the palm on the fitted straight line, as shown in Equation
(3):

Dx =
Cx + a1 ·Cy − a1 · a0

a2
1 + 1

,Dy = a1 · Dx + a0, (3)

where Dx and Dy are the horizontal and vertical coordinates
of point D. Subsequently, we use Equation (4) to calculate
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the offsets dx and dy from point C to point D, as shown in
Equation (4):

dx = Dx −Cx, dy = Dy −Cy. (4)

where dx and dy are the offsets of the point C to point D.
Then, we use Equation (5) to (8) to get the four original corner
points (ori P1 to ori P4) of the original ROI, as shown in
Equation (5) to (8):

ori P1x = Dx + dy, ori P1y = Dy − dx, (5)
ori P2x = Dx − dy, ori P2y = Dy + dx, (6)
ori P3x = Dx + dy − 2 · dx, ori P3y = Dy − dx − 2 · dy, (7)
ori P4x = Dx − dy − 2 · dx, ori P4y = Dy + dx − 2 · dy, (8)

where ori Pix and ori Piy are the horizontal and vertical
coordinates of point ori Pi. In order to ensure that the ROI
area is as rich in palm veins as possible and the ROI area
always faces upwards in the image, we rotated and scaled the
four corner points (ori P1 to ori P4) of the original ROI to
obtain the four corner points (P1 to P4) and ROI.

Finally, we extract the ROI and evaluate its quality. By
cropping and resizing the original image, we obtain a 128×128
ROI image. After extraction, we check the grayscale quality
of the image, including whether the brightness and contrast
meet the preset standards. If qualified, we save the ROI image;
otherwise, we mark it as failed and end the process.

Through the above steps, from key point detection to quality
assessment, the palm vein ROI extraction process can effi-
ciently obtain high-quality and standardized regions from palm
vein images, providing a reliable foundation for subsequent
palm vein anti-spoofing tasks.

Our preprocessing pipeline represents a significant contribu-
tion to palm vein anti-spoofing research, as it not only ensures
data consistency and privacy protection but also directly
enhances model performance by isolating discriminative vas-
cular features, as demonstrated by a 53.3% reduction in error
rates in our ablation studies.

III. PALM VEIN ANTI-SPOOFING DATASET

Currently, several public palm vein datasets are available,
such as the PUT Vein pattern Database [32], CASIA-MS-
PalmprintV1 [33], PolyU Multispectral Palmprint Database
[34], VERA Palmvein Database [35] and FYO Palmvein
Database [36]. However, these datasets are primarily designed
for identity recognition research and only contain live samples
without any spoof attack samples. There are no publicly
available datasets specifically designed for palm vein anti-
spoofing research, and very limited literature addressing this
critical security challenge. This significant gap between prac-
tical needs and research progress calls for immediate attention
from the research community.

To bridge this gap and establish a foundation for palm vein
anti-spoofing research, we present PVASD, the first large-scale
dataset containing live data and spoof data, 1,187,519 images
from 5,515 subjects. The PVASD significantly advances the
field through several key innovations in data collection and
diversity.

A. Dataset Overview
1) Live Data: The live samples was self-collected through a

controlled acquisition process involving 2,676 distinct human
participants. Each participant contributed high-resolution
images of both their left and right palm veins, captured in var-
ious real-world scenarios and varying illumination conditions,
as illustrated by the live samples in Fig. 2, resulting in a total
of 880,241 palm vein images. A range of sensor types were
used to capture data at five different resolutions in order to
maintain image quality while guaranteeing diversity. Realism
and utility are prioritized in the dataset, which features natural
backdrops, realistic attitudes, and illumination variations that
are present in daily life. Every participant provided their
informed permission in compliance with ethical guidelines,
and the information was anonymized to protect privacy.

2) Spoof Data: We built the spoof data of the PVASD
using a self-collection mechanism to address the drawbacks of
existing datasets, which basically lack fake data. By gathering
data in a range of circumstances, we ensure comprehensive
coverage of 2D and 3D presentation attacks (PAs) utilizing a
variety of materials and real-life situations. The spoof samples’
practicability and authenticity are greatly increased by this
technique.

As illustrated by the spoof samples in Fig. 3, the PAs in
our dataset encompass both 2D and 3D forms with diverse
materials. The 2D print PAs has four styles (i.e., bending,
folding, cutting, and plne) and four carriers (i.e., grayscale
photograph, infrared photograph, color photograph and A4
paper hand-shaped cutouts). We collected 12 types of 3D Pre-
sentation Attacks (PAs) classified into four material categories.
The first category consists of textile/fiber-based materials,
including White Cotton Glove, Cloth Glove, and Zebra-striped
PU Coated Glove. These materials feature soft and breath-
able characteristics commonly found in everyday use. The
second category comprises elastomer/polymer-based materials,
including Anti-slip Glove, Rubber Glove, Disposable Plastic
Glove, and Disposable Nitrile Glove. These materials typ-
ically exhibit good elasticity and water resistance and are
widely used in medical and industrial applications. The third
category includes adhesive-coated materials, specifically the
Glue Application Anti-slip Glove and Yellow Latex Glove.
These materials have special adhesive properties on their
surfaces that may cause unique interference with palm vein
recognition systems. The fourth category consists of prosthetic
prototypes: Model Prosthetic Hand-1, Model Prosthetic Hand-
2, and Model Prosthetic Hand-3. These prosthetic models
represent more complex and sophisticated 3D presentation
attack methods that may simulate various characteristics of
real human palm vein.

As shown in Table II, our dataset splitting protocol already
implements a realistic unknown attack evaluation: 12 attack
types are used for training, while 4 attack types (grayscale
photograph and prosthetic prototypes) are exclusively reserved
for validation and testing. This ensures that the model has
never seen these two attack types during training, providing a
rigorous evaluation of generalization to unseen spoof attacks.
Although PVASD already includes data captured by multiple
commercial near-infrared sensors with five distinct spatial
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TABLE II
DATASET DETAILS INCLUDING SUBJECTS/IMAGES SETTINGS

resolutions and different optical characteristics, these devices
still belong to the same category of commercially available
palm vein imagers. Therefore, the current release does not yet
provide a formal unseen-device evaluation protocol. To address
this limitation, we are actively extending the dataset with
additional acquisition sessions using previously unseen NIR
and multispectral sensors that differ significantly in wavelength
response, illumination geometry, and optical design. These
new devices will be introduced in the next major release of
PVASD, enabling standardized cross-device and unseen-device
benchmarks. In parallel, we will explore sensor-robust train-
ing strategies, including physics-informed data augmentation
as well as test-time adaptation methods, to further enhance
model generalization across diverse and unforeseen imaging
hardware without requiring device-specific retraining.

B. Data Collection Methodology

Palm vein image acquisition was conducted using mul-
tiple commercial-grade near-infrared (NIR) sensors under
carefully controlled conditions to simulate practical deploy-
ment scenarios while ensuring consistent image quality. Data
were captured at five different resolutions, ranging from
640 × 400 to 1140 × 720 pixels, to enhance dataset diver-
sity and support cross-resolution evaluations. The acquisition
environment was systematically varied to encompass natural,
artificial, and mixed illumination conditions, and incorporated
multiple capture angles (0◦, ±15◦, and ±30◦) and hand-
to-sensor distances between 10 cm and 30 cm. Ambient
temperature and humidity were regulated within the ranges of
10–35◦ C and 40–60%, respectively, to maintain physiological
stability across sessions. All sensors were calibrated according
to manufacturer guidelines prior to data collection to ensure
uniform imaging quality.

For live sample acquisition, participants from diverse
demographic backgrounds were recruited to ensure broad
representativeness. Each subject contributed multiple sessions
of palm vein images, captured under different environmental
settings to document intra-subject variability. During acquisi-
tion, subjects were instructed to place their palms naturally on
or above the sensor without excessive tension or deformation.
Real-time monitoring was performed to verify correct hand
placement, sufficient vein visibility, and appropriate focus.
Post-capture quality control was employed to discard images
exhibiting blur, overexposure, underexposure, or insufficient
vascular contrast, thereby ensuring that only high-quality
samples were retained in the dataset.

To comprehensively address potential security threats, spoof
attack samples were systematically generated to cover both

Fig. 5. Hierarchical organization of the PVASD.

2D and 3D presentation attack scenarios. For 2D attacks, var-
ious materials and techniques were utilized, including printed
grayscale images, infrared photographs, color photographs,
and A4 paper cutouts shaped as palms. For 3D attacks, diverse
materials such as cloth gloves, rubber gloves, plastic gloves,
latex gloves, and prosthetic hand models were employed.
All attack samples were captured under the same environ-
mental conditions and protocols as live samples to maintain
consistency and realism.

Throughout the data collection process, detailed metadata
including sensor type, resolution, environmental conditions,
and capture parameters were recorded and associated with
each image to facilitate subsequent analysis. Anonymization
procedures were rigorously applied to protect participant pri-
vacy and duplicate or corrupted data were systematically
removed. By combining technical consistency with envi-
ronmental diversity, the resulting dataset provides a robust
foundation for the development and evaluation of palm vein
anti-spoofing algorithms under realistic operational conditions.

C. Dataset Organization and Structure

The PVASD is meticulously organized in a hierarchical
structure designed to facilitate efficient access, comprehensive
analysis, and standardized evaluation for researchers. Fig. 5
illustrates the overall organization of our dataset. The core
dataset is structured into two primary categories (live samples
and spoof samples) with further subdivisions based on anatom-
ical, temporal, and attack-type considerations. Live samples
are organized by subject ID, hand orientation (left/right), and
capture session, allowing for systematic analysis of intra-
subject variations, while spoof samples are categorized first
by dimensionality (2D vs. 3D) and then by specific attack
methodology and material type, enabling fine-grained analysis
of different presentation attacks (PAs).
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To ensure consistency and traceability, we implemented
a standardized naming convention for all image files. Live
samples and spoof samples follow the format: live [ID]
[hand] [scene] [num] [resolution].jpg, spoof [ID][hand]
[scene] [num] [resolution].jpg or spoof [PAs-type]
[hand] [scene] [num] [resolution].jpg. This structured
naming scheme enables rapid identification of key
characteristics and facilitates automated parsing and
classification of samples.

IV. EXPERIMENTS
A. Evaluation Protocol

1) Dataset Partitioning: The PVASD is split into training
(72%, 838,351 samples), validation (14%, 175,288 samples),
and testing (14%, 173,880 samples) sets, ensuring no subject
overlap between sets to prevent data leakage. A stratified
sampling strategy was employed to maintain balanced dis-
tributions of attack types, resolutions, and environmental
conditions across all subsets. Specifically, the training set
includes approximately 685,953 live and 152,398 spoof sam-
ples, with similar proportional distributions in the validation
and test sets.

2) Performance Metrics: We adopt standard metrics for
comprehensive evaluation [48], [49]

APCER =
FP

FP + T N
(9)

BPCER =
FN

FN + T P
(10)

ACER =
APCER + BPCER

2
(11)

where FP, FN, T P and T N represent false positives (spoof
samples misclassified as live), false negatives (live samples
misclassified as spoof), true positives and true negatives,
respectively. APCER measures the error rate of accepting
spoof attacks, BPCER evaluates the error rate of rejecting
genuine samples, and ACER provides an overall performance
indicator by averaging the two. Additionally, the Equal Error
Rate (EER) [48] is used on the validation set to determine
the threshold, which is then applied to compute APCER and
BPCER on the test set.

B. Implementation Details

All models were trained using the Adam optimizer with an
initial learning rate of 0.001, decayed via cosine annealing
over 50 epochs. The batch size was set to 128× K, where
K ranges from 1 to 10 based on model complexity and
GPU memory constraints (e.g., K=1 for EfficientNetB7, K=2
for ResNet152, K=10 for MobileNetV3Large). Data augmen-
tation included random horizontal flips (50% probability),
rotations (±20◦, uniform distribution), and brightness adjust-
ments (±20%). Training was conducted on NVIDIA RTX3090
GPUs with 24GB memory. Early stopping was applied if
validation loss did not improve for 5 consecutive epochs.
Detailed configurations are provided in Table III.

C. Baseline Methods

To establish comprehensive benchmarks for palm vein
anti-spoofing, we evaluated three categories of approaches,

TABLE III
MODEL CONFIGURATION DETAILS

adapting all models for binary liveness classification (live
vs. spoof) by replacing their classifier modules with a linear
layer and sigmoid activation [50]. Detailed implementation
parameters are provided in Table III. Batch sizes were selected
empirically to maximize GPU utilization on a single NVIDIA
RTX3090 (24GB), balancing training stability and conver-
gence speed. Lightweight models like MobileNetV3Large
used moderate batch sizes (e.g., 1280) to balance training
efficiency and memory usage, while more complex models
like ResNet152 required smaller batch sizes (e.g., 256) to
avoid memory overflow on a single NVIDIA RTX3090 GPU.
Deeper architectures like EfficientNetV2L typically needed
even smaller batch sizes (e.g., 128) to accommodate their
larger parameter counts and feature map dimensions while
ensuring stable convergence.

(1) Classical Image Classification: We evaluated eight
state-of-the-art CNN-based models: ConvnextLarge [38],
DenseNet201 [39], EfficientNetB7 [40], EfficientNetV2L [41],
MobileNetV3Large [42], RegNetX32gf [43], ResNet152 [44],
and VGG19 [45]. These models range from lightweight archi-
tectures optimized for efficiency (e.g., MobileNetV3Large) to
deep networks for robust feature extraction (e.g., ResNet152),
adapted to capture palm vein patterns.

(2) Adapted Face Anti-Spoofing Methods: Two face anti-
spoofing approaches were adapted for palm vein scenarios.
BiFPNFAS [12] leverages an EfficientNet b0 backbone and
a bidirectional feature pyramid network to capture multi-scale
features. EntryV1 [13] employs multi-scale spatial attention to
focus on discriminative regions, fusing features for accurate
liveness detection. Both were trained on PVASD to adapt to
the characteristics of the palm vein.

(3) Anomaly Detection Approaches: We evaluated two
anomaly detection methods. DevNet [46] uses deviation loss
to establish normality baselines, re-trained on PVASD with
adaptive thresholding for environmental variations. SimpleNet
[47], adapted for global classification, employs multi-scale
feature extraction to detect spoofing anomalies robustly.

D. Baseline Results

The experimental results for various baseline methods on
the PVASD are summarized in Table IV, comparing com-
putational complexity (FLOPs), validation performance (EER
threshold and EER%), and testing metrics (APCER, BPCER,
and ACER). Our comprehensive analysis reveals several key
insights across the three methodological categories.

Among classical image classification models,
MobileNetV3Large achieved the best overall performance
with the lowest ACER of 3.620% and minimal computational
requirements (0.154 G). This outstanding result suggests
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TABLE IV

BASELINE PERFORMANCE ON THE PVASD. ↓ INDICATES LOWER VALUES ARE BETTER

that lightweight architectures with efficient building blocks
are particularly well-suited for palm vein anti-spoofing
tasks. The efficiency-performance balance demonstrated
by MobileNetV3Large makes it exceptionally valuable for
resource-constrained applications. EfficientNetV2L followed
with 5.365% ACER (8.1 G), while VGG19 (5.586% ACER)
outperformed deeper models like ResNet152 (6.798% ACER)
and ConvnextLarge (7.373% ACER). This trend indicates that
increased model complexity does not necessarily translate to
better performance in palm vein anti-spoofing. For instance,
EfficientNetB7, with 34.48 G FLOPs, achieved a higher
ACER of 6.380% compared to MobileNetV3Large’s 3.620%,
underscoring the value of efficient architectural designs over
simply increasing model depth or parameter count.

Face anti-spoofing methods, when adapted to palm vein
scenarios, demonstrated strong but not superior perfor-
mance. EntryV1 achieved an ACER of 3.927% and BiFP-
NFAS delivered 3.962% ACER, both slightly higher than
MobileNetV3Large’s leading result. However, BiFPNFAS’s
efficiency (0.597 G compared to EntryV1’s 1.34 G) remains
noteworthy, positioning it as a competitive option where
computational resources are limited. EntryV1’s particularly
low BPCER of 1.793% indicates excellent ability to correctly
authenticate genuine samples, though at the cost of slightly
higher APCER compared to MobileNetV3Large.

In the anomaly detection category, SimpleNet (3.998%
ACER) substantially outperformed DevNet (8.520% ACER),
offering performance comparable to the face anti-spoofing
methods but still trailing behind MobileNetV3Large.
SimpleNet’s balanced error distribution (APCER 4.908%,
BPCER 3.088%) suggests good generalization capabilities,
though not matching the leading classical model.

A clear trend emerges from these results: lightweight,
efficient architectures specifically designed for mobile appli-
cations, like MobileNetV3Large, can outperform both special-
ized anti-spoofing methods and complex classification models
in the palm vein domain. MobileNetV3Large’s superior per-
formance (3.620% ACER, 0.154G FLOPs) can be attributed to
its inverted residual blocks with squeeze-and-excitation atten-
tion, which effectively capture subtle vascular patterns while
maintaining computational efficiency. Compared to face anti-
spoofing methods (e.g., EntryV1, 3.927% ACER), classical
classification models benefit from general feature extrac-
tion capabilities, making them more adaptable to palm vein

patterns. Anomaly detection methods like SimpleNet (3.998%
ACER) show promise for detecting novel attacks but are less
effective than lightweight classification models in this context.
Moreover, more complex classification models like ResNet152
and ConvnextLarge, with significantly higher computational
demands of 11.4 G and 15.5 G FLOPs, respectively, under-
performed with ACERs of 6.798% and 7.373%.

This challenges the assumption that domain-specific
methods would necessarily yield superior results, as
MobileNetV3Large—a general image classification
model—demonstrated better performance than both
specialized and complex models in this context. Specifically,
despite their tailored design, EntryV1 and BiFPNFAS failed
to surpass MobileNetV3Large’s ACER of 3.620%, with
their own metrics lagging at 3.927% and 3.962%. The
exceptional efficiency of MobileNetV3Large, achieving
top performance with just 0.154 G FLOPs compared to
models like EfficientNetV2L (5.365% ACER with 8.1 G
FLOPs), highlights the importance of architectural efficiency
in palm vein anti-spoofing. This represents a significant
finding for practical deployment scenarios, demonstrating that
sophisticated anti-spoofing capabilities can be achieved with
minimal computational overhead.

These findings highlight three critical insights: (1) effi-
cient architectural design can sometimes outweigh domain
specialization for palm vein anti-spoofing, though spe-
cialized methods like EntryV1 and BiFPNFAS remain
competitive; (2) lightweight models can achieve superior
performance while minimizing computational requirements;
and (3) MobileNetV3Large’s inverted residual blocks with
squeeze-and-excitation attention mechanisms appear particu-
larly well-suited to capturing the subtle differences between
genuine and spoofed palm vein patterns, likely due to their
ability to focus on fine-grained features while maintain-
ing computational efficiency. Future research should further
explore the optimization of efficient architectures specifically
for palm vein anti-spoofing applications.

E. Ablation Experiments

To thoroughly evaluate the effectiveness of our dataset and
better understand the factors affecting palm vein anti-spoofing
performance, we conducted four comprehensive ablation stud-
ies. These experiments investigate the impact of: (1) training
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TABLE V

EFFECT OF LIVE SAMPLE QUANTITY ON ANTI-SPOOFING PERFORMANCE ACROSS DIFFERENT MODEL
ARCHITECTURES. ↓ INDICATES LOWER VALUES ARE BETTER

TABLE VI

IMPACT OF PRESENTATION ATTACK TYPE DIVERSITY ON ANTI-SPOOFING
PERFORMANCE METRICS. ↓ INDICATES LOWER VALUES ARE BETTER

data volume, (2) presentation attack diversity, (3) environmen-
tal conditions, and (4) dataset preprocessing. The first three
ablation experiments used the identical test set as the Baseline
Results (and partly reused those reported values).

(1) Effect of Training Data Volume. Table V demonstrates
how the quantity of live samples in the training set affects
model performance across our three representative approaches.
For each method, we progressively increased the number
of unique live subjects from 100 to 4,000 while maintain-
ing consistent testing conditions. The results reveal a clear
correlation between training data volume and anti-spoofing
performance. For MobileNetV3Large, ACER decreased dra-
matically from 18.658% with 100 subjects to just 4.105%
with 4,000 subjects—a relative improvement of 78.0%. Sim-
ilar patterns emerged with EntryV1 (12.128% to 4.176%,
65.6% improvement) and SimpleNet (12.978% to 4.428%,
65.9% improvement). This consistent performance improve-
ment across architectures underscores the critical importance
of large-scale datasets for developing robust palm vein anti-
spoofing solutions. Notably, the improvement rate diminishes
as data volume increases, suggesting an asymptotic limit to
performance gains from data volume alone. The relation-
ship appears to follow a logarithmic pattern, with the most
substantial improvements occurring in the early stages of

data augmentation (from 100 to 1,000 subjects). Interestingly,
EntryV1 required fewer samples to achieve comparable per-
formance levels, reaching an ACER of 5.784% with just 2,000
subjects—performance that MobileNetV3Large could only
approach with 3,000 subjects. This suggests that architectures
incorporating attention mechanisms may utilize training data
more efficiently for palm vein anti-spoofing tasks.

(2) Impact of Presentation Attack Diversity. Table VI exam-
ines how the diversity of presentation attacks in training data
affects model robustness. We evaluated each model when
trained on: (i) only 2D presentation attacks, (ii) only 3D
presentation attacks, and (iii) both attack types combined.
The results consistently demonstrate that models trained on
both attack types outperform those trained on either type
alone. MobileNetV3Large achieved an ACER of 3.620% when
trained on combined attacks, compared to 6.761% with only
2D attacks and 6.013% with only 3D attacks. EntryV1 showed
even more dramatic improvements, with the combined training
yielding an ACER of 3.927% versus 6.322% (2D only) and
7.005% (3D only)—a relative improvement of 37.88% and
43.94%, respectively. Notably, models trained exclusively on
2D or 3D attacks exhibited asymmetric error distributions.
For example, SimpleNet trained on 2D attacks showed higher
APCER (7.541%) than BPCER (3.031%), indicating greater
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TABLE VII

INFLUENCE OF ENVIRONMENTAL CONDITIONS ON PALM VEIN ANTI-SPOOFING
PERFORMANCE. ↓ INDICATES LOWER VALUES ARE BETTER

difficulty in detecting novel 3D attacks. Conversely, when
trained solely on 3D attacks, the same model showed more
balanced errors but higher overall ACER (7.058%). These
findings highlight the critical importance of presentation attack
diversity in training data. Models exposed to a wider variety
of attack vectors develop more robust feature representations
that generalize better to unseen spoofing attempts. The com-
plementary nature of 2D and 3D attack recognition appears
to create synergistic effects when combined, suggesting that
comprehensive anti-spoofing systems require diverse training
across multiple attack dimensions.

(3) Influence of Environmental Conditions. Table VII inves-
tigates how environmental factors affect model performance by
comparing training on: (i) indoor-only data, (ii) outdoor-only
data, and (iii) combined indoor and outdoor data. The results
reveal dramatic performance differences across environmental
conditions. All three models performed substantially better
on indoor data than outdoor data, with MobileNetV3Large
showing a 4.394% ACER indoors versus 19.381% outdoors—a
4.4× performance gap. Similarly, EntryV1 achieved 4.350%
ACER indoors compared to 11.282% outdoors (2.6× dif-
ference), and SimpleNet recorded 6.201% indoors versus
12.107% outdoors (2.0× difference). Most significantly, mod-
els trained on the combined indoor and outdoor dataset
consistently outperformed those trained on either condition
alone. EntryV1 achieved its best performance (3.927% ACER)
with combined training, surpassing both indoor-only (4.350%)
and outdoor-only (11.282%) training. This pattern held across
all evaluated architectures. The substantial performance degra-
dation in outdoor environments highlights specific challenges
in palm vein anti-spoofing under variable lighting conditions.
Natural illumination introduces complex variations in con-
trast, shadows, and infrared interference that complicate the
distinction between genuine and spoofed presentations. How-
ever, exposure to these challenging conditions during training
appears to enhance model robustness overall, as evidenced
by the superior performance of models trained on combined
environments.

(4) Effect of Data Preprocessing. To evaluate the impact
of preprocessing on palm vein anti-spoofing performance,
we compared two approaches: (i) no preprocessing (using
original images) and (ii) our proposed ROI extraction pipeline.
To enable a fair comparison, we constructed a new dataset
by randomly sampling a subset of original images from the
PVASD. Specifically, we extracted 114,107 images, including

84,554 live samples and 29,553 spoof samples. The dataset
was partitioned into a training set 97,953 samples, 85.8%),
validation set (8,973 samples, 7.9%), and test set (7,181
samples, 6.3%), ensuring no subject overlap across subsets to
prevent data leakage. Random sampling was performed with
a fixed seed (seed=42) to ensure reproducibility, maintaining
a representative distribution of attack types, resolutions, and
environmental conditions.

The new dataset was constructed to provide a unified
baseline for comparing preprocessing methods, as the original
PVASD includes images preprocessed with our ROI pipeline.
By sampling original, unprocessed images, we ensured that all
preprocessing methods were applied consistently to the same
input images. The subset was drawn to balance computational
feasibility with representativeness, prioritizing sufficient cover-
age of subjects and attack types. The live-to-spoof ratio (74:26)
is the same as the original dataset (74:26).

For each subset (training, validation, test), we applied two
preprocessing methods to the same set of original images:
(i) No preprocessing: Original images were used directly
without modification. (ii) Proposed ROI pipeline: MediaPipe
Hands solution were used for palm keypoint localization,
followed by ROI extraction and quality assessment, producing
standardized 128 × 128 ROI images. The training set was
preprocessed separately for each method to train three dis-
tinct models (MobileNetV3Large, EntryV1, SimpleNet). The
validation and test sets were preprocessed correspondingly to
evaluate model performance, ensuring consistency across all
experiments.

As shown in Table VIII, MobileNetV3Large achieved an
ACER of 0.310% with our proposed ROI preprocessing
pipeline, compared to 0.644% (no preprocessing), representing
a 51.9% improvement. Similar improvements were observed
for EntryV1 (0.406% and 0.630%) and SimpleNet (0.399%
and 0.855%). The lower error rates compared to baseline
experiments (e.g. 3.620% ACER for MobileNetV3Large) are
attributed to the smaller but more controlled dataset (114,107
vs. 1,187,519 images), which improved the sensitivity to spoof
detection. Notably, our ROI pipeline significantly reduced
BPCER (0.363% for MobileNetV3Large, 0.401% for EntryV1,
0.592% for SimpleNet), demonstrating its effectiveness in
isolating discriminative vascular features for spoof detection.
SimpleNet benefited most (53.3% ACER reduction), sug-
gesting that simpler architectures rely heavily on optimized
preprocessing.
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TABLE VIII

INFLUENCE OF DATA PREPROCESSING ON PALM VEIN ANTI-SPOOFING PERFORMANCE. ↓ INDICATES LOWER VALUES ARE BETTER

To ensure fairness, all preprocessing methods were applied
to the same set of original images using standardized parame-
ters. The random sampling process used a fixed seed (seed=42)
for reproducibility. Performance was evaluated using the same
metrics (APCER, BPCER, ACER) and threshold (EER from
the validation set) as in the baseline experiments, ensuring
comparability. The preprocessing scripts and dataset splits
will be included in the public PVASD repository to facilitate
replication.

An overview of the studies on ablation. The ablation studies
conducted on the PVASD provide several valuable insights
for further palm vein anti-spoofing research. Our experimental
study demonstrates that, for all evaluated designs, larger train-
ing sets lead to stronger anti-spoofing systems. Data scale is
a critical factor in model performance. The fact that models
trained on 4,000 participants have error rates up to 81.9%
lower than those trained on restricted data provides strong
empirical support for our strategy of building a large-scale
dataset with thousands of subjects.

Additionally, our tests clearly demonstrate that a variety
of presentation attack types are necessary to create systems
that can handle a range of spoofing efforts. Models trained on
heterogeneous attack types (both 2D and 3D) demonstrated
superior performance compared to those specialized for a
single attack category, with improvements in ACER ranging
from 12.5% to 44.0%. This confirms the value of PVASD’s
comprehensive attack simulation methodology, which system-
atically incorporates multiple presentation attack instruments
across different material categories and production techniques.

Despite the inherent difficulties caused by variable light-
ing conditions in outdoor settings, models trained in both
indoor and outdoor environments demonstrated significantly
improved generalization capabilities, achieving lower overall
error rates. This finding supports our data collection strategy
of purposefully including a variety of live environmental
conditions to reflect actual usage scenarios. This is the third
important finding from our ablation studies.

Fourth, we created an advanced workflow for prepping
datasets that is especially tailored for palm vein anti-spoofing.
This pipeline improves data quality and model performance by
using the MediaPipe Hands solution for accurate palm region
keypoint localization and a new ROI extraction method. It
achieves an error rate reduction of up to 53.3%, making it
an essential tool for reliable anti-spoofing research.

All things considered, these findings offer convincing empir-
ical support for the PVASD’s comprehensive design principles

TABLE IX
ZERO-COST MITIGATION OF THE CATASTROPHIC OUTDOOR
COLLAPSE ON MOBILENETV3LARGE (THE MOST SEVERELY

AFFECTED MODEL IN TABLE VII)

and preparation processes. PVASD provides a strong basis
for the creation and assessment of palm vein anti-spoofing
solutions that can be successfully implemented in actual-
life scenarios by purposefully combining extensive subject
participation, various demonstration attack types, and various
environmental conditions with the data preprocessing strategy
we proposed.

While the current preprocessing pipeline includes image
quality control, minor blur and defocus may still affect
palm vein visibility in practical scenarios. Future work will
explore integrating image restoration models such as MB-
TaylorFormer V2 [51], MC-Blur [52], and DBLRNet [53]
to enhance the robustness of preprocessing under degraded
conditions. Moreover, the proposed pipeline can be further
complemented by palm vein enhancement modules to improve
robustness under degraded image quality.

Illumination Normalization Baseline. To further analyze
whether the illumination discrepancy contributes to the degra-
dation of performance in outdoor environments, we tested a
simple baseline photometric normalization (from Table VII) by
applying CLAHE [54] to the test images without retraining.
As shown in Table IX, CLAHE reduces APCER from 18.53%
to 12.14%, indicating improved spoof detection under strong
illumination. Although BPCER slightly increases (20.21% to
24.17%), the overall ACER decreases from 19.37% to 18.16%.
This confirms that illumination shift is a key factor affecting
outdoor performance and motivates future research on the
extraction of learnable illumination-invariant characteristics.

F. Visualization Analysis of Model Attention

To interpret the superior performance of MobileNetV3Large
(ACER=3.620%, APCER=5.227%) over complex models like
ResNet152 (ACER=5.163%), we apply Grad-CAM [55] on
PVASD samples (Fig. 6). On live samples, MobileNetV3Large
generates focused activation on vein bifurcations and density
variations (c), while ResNet152 produces diffuse activation
across the entire palm (e), indicating overfitting to irrelevant
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TABLE X
VULNERABILITY TO AI-GENERATED (DEEPFAKE) PALM-VEIN ATTACKS ON

MOBILENETV3LARGE. ↓ INDICATES LOWER VALUES ARE BETTER

Fig. 6. Grad-CAM visualization on PVASD samples. (a) Live palm image.
(b) Spoof (printed) image. (c) MobileNetV3Large generates focused activation
on vein bifurcations in live samples. (d) MobileNetV3Large shows dispersed
activation on spoof samples, avoiding overfitting to artifacts. (e) ResNet152
exhibits diffuse activation across the entire palm in live samples. (f) ResNet152
produces near-zero activation on spoof samples.

textures. On spoof samples, both models show weak or
dispersed activation (d, f), but this is expected and bene-
ficial: spoof images lack consistent vascular patterns, and
MobileNetV3Large avoids being misled by printing artifacts.

These results provide strong visual evidence that the
inverted residual blocks with squeeze-and-excitation (SE)
attention enable lightweight models to prioritize genuine vas-
cular cues while maintaining robustness to spoof variations,
explaining their dominance in both ACER and APCER.
This analysis indicates that the superior performance of
MobileNetV3Large is not merely architectural, but emerges
from the specific characteristics of PVASD — where fine-
graned vascular patterns dominate over background cues —
highlighting a dataset-driven insight for future model design.

G. Vulnerability to Deepfake Presentation Attacks

To address emerging threats from AI-generated (deep-
fake) spoofs, we extended PVASD with 20,000 high-fidelity
synthetic spoof images generated using PVTree [56]. We
evaluated vulnerability in two controlled settings: (i) seen
during training: 12,000 synthetic spoofs added to the training
set (4,000 each to validation/test), with models retrained
from scratch; (ii) completely unseen during training: no
synthetic data in training, only added to validation/test. The
best-performing model (MobileNetV3Large) was used with
hyperparameters identical to those of the baseline experiments.

Results are summarized in Table X. Even when the model
is exposed to 12,000 synthetic spoofs during training, per-
formance still degrades substantially, with ACER rising from
3.620% to 4.825% — a relative increase of 33.3%. More
alarmingly, when AI-generated spoofs are completely unseen
during training, APCER nearly doubles from 5.227% to
9.679%, pushing ACER to 5.846% and yielding a catastrophic
61.5% relative increase. This sharp deterioration demonstrates
that current palm-vein anti-spoofing systems, including the
best-performing lightweight architectures, remain extremely
fragile against high-fidelity deepfake presentation attacks.
Analysis of the confusion matrices further reveals that the
vast majority of false acceptances originate from synthetic
samples that successfully replicate realistic vein textures and
skin appearance, underscoring the urgent need for specialized
generative-robust defenses in this domain.

The dataset of 20,000 AI-generated spoof images will be
publicly released as the PVASD-deepfake upon acceptance,
establishing the first standardized benchmark for deepfake
defending research in palm-vein anti-spoofing.

V. CONCLUSION AND DISCUSSION

In this paper, for palm vein anti-spoofing, we presented and
released advance dataset preprocessing pipeline, a large-scale
dataset (PVASD) and first benchmark code. Our preprocessing
pipeline significantly enhances model performance by reduc-
ing error rates by up to 53.3%. Moreover, the PVASD is
the first large-scale resource specifically designed for palm
vein anti-spoofing research. It includes 16 different types of
spoofing attack (both 2D and 3D) collected under varied
conditions. Besides, we have taken a significant step beyond
traditional physical attacks by generating 20,000 high-fidelity
AI-generated spoof images using PVTree. Additionally, our
benchmark evaluations indicate that the challenges in palm
vein anti-spoofing differ from those in face anti-spoofing. This
difference stems from near-infrared imaging and the complex
vascular patterns. The experimental results demonstrated the
suboptimal outcome of directly applying conventional face
recognition techniques to spoof detection tasks. In the mean-
time, anomaly detection-based approaches showed promising
detection capabilities against novel attack vectors. By increas-
ing the data volume, enriching spoof type variations, and
enhancing environmental conditions to expand the diversity of
the training dataset, there was a significant reduction in error
rates compared to conventional baseline implementations.

Despite its comprehensive nature, the PVASD has several
limitations. The dataset relies on existing commercial sensors
without incorporating newer sensor technologies, and extreme
environmental conditions remain underrepresented. While rig-
orous anonymization reduces privacy risks, concerns about
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potential biometric data misuse persist. Future research should
focus on developing specialized neural network architectures
tailored for palm vein anti-spoofing using vascular pattern
analysis and near-infrared imaging properties. Key direc-
tions include examining temporal dynamics of vein patterns,
detecting novel spoofing attacks, and incorporating additional
physiological indicators such as blood flow patterns. The
dataset should be expanded with new sensor technologies,
increased geographic diversity. Besides, we will integrate
the entire acquisition–preprocessing–detection process into an
end-to-end evaluation framework to assess real-world system
performance. Additionally, leveraging geometry-aware foun-
dation models tailored for vulnerable object categories [57]
and advanced multi-sensor alignment strategies developed in
cooperative perception [58], [59] could significantly improve
generalization across unseen devices, novel attack types, and
extreme environmental conditions.

PVASD also reveals several concrete directions for future
baseline development. First, the severe performance degrada-
tion in outdoor scenes suggests integrating illumination-robust
preprocessing (e.g., infrared histogram alignment, spectral
normalization, or photometric domain randomization) as
lightweight baseline modules. Second, the surprisingly strong
performance of MobileNetV3Large indicates that SE-style
channel attention is particularly effective for capturing fine-
grained vascular textures; thus, incorporating SE-like attention
into deeper architectures may yield more robust baselines.
Finally, the dataset shows that background artifacts strongly
affect non-attention models, implying that background sup-
pression or texture-aware auxiliary losses can serve as
principled baseline strategies. These directions demonstrate
that PVASD not only provides data and benchmarks, but also
exposes design principles that can guide future palm-vein anti-
spoofing research.

The PVASD, preprocessing pipeline, and benchmarks pro-
vide a foundation for systematic palm vein anti-spoofing
research, enabling reproducibility and fair method compar-
isons in academia while informing more secure recognition
systems in industry. These advances support stronger bio-
metric authentication, critical infrastructure protection, and
non-invasive security solutions. We will release the data
preprocessing pipeline, PVASD, and benchmark code to
accelerate progress in palm vein anti-spoofing and enable
researchers to develop enhanced security solutions.
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