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ARTICLE INFO ABSTRACT

Keywords: In the era of digitization, Data Center Networks (DCN) have emerged as a critical component supporting
Flow optimization infrastructure for cloud computing, big data analytics, online services, and more. With the exponential growth
Load balancing in data transmission and processing demands, the issues related to the performance and efficiency of DCN have

Congestion control

2 COER become increasingly urgent and complex. However, flow in DCN exhibits distinct characteristics compared to
Routing optimization

traditional networks, including uneven flow volume distribution, bursty transmission demands, and intricate

Flow scheduling X . L . X X R
network topologies. Conventional flow optimization strategies often fall short in this unique context. In recent
years, researchers have actively proposed a plethora of innovative flow optimization strategies to address the
challenges of enhancing the performance and efficiency of DCN. This survey aims to comprehensively review
and analyze flow optimization strategies in DCN, encompassing various key areas of research and development
dynamics such as load balancing, congestion control, routing optimization, flow scheduling, and flow security.
Furthermore, it provides an in-depth discussion of the strengths and limitations of existing strategies to equip
researchers with a comprehensive understanding and framework for this field. Moreover, this article explores
future research prospects and trends to guide further innovative work in meeting the ever-growing demands

of DCN.

1. Introduction of the total data sent. However, the remaining 20% of the flow oc-
cupies 80% of the overall data sent. Secondly, flow in DCN is bursty
In the current digital era, Data Center Networks (DCN) have evolved in nature (Benson et al., 2010b). Even within an instantaneous time
into critical infrastructure that supports various technologies such as frame, multiple flows may arrive at network devices simultaneously,
cloud computing, big data analytics, and online services (Noura et al., potentially leading to network congestion. In these network topologies,
2019; Qiu et al., 2018). With the continuous expansion of demands numerous path choices exist between pairs of end-hosts, making tasks
for large-scale data transmission and processing, the performance and such as load balancing, congestion control, routing optimization, flow
efficiency of DCN have become exceptionally crucial. To consistently scheduling and flow security of paramount importance. In this paper,

we collectively refer to these measures as flow optimization strategies.
Flow optimization strategies are crucial for the performance of DCN.
However, considering the distinctive topology and flow character-
istics of DCN, some traditional flow optimization strategies do not
perform well in the current DCN environment. Conventional load bal-
ancing algorithms like ECMP (Thaler and Hopps, 2000) typically per-
form hash calculations on multiple fields of packet headers and then
map the hash value to available paths to achieve load balancing.
Despite its relative simplicity in implementation, ECMP exhibits a
range of issues, including hash collisions and the occurrence of ele-
phant and mouse flow congestion, which can significantly degrade

meet the demands of large-scale data, today’s DCN typically comprises
a multitude of hosts and switch devices, and their scale is experiencing
exponential growth (Qiu et al.,, 2020). To support the ever-growing
demands of network services, modern DCN employ specialized horizon-
tal topologies such as Fat-tree (Al-Fares et al., 2008), VL2 (Greenberg
et al.,, 2009), BCube (Guo et al., 2009), among others, to connect
a vast number of commercial servers, enabling support for massive
computational tasks. Meanwhile, in DCN, flow exhibits characteristics
that are markedly different from traditional networks. Firstly, in DCN,
approximately 80% of the flow volume consists of short flows, each
less than 10 KB in size, despite these flows accounting for only 20%
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network performance. Traditional congestion control algorithms like
DCTCP (Alizadeh et al., 2010) detect and respond to congestion issues
by configuring Explicit Congestion Notification (ECN). However, in
situations where network congestion is not severe, the DCTCP protocol
can still potentially result in switch buffer overflows, subsequently trig-
gering network congestion and packet loss problems. In DCN, without
the ability to adjust routing strategies promptly based on the dynamic
network conditions, network flow can lead to an uneven distribution of
load among network nodes, resulting in resource waste and a decline
in Quality of Service (QoS). Traditional routing optimization strategies,
such as the shortest-path-first algorithm (Piéro et al., 2002), typically
consider only the path selection for data flows while ignoring the net-
work’s load status and flow volume. This approach inevitably leads to
network congestion issues, as it cannot adapt to the dynamically chang-
ing flow demands and network load conditions. In DCN, traditional
flow scheduling strategies also exhibit certain shortcomings. Firstly,
due to the complexity of flow models, some flow is sensitive to factors
like latency, throughput, and deadlines, necessitating more refined
adjustments in flow scheduling. Some flow may have knowledge of its
data size, while others may not, posing additional challenges to flow
scheduling. Secondly, the network model itself is highly intricate, with
network bandwidth being dynamic. Available bandwidth may change
by the time scheduling decisions are made, making it challenging to
accurately capture real-time network conditions. In the environment of
DCN, flow security is an important issue that cannot be ignored. As
network attack methods continue to advance and diversify, traditional
security mechanisms often fall short when faced with complex attack
patterns. For example, Distributed Denial of Service (DDoS) attacks
can easily circumvent defenses based on Access Control Lists (ACLs)
by exploiting small flows (mouse flow) to launch large-scale attacks,
leading to the exhaustion of network resources. Moreover, due to the
enormous data traffic in DCN, traditional Intrusion Detection Systems
(IDS) face a performance bottleneck when processing high-speed data
streams, making it difficult to identify and respond to security threats
in real time.

Therefore, over the past few years, researchers and engineers have
proposed a plethora of mechanisms to address flow optimization issues
in DCN. These mechanisms have varied focuses but primarily include
load balancing, congestion control, routing optimization,flow schedul-
ing, and flow security. Specifically, load balancing aims to achieve
higher flow transmission efficiency, minimize end-to-end data trans-
fer completion times, and enhance the overall utilization of network
links. Congestion control involves adopting appropriate flow scheduling
and management measures to prevent congestion occurrences, thereby
mitigating adverse effects on DCN performance. Routing optimization
aims to maximize data transfer speed, availability, and reliability while
minimizing network congestion and latency. Flow scheduling, on the
other hand, aims to ensure the efficient, reliable, and secure flow
of data. The purpose of flow security is to ensure the security of
data transmission within DCN, preventing malicious attacks and data
breaches.

In this paper, we provide a comprehensive survey of flow opti-
mization strategies within DCN. Fig. 1 illustrates the classification of
our flow optimization strategy framework. Our research has made
significant contributions in the following aspects:

» We conducted a comprehensive review of peer-reviewed litera-
ture published in high-impact journals and conferences over the
past three years. These publications have received widespread ac-
claim and extensive citations within the domain of DCN, serving
as invaluable references for research in this field. By catego-
rizing these publications, we have furnished researchers with a
structured framework for gaining a holistic understanding of the
current state of leading research efforts.
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» We conducted an in-depth exploration of various facets of flow
optimization strategies, encompassing load balancing, congestion
control, routing optimization, flow scheduling, and flow security
solutions. Our analysis not only entails summarizing the merits
of these approaches but also pinpointing their shortcomings. This
endeavor aids researchers in gaining a more profound under-
standing of these strategies and in conducting more thorough
evaluations.

We presented future trends and expectations for the development
of flow optimization strategies. This guidance is intended to
assist researchers in achieving greater excellence in this field.
Our review not only consolidates existing research findings but
also provides insights into future research directions, thereby
encouraging more innovative work.

The remaining content of this paper is structured as follows: Sec-
tion 2 introduces essential background knowledge about DCN. Section 3
provides a detailed exploration of load balancing strategies. Section 4
delves deep into congestion control schemes. Section 5 explores routing
optimization strategies. Section 6 comprehensively covers flow schedul-
ing methods. Section 7 introduces the flow security scheme in detail.
Section 8 presents future development trends and our expectations for
flow optimization strategies. Finally, Section 9 concludes the paper.

2. Background

In this section, we commence with an extensive introduction to
DCN. We start by elucidating the concept and essence of DCN, delving
into the network’s topology. Emphasis is then placed on the flow
characteristics within DCN, including flow patterns, scales, and related
aspects. Subsequently, we delve into SDN within DCN and its role in
enhancing network manageability and performance. Lastly, we explore
flow optimization.

2.1. DCN overview

During the early stages of computer network development, the
concept of data centers was not yet well defined. The primary focus
was on establishing connections between remote computers to facil-
itate remote data access and processing. These connections typically
followed a point-to-point model and relied on traditional telecommu-
nication technologies. However, with the widespread proliferation of
the Internet and the explosive growth of digital information, leading
enterprises such as Amazon, Microsoft, and Google Cloud began to
construct increasingly extensive data centers (Di et al., 2013; Wang
and Ng, 2010; D’Ambrosia et al., 2008). Typically, these data centers
encompassed thousands of servers and necessitated high-performance
network infrastructure to meet the demands for high throughput and
low-latency data transmission. Large tech giants like Facebook, Google,
and Microsoft, in support of their extensive online services and appli-
cation ecosystems, established vast-scale DCN (Xia et al., 2016; Meza
et al.,, 2018; Hammadi and Mhamdi, 2014). Today, in the context
of rapid developments in cloud computing and big data, DCN have
become a focal point in the technology landscape (Wang et al., 2015).

2.2. Topologies in DCN

To meet the substantial demands for flow and fulfill the high
throughput and low-latency performance requirements of application
flow, DCN topologies have been carefully designed. When using topo-
logical structures for packet forwarding, multiple paths of varying
lengths are typically provided between servers (Bilal et al., 2012). In
this section, we will introduce some representative topological struc-
tures.
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Fig. 1. Structure of this survey.
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Fig. 2. Fat-tree topology.

2.2.1. Fat-tree topology

The Fat-Tree (Al-Fares et al., 2008) topology is a structured topology
designed around switches with the goal of maximizing end-to-end
bandwidth while exhibiting excellent scalability. The Fat-Tree structure
comprises three layers: the core layer, the aggregation layer, and the
edge layer. In a k-pod Fat-Tree, each switch has k ports. The core
layer is the top layer and consists of E core switches. There are a
total of k pods, each containing k switches. Both the aggregation and
access layers consist of £ switches each. Each switch in the access
layer can accommodate 7 servers. Therefore a k-pod Fat-Tree has k

pods, with each pod accommodatmg servers. All pods together can

accommodate £ T servers, and there exlst k paths between any two pods.
In Fig. 2, we illustrate the Fat-Tree topology with k = 4.

2.2.2. VL2 topology

The VL2 (Greenberg et al., 2009) topology, proposed by Microsoft,
was designed based on observations of flow characteristics in multiple
real-world DCN. It employs a 2-tier network architecture using a Clos
design and is primarily divided into two layers: the bottom server
layer and the upper switch layer. Top of Rack (ToR) switches are
used to connect these two layers. The switch layer comprises aggre-
gate switches and intermediate switches, with each aggregate switch
connecting to other aggregate switches through intermediate switches.
In this design, if any one of the n intermediate switches fails, it only
reduces the bidirectional bandwidth by '1, This approach increases
the number of end-to-end paths and enhances network robustness. Let
the number of ports on an aggregate switch be N4, and the number
of ports on an intermediate switch be N;. The uplink and downlink

ports on an aggregate switch are % each. The total number of ToR
switches in the network is calculated as N, x %. Additionally, there are
N, aggregate switches and % intermediate switches. The maximum
supported number of servers in the network is 20 X N; X %. Fig. 3
illustrates the VL2 topology for Ny =2 and N; =4.

2.2.3. BCube topology

BCube (Guo et al., 2009) is another novel network topology pro-
posed by Microsoft researchers, designed for constructing large-scale
DCN in a recursive manner. In the BCube structure, servers serve
not only as places for data processing and storage but also as data
forwarding entities, making it a hybrid topology. The construction of
BCube follows these principles: Let k be the number of layers in the
BCube network topology, and n be the number of ports on a switch.
BCube,, is the basic unit of the structure, composed of n servers and
a switch with » ports. BCube, is constructed from n BCube, units
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Fig. 3. VL2 topology for N, =2 and N, =4.
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Fig. 4. BCube topology.

and n switches with n ports each. Similarly, BCube, is composed of
n BCube,_, units and n* switches with n ports each. In BCube,, servers
have k+1 ports, numbered from 0 to & layers. It is important to note that
in BCube, switches are only interconnected with servers. There are no
interconnections between switches or between servers. Fig. 4 illustrates
a n = 4 port switch interconnection in the BCube, topology, consisting
of 4 BCube,, units and 4 switches with 4 ports each.

2.3. Flow characteristics in DCN

In today’s DCN, different data and applications exhibit distinct flow
characteristics and requirements. First, consider real-time online ser-
vices such as voice calls and video conferences. These applications are
not only highly sensitive to latency but also demand a stable network
connection to ensure high-quality communication. On the other hand,
big data applications like data mining, analytics, and batch processing
typically generate massive and continuous data flow (Benson et al.,
2010Db). Therefore, in this subsection, we primarily focus on these two
types of flow.

(1) Latency-sensitive flow: Latency-sensitive flow, commonly referred
to as “mouse flow” or “small flow” in DCN, represents a class of flow
with extremely stringent latency requirements. The key characteristic
of this type of flow is that its transmission speed must be fast enough
to guarantee real-time performance and immediate responsiveness. To
ensure the fulfillment of business requirements, latency-sensitive flow
often needs to complete its transmission within a specified deadline.

(2) Throughput-sensitive flow: Throughput-sensitive flow, also widely
referred to as “elephant flow” or “large flow” in DCN, represents a type
of flow that places significant demands on network bandwidth. Unlike
latency-sensitive flow, throughput-sensitive flow does not necessarily
require real-time performance but prioritizes the efficiency of large-
scale data transmission. Throughput-sensitive flow often necessitates



Y. Liu et al.

substantial bandwidth to support the transfer of extensive data vol-
umes. These large data transfers can involve hundreds of megabytes
or even more data, thus requiring DCN to provide ample bandwidth to
accommodate these demands.

Therefore, the flow characteristics in DCN are typically a mixture of
latency-sensitive flow and throughput-sensitive flow. These two types
of flow are intertwined in DCN, collectively constituting the network’s
dynamic nature (Benson et al., 2010b,a).

2.4. Software-defined data center network

As cloud computing and big data continue to evolve, the scale and
complexity of DCN are also increasing. Traditional DCN often face
issues such as inflexible network topologies, high network latency, and
inadequate security due to constraints in hardware resource allocation,
network configuration, and maintenance. Data centers serve not only
as places for data storage and processing but also host a variety of
applications, including search engines, social networks, online games,
video streaming, and more. These applications demand high network
performance, including low latency, high bandwidth, and high relia-
bility. To address these challenges, SDN technology has been widely
adopted in DCN in recent years (Xia et al., 2014). As shown in Fig. 5,
Software-Defined Data Center Networking refers to the application
of SDN in DCN. It involves separating the control plane and data
plane of the data center network and centralizing network control
using a centralized controller, thereby achieving network flexibility,
programmability, and automation. In this review, SDN technology has
been extensively applied in various mechanisms and strategies to assist
in optimizing flow management policies (Kreutz et al., 2014).

2.5. Problem of flow optimization

In the topology of DCN, there exist multiple potential paths between
hosts, each with varying network conditions. Therefore, to achieve
higher flow transmission efficiency and minimize end-to-end data trans-
fer completion time, it is imperative to employ appropriate flow opti-
mization strategies and techniques. The Multi-Commodity Flow prob-
lem (MCF) is a network flow problem where multiple commodities
flow from different source nodes to different destination nodes in
the network (Sen et al., 2013). Flow optimization in data centers is
designed to address the issue of multi-commodity flows. We define
the MCF problem as follows: Given a network topology denoted as
G = (V, E), where the bandwidth of edge (u,v) € E is given by c(u, v).
There are a total of k flows, denoted as F,, F,, F3, ..., Fg, and each flow
is defined as F; = (s;,d;, x;), where s; and d; represent the source and
destination nodes of flow F;, and x; is the demand. The flow through
edge (u, v) for flow F; is denoted as F;(u, v). The MCF problem is subject
to the following constraints:

K
Bandwidth constraint: Z F;(u,v) < c(u, ). (@D)]
i=1
Demand constraint: z Fuw)=x; & Z Fi(w,u) = x;. (2)
wevV weV

Flow optimization alone cannot guarantee the optimal transmission
strategy for the MCF problem because the optimal solution depends on
flow demands. Therefore, flow optimization algorithms aim to mini-
mize the maximum link utilization, expressed as:

Zilil ZS,d Fi(sw dv)

c(u, v)

3)

min maxg, e

Solving this problem can provide insights into determining the optimal
scheduling strategy. However, the MCF problem is NP-hard, and heuris-
tic algorithms are commonly employed in existing flow optimization
solutions. Therefore, in the following sections, we will delve into the
solutions proposed by the academic community in recent years.
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3. Load balancing

In the context of DCN, the implementation of appropriate load
balancing mechanisms is essential to enhance application performance
and optimize the utilization of network resources. This section aims to
provide a comprehensive overview of the load balancing problem in
DCN, encompassing its overview, current research status, discussions,
and insights.

3.1. Load balancing overview

In the current DCN, there exist multiple paths with equal costs
between hosts, and different types of flow need to be transmitted.
Therefore, a strategy is required to enhance application performance
and effectively utilize network resources. Load balancing mechanisms
in DCN are a technology used to distribute network flow and re-
quests to ensure the efficient utilization of network resources, improve
performance, and enhance availability (Zhang et al., 2018).

In the context of traditional ECMP (Thaler and Hopps, 2000), a
mathematical model can be established to optimize the load balancing
of flow across equivalent links. Given a network topology represented
by the graph G(V, E), where the set V includes network nodes, typ-
ically consisting of switches and hosts, and the set E represents the
collection of links, the optimization objective of ECMP is to minimize
the maximum link utilization (Sen et al., 2013), defined as:

. ye
min(max,c E). C)

Here, e represents a unidirectional link in the network topology G, and
e € E. y, represents the flow load on link e, and C, represents the
capacity of link e.

When designing load balancing algorithms, it is essential to consider
several key objectives comprehensively to ensure the efficient operation
of the network. We summarize several main objectives that load bal-
ancing algorithms need to take into account: (1) The Impact of Load
Balancing Algorithms on Flow Completion Time (FCT): How do
different load balancing algorithms affect flow completion time under
various network loads and flow patterns? (2) Dynamic Adaptation to
Network Conditions: How do load balancing algorithms dynamically
adjust based on real-time network states (such as link utilization,
changes in flow patterns, etc.) to optimize network throughput? (3)
Cost-Efficiency Analysis: How to balance the relationship between
equipment costs (including switches and host resources such as CPU,
memory) and network performance when implementing load balancing
strategies?



Y. Liu et al.

Journal of Network and Computer Applications 226 (2024) 103883

Table 1
Flow-base & Packet-base & Flowlet-base Load Balancing Schemes.
Ref Year Granularity Evaluation method Advantages Disadvantages
ECMP (Thaler and Hopps, 2000) 2000 Flow Real network environment Enhancing network bandwidth Unequal flow distribution and
and fault tolerance neglecting path bandwidth
differences
VL2 (Greenberg et al., 2009) 2009 Flow Real network equipment with Achieves network Directory services may require
simulated flow testing congestion-free and provides further optimization for extremely
unified high bandwidth large-scale scenarios
PLB (Qureshi et al., 2022) 2022 Flow Custom simulator and real Effectively resolves ECMP Limiting scalability, IPv6 tag
networks hash collision issues usage not widely supported
Mohammed and Tapus (2023) 2023 Flow Custom simulation tool with By analyzing big data, The effectiveness needs to be
real workloads effective usage patterns can be verified in larger-scale scenarios
captured to achieve energy due to the limited scale of the
optimization experiment.
RPS (Dixit et al., 2013) 2013 Packet Real network equipment with Leveraging multiple path May result in packet reordering
simulated flow testing resources more efficiently
QDAPS (Huang et al., 2021) 2021 Packet NS2 and Mininet topology Effectively resolves packet High computation complexity on
simulation reordering issues switches
RMC (Zou et al., 2021a) 2021 Packet NS2 and Mininet topology Effectively resolves packet High computation complexity on
simulation reordering in asymmetric switches
topologies
APS (Liu et al., 2022a) 2022 Packet NS2 large-scale topology Effective long and short flow Challenging in distinguishing long
simulation, real network conflict resolution using path and short flow issues
test-bed evaluation isolation
Letflow (Vanini et al., 2017) 2017 Flowlet OMent++ simulation with real Achieving simplicity Weak responsiveness may lead to
workloads short-term congestion
ILB (Zhang et al., 2022) 2022 Flow & Flowlet NS2 topology simulation, real Effective separation of short Flow type identification may have
network Workload and long flows on errors, difficult to precisely
transmission paths differentiate specific flow sizes
PLB (Liu et al., 2020) 2020 Flowlet NS3 topology simulation, real Efficient network resource Does not address packet
network Workload detection reordering
DLB (Zhang et al., 2023) 2023 Flow & Flowlet NS2 topology simulation, real First load balancing solution Practical application challenges,

network workload

considering flow transmission
deadlines

requires modifications to host and
switch

3.2. Load balancing schemes

Currently, the main load balancing solutions can be broadly cate-
gorized into two types: distributed and centralized. In the following
sections, we will provide detailed insights into these two types of load
balancing schemes.

3.2.1. Distributed load balancing

Distributed load balancing primarily addresses the issue of dis-
tributing flow among multiple servers, nodes, or data centers. By
evenly distributing flow, it helps avoid the uneven utilization of server
resources, thereby improving the overall system’s performance and
availability. Generally, distributed load balancing solutions are typi-
cally deployed and implemented on critical devices within the data
center, including hosts and network switches.

Switch-based scheduling schemes can be categorized into four types:
packet-based, flow-based, flowlet-based, and mixed granularity-based.
In the following sections, we will provide a detailed introduction to
these four types of schemes. Table 1 summarizes the load balancing
scheme based on flow, packet, and flowlet, and Table 2 summarizes
the load balancing scheme based on mixed granularity.

(A) Flow-based load balancing scheme

ECMP performs well when flow sizes are equal. When a large
amount of flow arrives simultaneously, hash collisions may occur.
To address these issues, a scheme called PLB (Qureshi et al., 2022)
was proposed as an improvement over ECMP. PLB builds upon the
ECMP foundation but introduces IPv6 tagging for hash calculations
to alleviate hash collision problems. Furthermore, PLB incorporates a
mechanism for detecting congestion signals. Once congestion is de-
tected, it rehashes flows and redirects flow to non-congested paths,
providing a response to link failures and recovery. PLB is deployed on

all Google data center servers, supporting TCP and Pony Express trans-
port protocols, covering nearly all internal transmission needs. It im-
plements a fast, incremental deployment method that allows the sender
to enable flow-based adjustments unilaterally without interrupting the
flow, thus enhancing network performance without interference. PLB
demonstrates significant performance improvements in several aspects,
including reducing link load imbalance, lowering packet loss, reducing
RPC tail latency and the occurrence of missed deadlines, with minimal
increase in CPU usage or retransmission penalties.

The VL2 architecture (Greenberg et al., 2009) by Greenberg et al.
achieves efficient connectivity and performance isolation in data center
networks through the use of a flat address space, Valiant Load Bal-
ancing (VLB), and a directory service. By adopting a Clos topology,
it optimizes cost and bandwidth allocation, while Valiant technology
provides immunity to flow hotspots, avoiding performance bottlenecks.
Address separation and directory services enhance dynamic scheduling
and scalability.

M. Mohammed et al. developed a method (Mohammed and Tépus,
2023) to reduce the energy consumption of mobile cloud computing
by combining big data analytics to predict resource demand and dy-
namically adjust cloud resource allocation. Through techniques such
as clustering, classification, regression, and time series analysis, the
method intelligently analyzes usage data to achieve efficient resource
management. This strategy significantly enhances energy efficiency by
reducing over-provisioning and improving utilization rates.

(B) Packet-based load balancing scheme

While flow-based load balancing methods can effectively address
packet reordering issues, they may sometimes lead to suboptimal link
utilization. Therefore, researchers have proposed several packet-based
load balancing schemes to tackle these challenges.

RPS (Dixit et al., 2013) is a simple packet-based load balancing
scheme. On switches, RPS divides each flow into packets and randomly
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Table 2
Base-mixed granularity load balancing schemes.
Ref Year Granularity Evaluation method Advantages Disadvantages
FAMG (Lu et al., 2023b) 2023 Flowlet & Packet NS3 topology simulation, real Hybrid approach combining Sacrificing some large flow
network workload per-flowlet and per-packet completion times to improve
granularity small flow performance
BOBBLE (Xu et al., 2021) 2021 Flowlet & Packet NS3 topology simulation, real Effective scheduling of long and Challenging in distinguishing long
network Workload short flows at different and short flows
granularities
TLB (Hu et al., 2021) 2021 Adaptive Granularity NS2 topology simulation, real Efficiently adjusts forwarding High computation complexity on
network workload granularity based on switches
characteristics of short flows
LBT (Wang et al., 2023) 2023 Adaptive Granularity NS2 topology simulation, real Routing different types of flow High computation complexity on
network workload with varying granularity switches
AG (Liu et al., 2023b) 2023 Adaptive Granularity NS2 topology simulation, real Dynamically adjusts granularity Does not consider long and short

network workload
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Fig. 6. Workflow of QDAPS.

2))

sprays these packets across all available paths to fully utilize the
bandwidth of parallel paths. However, because the states on different
paths may vary, this can lead to packets arriving in different orders,
resulting in significant packet reordering issues that can impact flow
completion time and throughput.

To address the issue of packet reordering, the QDAPS (Huang et al.,
2021) proposes a packet-level load balancing mechanism that is sen-
sitive to queueing delays. Specifically, QDAPS selects packet paths
based on the queuing delay in the output port buffer of the previous
packet. This ensures that packets arriving earlier are transmitted before
those arriving later, effectively resolving the reordering issue. Fig. 6
illustrates the workflow of QDAPS.

RPS could potentially lead to severe packet reordering issues in
cases of asymmetric or non-uniform network topologies. To address
this concern, researchers have introduced a packet-level load balanc-
ing scheme known as RMC (Zou et al.,, 2021a). RMC employs an
assessment mechanism on switches that evaluates the likelihood of
causing packet reordering based on local queue lengths and global path
delays. Additionally, RMC incorporates a redundancy-optimized coding
technique aimed at mitigating the impact of network asymmetry on
packet reordering issues.

Researchers have introduced a scheduling scheme known as APS
(Liu et al.,, 2022a). The APS scheme dynamically separates mouse
flows from elephant flows across multiple available paths based on
the bursty nature of mouse flows, thereby achieving flow isolation.
Specifically, APS is deployed on switches and adjusts the transmission
paths of flow by computing the minimum number of paths required
to guarantee latency limits for mouse flows. When mice flows are
in a closed state, APS utilizes RPS (Dixit et al., 2013) to transmit
elephant flow packets across all available paths, thus improving the
throughput of elephant flows. However, when mice flows are in an
open state, APS employs the ECMP (Thaler and Hopps, 2000) strategy,
sending elephant flow packets only on paths that do not include mice
flows to avoid unnecessary interference with mice flows. APS enables a
more precise evaluation of its effectiveness and efficiency in managing
heterogeneous traffic by comparing flow distributions under different
workloads such as data mining, web servers, and Hadoop.

(C) Flowlet-based load balancing
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Fig. 7. Principle of flowlets.

To address load imbalance problems in DCN, a scheduling unit
based on flow characteristics, known as flowlet (Kandula et al., 2007),
has been introduced. This technology divides flows into smaller sec-
tions known as flowlet. A new flowlet is recognized only when the time
interval between packets in a flow exceeds a specified flowlet timeout.
In Fig. 7, we depict the principle of flowlets, where a new flowlet
is created when the time gap between packets exceeds the specified
thresholds.

The LetFlow (Vanini et al., 2017) algorithm optimizes data center
network flow allocation through a flowlet-based strategy to meet the
high-capacity demands of bipartite networks. Unlike traditional ECMP,
LetFlow achieves load balancing by random path selection and dynami-
cally adjusting the size of flowlets, without relying on path status. This
flexibility allows it to adapt to network changes, improving resource
utilization and reducing congestion.

ILB (Zhang et al., 2022) proposes a load balancing mechanism that
relies on flow type identification and path segregation. ILB categorizes
flows into three distinct classes: tiny flows, small flows, and long
flows. It devises distinct load balancing strategies tailored to each
flow category. Specifically, tiny flows are subject to flow-level load
balancing, while small and long flows are managed at the flowlet level.
Simultaneously, ILB takes into consideration the real-time assessment
of path conditions to dynamically opt for the output queue path with
the lowest load.

PLB (Liu et al.,, 2020) adopts a flowlet-based routing approach
coupled with adaptive path probing strategies, selective flow rerouting,
and precise congestion metrics to achieve load balancing in DCN.
Simultaneously, PLB employs adaptive path probing strategies that dy-
namically adjust the number of probing paths. This allows for increased
precision in path probing when needed while reducing unnecessary
path probing in cases of lighter network loads, thereby minimizing
bandwidth overhead.

Furthermore, existing data center load balancing solutions often
lack the ability to perceive the transmission deadline requirements of
flows and cannot intelligently redirect flow based on their urgency.
Therefore, a load balancing scheme based on deadline-driven flows
DLB (Zhang et al., 2023) has been proposed. DLB can sense the trans-
mission deadline requirements of flows and intelligently redirect flow
according to their urgency to maximize meeting their transmission time
requirements.
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Fig. 8. TLB overview.

(D) Mixed granularity-based load balancing

Traditional load balancing solutions in DCN often employ static
routing granularities, such as per-flow or per-packet granularity. These
methods use fixed routing granularities and do not fully consider
the dynamic nature of flow characteristics and network topology. To
overcome these issues, some research efforts have proposed load bal-
ancing schemes based on mixed granularities. These approaches aim to
achieve more flexible and efficient network performance optimization
by dynamically adapting to changing network conditions and flow
characteristics.

In this context, the FAMG (Lu et al., 2023b) method introduces
an innovative load balancing strategy with the core concept of dy-
namically selecting the appropriate routing granularity based on the
characteristics of flows. Specifically, the FAMG method classifies flow
into two main categories, namely, large flows and small flows, by
identifying their sizes. For large flows, FAMG employs per-flowlet
granularity for routing to fully utilize network bandwidth and prevent
packet reordering issues. On the other hand, for small flows, per-packet
granularity is utilized to enhance link utilization.

The BOBBLE (Xu et al., 2021) represents another mixed-granularity
load balancing strategy, with its core concept being the division of
flow into large flows and small flows, each receiving the most suitable
routing granularity. The specific operations involve flow classification
at the ingress switches and the addition of corresponding labels. For
large flows, BOBBLE employs a flowlet-based random scheduling algo-
rithm, splitting large flows into multiple flowlets for load balancing to
maximize network bandwidth utilization.

The TLB (Hu et al., 2021) method focuses on addressing congestion
issues related to both small and large flows. The TLB method adaptively
adjusts the switching granularity of long flows based on the load con-
ditions of short flows to allocate network resources efficiently. When
the load on short flows is high, TLB increases the switching granularity
of long flows, thereby reserving more low-congestion paths for short
flows, reducing their queuing delays. Conversely, when the load on
short flows is low, TLB decreases the switching granularity of long
flows to enhance link utilization. In Fig. 8, we illustrate the working
principle of TLB. The TLB scheme effectively enhances the overall ex-
perience of end-users by simultaneously reducing the completion time
of short flows and increasing the throughput of long flows. For mixed
flow patterns such as web searches and data mining, TLB achieves a
balance between short flow response times and long flow data transfer
efficiency, offering a solution that is both efficient and fair in terms of
service quality.

In addition to the aforementioned methods, the LBT (Wang et al.,
2023) approach focuses on load balancing for heterogeneous flow
in DCN. This method classifies flow into three categories, including
short flows, long flows, and Best-Effort (BE) flows, and dynamically
adjusts forwarding granularity based on their load conditions and link
congestion to achieve load balancing for heterogeneous flow.

Lastly, the AG (Liu et al., 2023b) method addresses packet reorder-
ing issues in networks with asymmetric topologies. AG offers a solution
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by dynamically adjusting the size of Packet Trains based on the net-
work’s asymmetry level to reduce reordering problems. In particular,
AG performs load balancing on a Packet Train basis and adaptively
modifies the size of Packet Trains based on the measured path asymme-
try. When there is significant variation in network paths, AG increases
the size of Packet Trains to reduce the occurrence of packet reordering.
Conversely, when network path differences are minimal, AG decreases
the size of Packet Trains to enhance link utilization.

3.2.2. Centralized load balancing

The core concept of centralized load balancing is to coordinate and
manage all flow distribution and decision-making through a controller.
The controller can monitor the overall state of the network or system,
including the load on servers, nodes, or data centers. In Table 3, we
enumerate centralized load balancing strategies employed in recent
years.

Weighted multipath approaches based on SDN have gained
widespread attention. These methods intelligently distribute flow based
on the current state of the network. However, this approach is con-
strained by the flow table capacity of switches. Expanding flow table
capacity often requires costly hardware support, making it challeng-
ing to achieve ideal weighted ratios for each flow group. Further-
more, existing flow distribution methods like WCMP (Zhou et al.,
2014) and Niagara (Kang et al.,, 2015) primarily optimize to min-
imize port oversubscription or flow imbalance without sufficiently
considering the optimization of transmission times for different flow
groups. NAMP (Cheng and Jia, 2020) is a network-aware approach that
optimizes the allocation of flow table rules through central scheduling
to minimize transmission times for different flow groups.

LBPP (Liu et al., 2023a) aims to achieve real-time responsiveness
to dynamic network conditions and load balancing with low decision
latency and overhead. This method implements load balancing at the
packet level. Specifically, LBPP introduces a network modeling ap-
proach based on Graph Neural Networks (GNN) (Wu et al., 2020),
referred to as GNN-Behavior. By learning the intrinsic relationships
between fundamental network behaviors, this approach comprehen-
sively models information related to network topology, flow control,
and more. In Fig. 9, we present the main architecture of LBPP.

Distributed routing algorithms like BCube Source Routing (BSR)
can lead to severe flow conflicts in worst-case scenarios, resulting in
bandwidth utilization falling below 50%. To address these challenges,
CDPFS (Chung et al., 2023) proposes two controller-based dynamic
parallel flow scheduling algorithms: CDPFS and CDPFSMP. The aim is
to reduce flow conflicts and improve load balancing in the BCube cloud
data center network. Specifically, these algorithms employ a controller
to establish a global view and allocate flow paths to minimize potential
flow conflicts. They construct independent path sets for each data flow,
namely the SP (Single-Path) and NSP (Non-Single-Path) graphs, and use
parallel computation to distribute flow paths.

There may be conflicting objectives between users and providers in
load balancing problems. For example, users may prioritize low latency,
while providers are concerned with reducing energy consumption.
Therefore, an effective load balancing algorithm should make decisions
based on a comprehensive consideration of factors such as user ex-
perience, provider efficiency, and fairness. To address this challenge,
a load balancing solution based on cooperative game theory called
LEWIS (Kishor et al., 2023) is proposed. LEWIS considers both latency
and energy consumption as two objectives and seeks the system’s
optimization solution by computing the Nash equilibrium point of the
game.

3.3. Discussion and insights on load balancing
In this section, we delve into the relevant topics of distributed

load balancing and centralized load balancing, providing in-depth in-
sights. Firstly, the primary goal of distributed load balancing is to
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Table 3
Centralized load balancing schemes.
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Ref Year Granularity Evaluation method

Advantages Disadvantages

NAMP (Cheng and Jia, 2020) 2020 Flow
RYU controller

NS3 topology simulation with

Addressing the limited flow table
issue on switches

Controller computation cycle may
impact strategy performance

LBPP (Liu et al., 2023a) 2023 Packet Mininet topology simulation with Predictive load scheduling May introduce packet reordering
Ryu controller, real network achieved through control and issues
workload data plane collaboration
CDPFS (Chung et al., 2023) 2023 Flow Mininet topology simulation with Achieving load balancing Application effects on other
Ryu controller, simulated flow allocation for single-path and topology structures not widely
testing multi-path flows tested
LEWIS (Kishor et al., 2023) 2023 Flow Custom simulation tool, real Concise algorithm design, easy Experimental parameter settings
network workload implementation and applicability overlook network topology
influence
SDN Controller accuracy of flow prediction directly impacts scheduling quality, neces-
Control sitating continuous improvements in network behavior modeling and
GNN End-to-End  Scheduling 8 L. . P &
Plane = flow prediction techniques.
Model Delay Helper o . . . .
To facilitate a more detailed discussion on load balancing, we have
Network Distributing conducted corresponding quantitative experiments. The simulation of
Information Scheduling Helper the data plane was conducted using the Mininet (Dholakiya et al.,
Data 2021) network simulation software. In the control plane simulation, we
Pl utilized the Ryu controller (Li et al., 2020), leveraging the OpenFlow
ane Programmable protocol (Pfaff et al., 2012). The experimental topology was designed
Switch based on a 6-pod Fat-tree architecture. In our simulation experiment,

Fig. 9. The main architecture of LBPP.

evenly distribute flow across multiple servers, nodes, or data centers to
avoid overloading certain links, thereby enhancing the overall system
performance. Subsequently, based on the granularity of scheduling,
distributed load balancing can be categorized into several methods,
including those based on different granularities, such as flow-based,
packet-based, flowlet-based, and mixed granularity-based. Each gran-
ularity method has its own unique advantages and limitations. Flow-
based ECMP methods can effectively address packet reordering issues
but may lead to uneven flow distribution. Packet-based RPS methods
can improve link utilization but may introduce severe packet reorder-
ing. Flowlet-based methods, by segmenting flows, partially balance
link utilization and packet reordering issues. Mixed granularities offer
greater flexibility, allowing the choice of scheduling granularity based
on flow type. In different network environments and flow characteris-
tics, selecting an appropriate load balancing strategy is crucial, and the
dynamic adjustment of strategies becomes particularly important.
Although distributed load balancing excels in effectively balanc-
ing loads, load balancing mechanisms based on switches typically
require customized switch chips or the use of programmable switches,
posing certain challenges in large-scale deployments. Moreover, with
distributed load balancing mechanisms, individual hosts or switches
may struggle to fully comprehend the overall network environment,
making it challenging to make optimal load balancing decisions. There-
fore, centralized load balancing strategies, which leverage a global
perspective to schedule flow in DCN, can achieve better load balancing.
Firstly, centralized load balancing allows for a global view of flow
scheduling, enabling a more comprehensive understanding of the entire
network environment. This enables the more precise development of
flow allocation strategies for optimal performance. Additionally, cen-
tralized load balancing typically exhibits greater adaptability, better
addressing dynamic network changes, as it can comprehensively mon-
itor and adjust the entire network state. However, centralized load
balancing solutions also face several challenges that require further
research. Firstly, achieving coordination between the control plane
and data plane is a crucial challenge, necessitating the design of low-
latency and efficient interoperability mechanisms. Secondly, controller
performance may become a bottleneck, leading to the need for meth-
ods like distributed controllers to enhance scalability. Finally, the

we selected the web search (Alizadeh et al., 2010) workload widely
used in real data centers. Dynamic flow was generated using existing
client/server applications (Bai et al., 2016). In this study, we primar-
ily focused on three performance metrics: FCT, throughput, and CPU
utilization.

In this study, we replicated and compared three load balancing
schemes: ECMP (Thaler and Hopps, 2000), PLB (Qureshi et al., 2022),
and Letflow (Vanini et al., 2017), aiming to explore their fundamental
concepts and performance outcomes. To better compare and observe
the performance of different schemes, we normalized the test values
of each scheme to the PLB scheme. First, Fig. 10(a) illustrates the
overall average Flow Completion Time (FCT) under the web search
workload for the three schemes. Specifically, the Letflow scheme, which
controls flow based on finer-grained flowlets as opposed to ECMP’s
traditional hashing approach, effectively avoids hash collision issues.
The innovation of the PLB scheme lies in its introduction of a flow
label on top of the traditional four-tuple hash, achieving a five-tuple
hash match. This improvement significantly enhances the resolution
of hash collisions for large and small flows. According to the data
in Fig. 10(e), the PLB scheme reduces the average FCT by 14.81%
to 18.57% compared to the Letflow scheme, with an even greater
reduction in FCT for small flows of 47.98% to 53.04%. This is because
using flowlet granularity for transmission can cause packet reordering
issues. However, as shown in Fig. 10(b), Letflow slightly outperforms
PLB in terms of throughput, with an average throughput increase of
2.52% to 5.73%. This is mainly attributed to Letflow’s fine-grained
flowlet-based flow control strategy, which more effectively utilizes mul-
tipath for packet transmission, thereby enhancing the overall network
throughput. Lastly, as depicted in Fig. 10(c), under high network load
conditions, the ECMP scheme faces significant challenges with large
and small flow collisions and packet reordering issues, leading to a
noticeable increase in CPU utilization compared to PLB and Letflow.
This phenomenon indicates that under high load conditions, ECMP
requires more resources to address flow conflicts and reordering issues,
resulting in higher CPU utilization.

4. Congestion control
In a DCN, numerous factors can lead to network congestion, empha-

sizing the need for the development of an effective congestion control
scheme. This section begins by defining congestion control schemes
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Fig. 10. Performance comparison of web search workload on load balancing schemes.

and introducing the primary optimization objectives for such schemes.
Subsequently, it provides an overview of some outstanding congestion
control schemes that have emerged in recent years. Finally, the section
offers insights into this topic.

4.1. Congestion control overview

DCN serve as the core for large-scale computation and data pro-
cessing, characterized by their highly intricate topological structures
and substantial data flow. Effective congestion control protocols are
paramount in such networks. Network congestion can occur when the
current incoming flow exceeds the capacity of the links. Consequently,
the primary objective of congestion control is to prevent congestion
by appropriately managing and scheduling flow, thus alleviating the
adverse effects of congestion on performance (Huang et al., 2018).

Therefore, one of the foremost goals of congestion control protocols
is to prevent congestion points within the network. These congestion
points can potentially result in packet loss, increased latency, and a
decline in network performance. We summarize several key objectives
that congestion control algorithms need to consider: (1) The Impact
of Congestion Control Protocols on Small and Large Flow FCT:
How do different congestion control protocols affect the FCT of small
and large flows, especially under varying network load conditions? (2)
Congestion Control and Deadline-Driven Flow Management: How
do effective congestion control mechanisms decrease the proportion
of flows that fail to meet their deadlines? (3) Congestion Control
under Dynamic Network Load: How do congestion control algorithms
adapt to the dynamic changes in network load to optimize overall
throughput?

4.2. Congestion control schemes

Typically, congestion control can be categorized into two main
types: active congestion control and passive congestion control
(Liu et al., 2013; Rojas-Cessa et al., 2015; Noormohammadpour and
Raghavendra, 2017). In Tables 4 and 5 below, we provide a detailed
list of recent congestion control schemes.

4.2.1. Passive congestion control

Passive congestion control algorithms are designed to manage con-
gestion within a network by automatically detecting and responding to
congestion situations without requiring active notifications or requests
for data senders to reduce their transmission rates. These algorithms
rely on monitoring network flow, queue lengths, and other metrics
while employing adaptive measures to maintain network performance
and reliability.

In the context of the traditional congestion control scheme, DCTCP,
the utilization of the ECN mechanism is pivotal. When network switches
within a DCN detect congestion, they apply ECN labels to transmitted
data packets. Upon arrival at the receiving end, if the ECN counter
value at the receiver exceeds a specific threshold, DCTCP recognizes
network congestion and subsequently reduces the data transmission
rate to mitigate the worsening of the congestion. The following math-
ematical modeling represents key aspects of DCTCP: First, calculation
of the estimated fraction of marked data packets at the sender:

a=(1-c)Xxa+cxF. (5)

Here, a represents the sender’s estimate of the fraction of marked data
packets. F is the fraction of marked data packets in the last data
window, and c is the weight assigned to past estimates when calculating
a. When «a is close to 0, it indicates lower congestion, and when «
is close to 1, it suggests higher congestion. Second, adjustment of the
congestion window size:

cwnd = cwnd X (1 — a/2). (6)

The congestion window size, denoted by cwnd, decreases as a ap-
proaches 1, signifying congestion in the network. Conversely, when «
is closer to O (indicating no congestion), the reduction in window size
is smaller.

The passive congestion control algorithm is described in Table 4.
Traditional TCP protocols typically select only one path for data trans-
mission. When congestion occurs on a chosen path, other paths may
still have available bandwidth resources. Therefore, there is a need
for a mechanism to achieve dynamic flow load balancing in DCN to
enhance performance. In response to this, a new TCP protocol was
called MA-TCP (Xia et al., 2021). MA-TCP is designed to be aware of
the path migration of TCP flows, thereby avoiding the reduction of
congestion window size during flow migration due to packet reorder-
ing. Specifically, MA-TCP employs a random path probing strategy to
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Table 4
Passive congestion control schemes.
Ref. Year Congestion Congestion Modification Evaluation method Advantages Disadvantages
signal aware Place
DCTCP (Alizadeh 2010 ECN Yes Switch Simulation based on The algorithm The convergence speed is
et al., 2010) NS3,with real network implementation is simple slower compared to TCP
workloads
MA-TCP (Xia 2021 RTT & ECN Yes Host Topology simulation based Perceiving path migration Does not consider long and
et al., 2021) on NS3, with real network and avoiding rate short flows issue
workloads decreases during flow
migration
BBC (Bai et al., 2020 ECN Yes Switch Topology simulation based Solving congestion issues Does not consider long and
2021) on NS2, with real network caused by minimal buffer short flows issue
workloads size
Cloudburst (Zeng 2022 None No Host Topology simulation based Simple deployment with Redundant packets
et al., 2022) on NS2, tested by minor modifications on increase network load
simulating flow hosts
T-RACKs 2021 None No Host Topology simulation based Addressing the problem of Scalability of this
(Abdelmoniem on physical network long TCP timeouts mechanism not verified in
and Bensaou, equipment large-scale data centers
2021)
ADCT (Lu 2023 ECN Yes Host Topology simulation based Prioritizing the handling of Algorithm performance
et al., 2023a) on NS3, with real network residual flows with shorter depends on parameter
workloads completion times settings
DCQUIC (Tan 2021 None Yes Host Topology experiments in a Introducing QUIC in DCN Compatibility and
et al., 2021) private DCN, tested by deployment complexity
simulating flow with mainstream protocols
AP (Zou et al., 2020 None No Host Topology simulation based Effectively mitigates TCP Balancing Incast
2021b) on NS2, tested by Incast issues optimization with
simulating flow throughput loss is
challenging
Flash (Gao 2023 ECN Yes Host & Topology simulation based Considering both flow Does not consider
et al., 2023) Switch on NS2, with real network scheduling and congestion performance under more
workloads control complex network
topologies
Table 5
Active congestion control schemes.
Ref. Year Congestion Congestion Modification Evaluation method Advantages Disadvantages
Signal aware Place
D? (Wilson et al., 2011  None Yes Host & Real network equipment Provides improved support Requires application layer
2011) Switch with simulated flow testing  for flow concurrency support for flow size and
deadline information
RSCAT (Diel et al., 2022  None Yes Host Utilizing Ryu as a Adaptable to optimal Requiring strong server
2022) controller with simulated adjustment through support for handling
flow reinforcement learning large-scale networks
RoCC 2023  None Yes Host & Topology simulation based Achieving rapid response Requiring some host and
(Menikkumbura Switch on OMNeT++, with real by actively calculating the switch adaptations to
et al., 2023) network workloads fairness rate support RoCC functionality
Swift (Kumar et al., 2020  Delay Yes None Assessed using a Simple design, relies only Delay signal itself may
2020) homemade simulation tool on host latency have a low information
measurements content compared to ECN
PPO (Ketabi et al., 2023  Delay Yes Host Topology simulation based Dynamically optimize Chosen reward function
2023) on Mininet, and simulates protocol adaptation to and environment
communication with network changes simulation may not fully
simulated flow match reality
FACC (Chen et al., 2023  Delay Yes Host Using OMNeT++ for Better meeting diverse Does not incorporate other

2023)

topology simulation and
real network workloads

flow requirements

flow characteristics into
decision-making

detect congestion states on available paths and reroute congested flows
to paths with lower congestion levels.

With the rapid growth in link rates within DCN, there has been a sig-
nificant discrepancy as the size of switch buffers has not kept pace with
this expansion. This has resulted in a substantial reduction in available
buffer space. To address this challenge, the novel approach of BCC (Bai
et al., 2021) has been introduced. BCC introduces an entirely new
buffer-aware active queue management mechanism that can be seam-
lessly implemented by adding shared buffers to existing switches. A

testbed was constructed using 6 servers connected to an Arista 7060CX-
32S 100Gbps switch equipped with Broadcom Tomahawk chips. This
switch features 4 Memory Management Units (MMUs), each equipped
with a 4 MB buffer, and dynamic buffer allocation is completed within
a single MMU. The results demonstrated that BCC can not only be
easily deployed on commercial switches but also proves effective under
various MMU configurations, confirming its viability and efficiency on
actual commercial hardware.

In DCN, there exist small flows generated by interactive appli-
cations, which often result in a multitude of small TCP flows. Due

10
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to network topology and suboptimal TCP configurations, these small
flows are susceptible to congestion-induced packet loss. To address
this issue, a solution named Cloudburst (Zeng et al., 2022) has been
proposed. Cloudburst does not rely on congestion awareness, ECN,
or RTT strategies. Instead, it achieves fast and reliable transmission
of small flows by parallelizing the transmission of redundant coded
packets using Forward Error Correction (FEC) encoding across multiple
paths.

Furthermore, T-RACKs (Abdelmoniem and Bensaou, 2021) also fo-
cus on addressing the problem of packet loss in small flows. Its rapid
TCP recovery mechanism proactively triggers TCP’s fast retransmission
for small flows at the emulation layer between virtual machines and
network hardware. This approach successfully reduces the transmission
time of small flows without the need for modifications to the TCP
protocol stack.

A3DCT (Lu et al., 2023a) also addresses the requirements of small
flows. This approach employs the Cubic Acceleration TCP algorithm to
enhance the completion time of short flows. It utilizes the Shortest Re-
maining Flow Time (SRFT) strategy to dynamically adjust priorities and
employs a cubic function for fine-grained differentiation. Additionally,
it introduces a gain factor to accelerate the recovery of the transmission
window. These measures collectively enable shorter flows to complete
their transmission more rapidly.

Traditional TCP protocols tend to be conservative in their conges-
tion control mechanisms and are slow to introduce and deploy new
features, thereby facing certain limitations. To address this challenge,
DCQUIC (Tan et al., 2021) has been proposed. DCQUIC represents a
novel data center transport solution based on the QUIC protocol. It
combines the efficiency of UDP with the reliability of TCP. DCQUIC
supports modular design and connection migration techniques, offering
the potential to significantly enhance the transmission performance and
reliability of DCN.

Moreover, to address the Incast problem, which can lead to rapid
buffer saturation in switches, resulting in packet loss and localized
congestion, severely impacting network performance, a solution called
AP (Zou et al.,, 2021b) has been proposed. AP dynamically adjusts
the transmission intervals of TCP packets based on the number of
concurrent flows to effectively mitigate TCP congestion, thereby re-
ducing the likelihood of Incast issues occurring. On the Alibaba Cloud
platform, the AP protocol was deployed on Elastic Compute Service
(ECS) equipped with a 2.5G Intel Xeon CPU, 2 GB RAM, 40 GB hard
disk, and a 100Mbps network interface card, running the CentOS 6.5
operating system. Experimental results show that, in environments with
high concurrency or mild network congestion, enabling the AP protocol
can significantly reduce the risk of timeouts and decrease bandwidth
waste.

Current flow scheduling schemes typically prioritize flows based
solely on their flow volume without fully considering the network’s
congestion status and available bandwidth. Additionally, existing con-
gestion control schemes do not account for flow priorities, they apply
the same congestion window adjustment strategy to both short and long
flows, which can adversely affect the performance of short flows. To ad-
dress these issues, the Flash (Gao et al., 2023) has been proposed. Flash
takes into consideration the network’s congestion status to adjust flow
priorities and employs a priority-based congestion control strategy. At
the switch side, Flash establishes multiple priority queues and enforces
strict priority scheduling based on flow priorities. At the sender side,
the congestion window size is adjusted based on network congestion
signals and the number of bytes already sent by the flow, prioritizing
the transmission of high-priority flows. Detailed information about the
Flash workflow is presented in Fig. 11.

4.2.2. Active congestion control

Active congestion control algorithms primarily aim to prevent con-
gestion in the network through proactive intervention and notifications
to data senders. Unlike passive congestion control, active congestion
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Fig. 11. Flash overview.

control requires the participation of data senders and involves actively
reducing their transmission rates or taking other measures based on
indications of network congestion to reduce the likelihood of conges-
tion occurring. The active congestion control algorithm is described
in Table 5. SDN’s centralized controller can collect and analyze real-
time and historical information from all network switches and flows.
However, the amount of data collected by the controller is substantial
and requires fast computational capabilities for decision-making. This
data can be used to analyze whether network paths are prone to
congestion and configure optimal parameters for each TCP flow to
prevent congestion. In this context, a congestion avoidance tool called
RSCAT (Diel et al., 2022) is proposed. RSCAT utilizes reinforcement
learning algorithms to dynamically detect and configure TCP trans-
mission parameters in real-time, thereby automatically implementing
congestion avoidance control for DCN flow.

The D3 protocol (Wilson et al., 2011) is designed to meet the soft
real-time requirements of user-interactive applications in data center
networks by dynamically scheduling bandwidth and utilizing flow
deadline information to ensure the timeliness of application responses.
It addresses the insensitivity of traditional protocols like TCP to flow
deadlines, adapting to the challenges posed by the concurrency of short
flows and complex loads in data centers.

Traditional end-to-end congestion control based on TCP has become
inadequate to meet the demands for low latency and high throughput
within data centers. Therefore, there has been a gradual shift towards
using Remote Direct Memory Access (RDMA). However, RDMA usage
requires ensuring that packets are not lost to trigger Priority Flow
Control (PFC). Nonetheless, PFC itself introduces a set of problems,
such as head-of-line blocking. Hence, a switch-based congestion con-
trol scheme called RoCC (Menikkumbura et al., 2023) is proposed.
RoCC’s design incorporates an active computation of the fairness rate
by switches, referred to as congestion points. These congestion points
calculate fairness rate values in real-time using a Proportional-Integral
(PI) control loop designed on the switch. Subsequently, it directly sends
fairness rates to source nodes that need rate limiting in the form of
ICMP packets, forming a closed-loop control system from source to
congestion point and back to source.

While next-generation switch technologies offer higher bandwidth,
they often come with relatively small buffers. This poses challenges
for congestion control schemes relying on switch signals, such as ECN,
which continuously adjust thresholds based on switch feedback. There-
fore, a latency-control scheme for congestion control called Swift (Ku-
mar et al., 2020) is introduced, which operates based on the principle
of actively adjusting the congestion window. Swift measures end-to-
end latency in real-time and compares it with a predefined target
latency, proactively adjusting the sending rate to respond to network
and endpoint congestion. The Swift protocol has significantly improved
issues of large-scale concurrency and network congestion in Google’s
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production environments, especially in handling high-density flow sce-
narios, such as large-scale incast situations. By flexibly adjusting the
congestion window in response to network delays, Swift can effectively
manage congestion in data center networks.

FACC (Chen et al., 2023) introduces a system that calculates con-
gestion window thresholds based on the size of flow. It dynamically
allocates congestion window sizes and prioritizes the processing of
short flows based on flow size to meet the diverse requirements of
different flow types in mixed workloads. It identifies short flows, such
as small messages generated by parallel computing or machine learning
tasks that need to be completed quickly, and long flows, such as large
file transfers for Web services that require stable transmission. This
approach optimizes the performance and efficiency of data center net-
works, ensuring that both short flows, which seek low flow completion
times, and long flows, which require high throughput, receive services
that meet their specific needs.

Different networks may require different optimal protocols and
parameter settings, and conditions within a single network can change
at any time. In the past, directly applying reinforcement learning to
control congestion was infeasible because the learning cycle often
exceeded the timescales of the network. PPO (Ketabi et al., 2023)
proposes a framework based on multi-agent reinforcement learning that
can dynamically adjust the parameters of traditional congestion control
protocols. Through this approach, protocols can better adapt to changes
in network conditions. Detailed information about the PPO workflow is
presented in Fig. 12.

4.3. Discussion and insights on congestion control

In this section, we discuss passive congestion control and active
congestion control, providing our insights. Firstly, passive congestion
control algorithms are a category of algorithms that do not require
active notification from the sender to adjust their sending rates. Instead,
they adaptively control congestion by monitoring the network’s state.
Overall, these passive congestion control algorithms monitor network
status and employ adaptive measures to achieve congestion control
and performance optimization in DCN to some extent. However, these
algorithms have limitations such as complexity, strong dependency on
specific scenarios, and deployment challenges.

Secondly, active congestion control algorithms prevent congestion
by actively notifying and intervening with the sender. Unlike passive
congestion control algorithms that monitor the network and adapt,
active congestion control algorithms require sender participation and
cooperation to be effective. Active congestion control algorithms have
their advantages over passive algorithms in certain aspects, but they
also come with higher complexity. In conclusion, active congestion
control algorithms achieve congestion prevention through active sender
participation, providing clear effectiveness but adding complexity.
They have their own characteristics compared to passive control al-
gorithms, and ongoing research is needed to leverage the strengths of
both and address their shortcomings.
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We conducted quantitative experiments to discuss congestion con-
trol, utilizing the NS3 network simulation tool for simulations. This
experiment discussed three network flow management schemes: DCTCP
(Alizadeh et al., 2010), Swift (Kumar et al., 2020), and A3DCT (Lu
et al.,, 2023a), observing their impact on FCT under different net-
work topologies and flow patterns. Specifically, the A3>DCT scheme
demonstrated improvements in handling short-flow FCT across vari-
ous network environments. In simulated bursty short-flow scenarios,
A3DCT achieved a reduction in the average FCT for short flows relative
to DCTCP and Swift, reducing the average FCT for short flows by up
to 16% and 11% compared to DCTCP and Swift, respectively. This
result indicates that A3 DCT offers certain improvements in short-flow
processing in specific scenarios. In large-scale real network topology
scenarios with an 8-pod fat-tree, using a web search workload (Alizadeh
et al., 2010), A3DCT also showed performance improvements in han-
dling short-flow workloads, achieving a 12.7% reduction in the average
FCT for short flows compared to Swift. Furthermore, in mixed long-
short flow network environments, A3DCT’s performance in terms of
average FCT for short flows was superior to both DCTCP and Swift,
improving by 60% and 42%, respectively (Lu et al., 2023a).

5. Routing optimization

In DCN, communication between endpoints holds a crucial posi-
tion, necessitating the implementation of effective routing optimization
strategies. In this section, we start by providing a clear definition of
routing optimization, elucidating the core objectives of routing op-
timization. Subsequently, we provide a detailed overview of routing
optimization solutions that have been developed in recent years in
this field. Finally, we delve into a comprehensive discussion of these
approaches.

5.1. Routing optimization overview

Routing optimization, as a critical component of DCN, plays a
pivotal role. Its objective is to maximize the speed, availability, and
reliability of data transmission while minimizing network congestion
and latency (Li et al., 2021a). In the context of network modeling, we
can represent the network as a directed graph, denoted as G = (V, E),
where V represents the network devices, such as hosts or switches, and
E represents the links. The network’s flow can be modeled as a flow
matrix, where each element represents the flow demand between pairs
of hosts. The routing matrix, denoted as R, is a representation of the
network’s routing algorithm. Each element of this matrix represents the
proportion of flow distribution from flow requests to the network links.
The product of flow requests and the routing matrix results in network
link loads L, which is represented as a column vector with | E| elements.
Risa |Q|x|E| matrix, where 0 < r,, < 1, g € {(i,/)|i,j € N},e € E. The
equation L = OxR indicates that network load is primarily composed of
two parts: the flow matrix and the routing matrix. Optimizing routing
involves adjusting the routing matrix, which is the focus of routing
optimization efforts. The matrix R|g g can be defined as:

11 T2 r'1E|
r I r
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Routing optimization aims to compute efficient paths for each host pair,
facilitating the routing of corresponding flows. After path selection,
the load /;; on each link (i, ) is the sum of all flow requests passing
through that link. The utilization of the link (i, j) is calculated as U; ;=
l’—/_, where c;

[ ij
bandwidth on the link is given by B;; = ¢;; — I;;. Routing optimization

represents the capacity of link (i, j), and the available
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can be formulated as the following equation, where the objective is to
minimize routing costs when routing the load:

min ¢ = Z ;-

(i,))EE

(8)

Here, ¢;; represents the routing cost on the path (i, j). Routing opti-
mization aims to find the routing matrix R that minimizes the overall
routing cost, taking into account the link loads U and available capac-
ities B to ensure efficient and balanced network operation (Lee and
Mukherjee, 2004).

The primary objectives of routing optimization are to ensure that
data is transmitted from source to destination nodes in the most op-
timal manner while avoiding network congestion, reducing latency,
and maximizing the utilization of network resources. We summarize
several key objectives that routing optimization algorithms need to
consider: (1) The Impact of Routing Optimization Algorithms on
FCT: How do different routing optimization algorithms affect the
FCT of data flows? Especially under various network load conditions,
how do these algorithms ensure the rapid transmission of both small
and large flows? (2) The Relationship Between Throughput and
Network Load Conditions: How do routing optimization algorithms
maximize the throughput of data flows under changing network load
conditions? (3) Quantitative Analysis of Link Load Balancing: Utiliz-
ing the Gini coefficient to assess the balance of link loads, which routing
optimization strategies can effectively mitigate the issue of unequal
link loads? How can adjustments in algorithms lead to a more optimal
load distribution? The introduction of the Gini coefficient to analyze
the load distribution among different links is a valuable approach. The
Load_G metric measures the imbalance in link loads, with higher values
indicating greater load imbalance. The formula for Load_G is:

ZiLzl zf:l "91' - 19/"
212§ ’
Where L is the total number of links, 9; represents the load on link
i, § is the average load across all L links. By calculating the Gini
coefficient, you can quantify the degree of load imbalance among the
links, helping to assess the level of load balancing achieved by the
routing optimization scheme (Liu et al., 2021). A higher Gini coefficient
suggests that some links carry a heavier load while others carry a lighter
load, indicating the need for measures to improve load balancing.

Load G = (C)]

5.2. Routing optimization schemes

Typically, routing optimization research primarily focuses on the
internal aspects of DCN, as this is the core of data center operations,
and optimizing internal routing can enhance the overall performance
of the data center. However, external routing optimization is equally
crucial for DCN. This involves routing flow between the data center
and external networks, the internet, and other data centers. In Table 6,
we provide a comprehensive overview of routing optimization solutions
developed in recent years, covering both optimized routing in inter and
intra DCN.

5.2.1. Optimize routing in inter DCN

Routing optimization within DCN primarily focuses on the opti-
mization of network flow within data centers. This typically involves
two main approaches, namely, the deadline-unaware routing scheme
and the deadline-aware routing scheme. The deadline-unaware routing
scheme concentrates on the optimization of network flow without the
need to consider packet deadlines. On the other hand, the deadline-
aware routing scheme requires an understanding of packet deadlines,
as certain applications have strict timing requirements for packet deliv-
ery. Next, we will separately introduce the deadline-unaware routing
scheme and the deadline-aware routing scheme.

FlowBender (Kabbani et al., 2014) employs an end-to-end flow-level
load balancing mechanism that effectively reduces the average and
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Fig. 13. DRL-R overview.

tail latency in data center networks without the need for modifying
hardware or relying on complex host mechanisms. It overcomes the
limitations of traditional ECMP methods, such as imbalanced load
distribution among long flows and path congestion, by utilizing end-
to-end signals like ECN and timeout detection to identify congestion
and failures, thereby achieving dynamic rerouting of flows.

Traditional methods struggle to allocate network resources effec-
tively to meet the performance requirements of different types of flow.
To address this issue, the DRL-R (Liu et al., 2021) solution quantifies the
contributions of caching and bandwidth to latency and combines them
into schedulable and allocatable network resources. Subsequently, deep
reinforcement learning is utilized for adaptive and intelligent rout-
ing decisions to optimize caching and bandwidth allocation for flow,
thereby enhancing the routing performance of DCN. In Fig. 13, we
provide a detailed overview of the DRL-R solution architecture.

The DRL-Plink (Liu et al., 2022b) solution aims to efficiently allo-
cate DCN resources to meet the performance requirements of different
types of flow. It achieves this by establishing private links to isolate
different types of flow and applying deep reinforcement learning to
adaptively and intelligently allocate bandwidth resources.

Some existing flow scheduling schemes, such as PIAS (Bai et al.,
2015) and pFabric (Alizadeh et al., 2013) utilize Shortest Remaining
Time First (SRTF) scheduling to minimize flow completion time. How-
ever, these schemes do not take into account the available network
bandwidth, which can lead to suboptimal performance in dynamic
DCN. To address this issue, the D-SRTF (Gao et al., 2021) scheme
proposes a lightweight distributed approach for DCN. In this scheme,
the remaining size of flows is estimated, and the available bandwidth
is estimated using congestion indicators from congestion control to
calculate the remaining time for each flow. Then, at the sender, packet
priorities are set based on the remaining time and predefined thresholds
to reduce the average flow completion time.

Existing deep reinforcement learning-based routing schemes face
two challenges in large-scale networks: convergence difficulties and
poor robustness. To address this issue, the ScaleDeep (Sun et al.,
2022) scheme introduces the concept of selecting critical nodes from
the network as driver nodes. DRL agents only need to observe the
state of these driver nodes to approximate the entire network state.
Subsequently, DRL agents can dynamically adjust the link weights of
the driver nodes and modify routing strategies to enhance network
performance.

The ORSM (Tang et al., 2022) scheme is focused on addressing the
challenges posed by two different types of flow in DCN: deadline-aware
flows and deadline-unaware flows. Existing mechanisms typically op-
timize performance metrics for only one of these flow types, making
it difficult to simultaneously balance the performance of both. The
ORSM scheme achieves dynamic determination of transmission paths
and sending rates for each flow in mixed-flow scenarios within DCN
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Table 6
Routing optimization schemes.
Ref. Year Evaluation method Advantages Disadvantages
FlowBender 2014 NS3 for topology simulation, The design is simple May result in packet reordering
(Kabbani et al., simulated flow testing
2014)
DRL-R (Liu et al., 2021 OMNet++ for topology Supporting resource-aware joint Lack of real network validation
2021) simulation, simulated flow testing scheduling results
DRL-Plink (Liu 2022 Ryu as controller, Mininet for Isolation of different types of Performance in actual large-scale
et al., 2022b) topology simulation, real network flows using private link DCN needs further validation
workload mechanisms
D-SRTF (Gao et al., 2021 NS2 for topology simulation, real Simple and effective method for Some impact on the performance
2021) network workload estimating flow information of long flows
ScaleDeep (Sun 2022 OMNet++ for topology Addressing the challenges of deep Drive node selection algorithm
et al., 2022) simulation, simulated flow testing reinforcement learning in lacks theoretical basis
large-scale networks
ORSM (Tang et al., 2022 Custom simulation tool, real Real-time determination of paths Limiting study in more complex
2022) network workload and transmission rates using DCN topologies and flow scenarios
feedback mechanisms
FHDM (Ampririt 2023 Custom simulation tool It can effectively handle multiple There are still differences from
et al., 2023) input parameters. actual situations.
Salhab et al. (2020) 2020 Custom simulation tool, real Considered multiple objectives. High computational complexity.
network workload
TED (Guo et al., 2022 Physical network devices for Joint optimization of route and Long model training times
2022) topology simulation egress selection
BATE (Zhang et al., 2023 Custom simulation tool, simulated Stable performance in different Requiring access to global
2021) flow testing network topologies, demand information, which may be

matrices, and routing schemes

challenging to obtain accurately

in large-scale networks

by establishing a mathematical model and solving the routing and
scheduling problem in a distributed manner.

N. Salhab et al. proposed a framework (Salhab et al., 2020) designed
to optimize the mapping of 5G acquisition nodes to virtual machine
pools in 5G software-defined data centers, with the aim of minimizing
cloud computing costs and processing capacity while maximizing the
network load on low-load acquisition nodes. The functional separa-
tion design adopted by 5G networks allows network functions to be
deployed in software-defined data centers through virtualization, but
the strategy for mapping acquisition nodes to virtual machine pools
is crucial for achieving multi-objective optimization of costs, power
consumption, and network load. The framework formalizes the map-
ping problem of 5G acquisition nodes to virtual machine pools as an
integer linear programming problem, providing a dynamic mapping
mechanism to balance and optimize these conflicting objectives.

FHDM (Ampririt et al., 2023) introduces a system based on fuzzy
logic aimed at handling handover decisions in 5G networks, particu-
larly considering the complexity of network slicing parameters. With
the advancement of 5G technology, network management is confronted
with challenges brought about by the introduction of new technolo-
gies such as SDN and network slicing. These technologies increase
the complexity of mobile network management needed to meet the
diverse Quality of Service (QoS) requirements of different applications.
In this context, handover decisions need to account for a variety of
wireless access technologies and a broad range of QoS requirements,
while also dealing with multiple related but inconsistent parameters,
constituting an NP-hard problem. The innovation of FHDM lies in its
introduction of network slicing parameters into the handover decision
process through fuzzy logic, proposing an intelligent system to manage
this complex decision-making process, and verifying its effectiveness
through experiments.

5.2.2. Optimize routing in intra DCN

DCN external routing optimization involves routing flow that con-
nects the data center to external networks, the internet, and other
data centers. This encompasses network connections that span different
geographical locations, service providers, and autonomous systems.

14

Online service providers are increasingly adopting shared Wide-
Area Networks (inter-DC WANSs) to reduce network infrastructure in-
vestments. These networks connect different data centers and Internet
Service Providers (ISP). Such shared inter-DC WANs need to simulta-
neously carry two different priority levels of flow: ISP-facing flow and
inter-DC flow. To address this challenge, the TED (Guo et al., 2022)
approach is proposed. It is a mixed-integer nonlinear programming
method that leverages deep reinforcement learning to train agents for
the joint optimization of outbound route selection and path selection
in the shared inter-DC WAN.

Wide Area Networks (WANs) connecting multiple geographically
distributed data centers play a critical role, but they often face chal-
lenges due to limited bandwidth and frequent link failures, making
it difficult to guarantee service availability. To address these issues,
the BATE (Zhang et al., 2021) framework is proposed. BATE aims to
provide bandwidth availability guarantees for cross-data-center WANs
and consists of three core components: ingress control, flow scheduling,
and fault recovery. It explicitly takes into account the failure probabili-
ties of different links, and the fault recovery component handles actual
failures efficiently. A testbed simulating a small inter-Data Center Wide
Area Network (inter-DC WAN) among six data centers was constructed,
operating at a rate of 1Gbps and a latency of 100 ms to mimic a WAN
environment. Each server was equipped with four Intel Xeon E5-2620
CPUs, 64 GB of memory, and four Ethernet NICs, and ran 20 Virtual
Machines (VM), all connected through OpenvSwitch. The VM operated
on CentOS 7, using the Linux v4.15.6 kernel. Test results from the BATE
framework showed that, across various topologies, flow patterns, and
failure scenarios, it consistently outperformed existing flow engineer-
ing algorithms, with a Bandwidth Availability (BA) satisfaction rate
under normal load conditions that was 23% to 60% higher than other
algorithms.

5.3. Discussion and insights on routing optimization
Internal DCN flow optimization strategies can be broadly cate-

gorized into two main classes: deadline-unaware and deadline-aware
approaches. In the context of deadline-unaware scenarios, existing
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Fig. 14. Performance comparison of cache workload on routing optimization schemes.

research primarily focuses on optimizing network resource allocation
to improve the performance of different types of flow. These meth-
ods significantly enhance network performance in scenarios involving
mixed flow through resource optimization and intelligent scheduling.
In deadline-aware scenarios, current research focuses on ensuring com-
pliance with deadline requirements. Overall, current research still faces
challenges such as the difficulty of validating methods’ effectiveness in
large-scale networks, insufficient robustness, and limited consideration
of the impact of routing choices on scheduling outcomes.

In the realm of DCN, external routing optimization is a critical
topic that involves optimizing flow routing between data centers and
external networks, the Internet, and other data centers. This type
of optimization task involves complex scenarios, including network
connections spanning different geographic locations, service providers,
and autonomous systems. As data centers continue to grow in scale and
complexity, effectively managing and optimizing flow routing between
data centers and external networks has become a significant challenge.
By combining deep reinforcement learning, advanced algorithms, and
a holistic approach to flow engineering, solutions like TED and BATE
are contributing to the transformation of DCN into a more adaptive,
efficient, and resilient ecosystem.

We conducted corresponding quantitative experiments to better
analyze and discuss routing optimization. In this experiment, we utilize
Ryu for control plane simulation and Mininet for data plane simu-
lation, employing the cache workload (Roy et al., 2015) to simulate
traffic. A 6-pod fat-tree topology was used as the network structure.
This experiment explored two schemes: FlowBender (Kabbani et al.,
2014) and D-SRTF (Gao et al., 2021). Similarly, here we normalize
the test values of each scheme to the D-SRTF scheme. At lower levels
of network load, FlowBender and D-SRTF demonstrated similar per-
formance in terms of average FCT. However, under higher network
load, D-SRTF exhibited lower FCT. Furthermore, D-SRTF improved
throughput by 2.85% to 6.01% compared to FlowBender in Fig. 14(b).
This performance gain benefits from the D-SRTF strategy’s ability to
predict the remaining size of a flow by estimating the number of bytes
sent and utilizing congestion control indicators to estimate available
bandwidth, thereby calculating each flow’s remaining time, effectively
increasing throughput. However, implementing this strategy requires
more complex calculations to assess available bandwidth and calculate
each flow’s remaining time. This led to an average increase in CPU
utilization for D-SRTF of 2% to 12% under higher network loads (0.5 to
0.8) compared to FlowBender in Fig. 14(c). This indicates that while D-
SRTF shows advantages in enhancing network throughput and reducing
FCT, it also demands more computational resources.

6. Flow scheduling

In the context of DCN, prioritizing efficient flow scheduling is
essential for optimizing network performance. This section begins by
defining the concept of flow scheduling. It then introduces the primary
optimization objectives related to flow scheduling. Subsequently, an
overview of recent flow optimization solutions and frameworks is
provided. Finally, this section engages in discussion and offers insights
on this topic.
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6.1. Flow scheduling overview

DCN play a crucial role in modern information technology, serving
as the foundational infrastructure connecting users, applications, and
data storage. In this complex and highly interconnected network envi-
ronment, the flow of data is as essential as blood flow within a living
organism. In the following discussion, we will delve into how flow
scheduling can address these challenges to build robust and dependable
DCN. (1) The Impact of Flow Scheduling Strategies on FCT: In DCN,
how do different flow scheduling strategies affect FCT of data flows?
Particularly for flows of varying sizes and types, how do these strategies
optimize FCT? (2) Maximizing Network Throughput: How do flow
scheduling mechanisms maximize the throughput of a network while
ensuring the fair use of network resources? (3) Minimizing Maximum
Link Utilization: How can flow scheduling strategies be designed to
minimize the utilization of the most congested link in a network?

6.2. Flow scheduling schemes

Next, we will begin by introducing centralized flow scheduling
strategies and distributed flow scheduling strategies. In Table 7, we
provide a detailed overview of recent flow scheduling schemes.

6.2.1. Centralized flow scheduling

Freeway (Wang et al., 2014) introduces a new architecture for flow
management in data center networks, dynamically allocating paths
between multiple shortest paths for low-latency and high-throughput,
effectively distinguishing between large and small flows to resolve
the competition issues inherent in traditional solutions. In data center
networks with multi-rooted tree topologies, Freeway enhances overall
network efficiency through real-time monitoring and path adjustments,
achieving local load balancing for small flows and centralized schedul-
ing for large flows. The Freeway scheme was evaluated in a large
Fat-Tree topology simulating Facebook data center workloads, show-
casing its ingenious design in effectively isolating large and small
flows. This isolation strategy enables small flows to complete quickly,
significantly reducing latency and thus improving user experience for
applications with high real-time requirements, such as online meetings
and video calls. At the same time, by allocating high-throughput paths
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Table 7
Flow scheduling schemes.
Ref. Year Evaluation method Advantages Disadvantages
Freeway (Wang et al., 2016 Custom simulation tool with real Effectively isolating large flows Incorrect identification can impact
2014) workloads and small flows performance
Sieve (Zaher et al., 2021) 2021 Mininet simulation with real Dynamically scheduling flow Port load detection has some latency,
workloads based on port load is more may lead to optimization blind spots
flexible and efficient
Nougnanke et al. (2023) 2023 NS3 simulation with real Domain-agnostic, generalizes well Slower prediction speed, real-time
workloads to different topologies and performance improvement needed
parameter combinations
MiFi (Majidi et al., 2023) 2023 Mininet simulation with Considering global and local Performance in larger real networks
simulated flow route reconfiguration requires further verification
ROAR (Guo et al., 2021) 2021 Real network topology and Introducing online intelligent Learning algorithm parameters not
workloads routing using reinforcement extensively fine-tuned, may be stuck
learning in local optima
Wang et al. (2022) 2022 Custom simulation tool with real The solution design is mature The reward function design does not
workloads adequately consider the balance of
all factors
DiffTREAT (Wei et al., 2023 NS3 simulation with real Utilizing deep learning for May require retraining models for
2023) workloads fine-grained differential new applications
scheduling
Poche (Shen et al., 2022) 2022 NS3 simulation with simulated Works well with caching for Requiring additional cache resources
flow differentiated service objectives on switches
PATE (Robin and Khan, 2022 P4 and Mininet simulation with Implementable on existing PISA Flow rate control may increase TCP
2022) real workloads switches retransmissions
DRLIS (Wang et al., 2024) 2023 Real network environment and Optimization achieved load Deep learning networks require
workloads balancing, response time, and ample training data, which could
weighted cost goals. take time to gather.
DAMA (Xu et al., 2022) 2023 Custom simulation tool with Applicable in real-world The communication model assumes

simulation workloads

scenarios.

equal bandwidth allocation, which

may not reflect reality.

to large flows, their transmission becomes more efficient, ensuring that
service quality is maintained even in situations of high network flow.

Traditional solutions struggle to simultaneously optimize the la-
tency of small flows and the throughput of large flows. Therefore,
Sieve (Zaher et al.,, 2021) proposes an SDN-based flow scheduling
framework that samples a portion of network flow and dynamically
reschedules large flows based on the bandwidth utilization of edge
switch ports, as shown in the Fig. 15. This approach shortens the flow
completion time for small flows while ensuring the throughput of large
flows. The framework leverages the clustering feature of OpenFlow to
partially sample network flow, thereby alleviating the controller’s load.

Nougnanke et al. (2023) propose a machine learning-based perfor-
mance prediction framework based on SDN. This framework leverages
SDN’s control plane global view and fine-grained telemetry capabilities
to collect training data, including performance data and input feature
data. When real-time flow metrics are input to the inference agent, it
utilizes the trained machine learning models to make predictions and
output estimated performance metric values. These prediction results
can be used by the SDN control layer’s intelligent caching manage-
ment mechanisms or flow optimization algorithms to adjust system
parameters in real-time to achieve efficient performance.

Within the context of SDN in DCN, the controller faces the critical
task of periodically addressing the optimization problem related to
Multi-Commodity Flow (MCF) and globally updating network config-
urations within extremely tight time constraints to maintain optimal
flow engineering. However, new flow demands may arrive while the
ongoing MCF optimization has not yet converged, making it difficult to
respond promptly. To address these issues, the MiFi (Majidi et al., 2023)
approach has been proposed. MiFi employs a propagation algorithm
to dynamically determine the scope of reconfiguration and utilizes
heuristics and update strategies based on Lyapunov control theory.
These strategies serve to regulate the frequency of reconfiguration,
achieving bounded updates to network flow within the data center
while minimizing the expected flow cost under reconfiguration budget
constraints.
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Hybrid SDN refers to a network architecture where some SDN
switches are deployed within a traditional network. However, current
routing scheme designs often fail to adequately consider flow distri-
bution or involve significant computational overhead in calculating
routing schemes, making it challenging to respond swiftly to dynam-
ically changing flow demands. To address this issue, ROAR (Guo et al.,
2021) proposes an approach that utilizes reinforcement learning to
train flow splitting agents. These agents establish a direct mapping
between flow demands and flow splitting strategies, enabling rapid
intelligent routing optimization for dynamic flow variations within
hybrid SDN environments.

Y. Wang et al. proposed an energy efficiency management frame-
work (Wang et al., 2022) using deep reinforcement learning, aimed
at DCN to meet dynamic demands, achieving flow forecasting and
optimization of the multi-commodity flow problem, facilitating dy-
namic topology configuration and minimizing energy consumption. The
framework, through deep reinforcement learning, realizes real-time
dynamic control of DCN, effectively improving energy efficiency and
resource utilization.

6.2.2. Distributed flow scheduling

DiffTREAT (Wei et al., 2023) employs deep learning using Recurrent
Neural Networks (RNN) (Sherstinsky, 2020) and network caching to
optimize data transmission within data centers. This scheme leverages
deep learning techniques to classify flow and predict flow sizes, obtain-
ing the flow feature information required for differential scheduling.
Simultaneously, a differential scheduling method based on a multi-level
priority queue is introduced, considering both flow type and size as
dimensions for priority allocation.

DCN host a variety of flow types, necessitating support for deep
differentiation services to meet the demands of diverse applications.
Hence, a priority-based and flow-aware in-network caching scheme
called Poche (Shen et al.,, 2022) is proposed. This scheme achieves
deep differentiation by introducing additional cache resources within
switches.
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Recently, programmable switches based on the PISA architecture
have emerged, boasting formidable computational capabilities. P4ATE
(Robin and Khan, 2022) represents a flow engineering system tailored
for DCN based on fat-tree topologies, as shown in Fig. 16. It employs P4
programming to implement link monitoring, load-aware path selection,
and flow rate control in the data plane. Importantly, it can be de-
ployed on existing programmable switches, thereby enhancing network
resource utilization and flow completion times.

DRLIS (Wang et al., 2024) is a scheduling algorithm based on deep
reinforcement learning, designed for networked devices in edge and
cloud computing environments. DRLIS addresses these challenges by
integrating a load balancing model with an application response cost
model, and employing the Proximal Policy Optimization (PPO) algo-
rithm to expedite optimization. This approach effectively mitigates the
limitations of edge computing devices and the latency issues associated
with cloud computing.

X. Yuzhe et al. proposed an innovative Distributed Auction for Mul-
tiple Assignment (DAMA) (Xu et al., 2022) to address the allocation and
load balancing of Deep Neural Network (DNN) inference tasks in edge
networks. DAMA introduces a detailed DNN inference task allocation
process model aimed at efficiently distributing tasks and balancing
loads in edge environments. This method involves decomposing the
DNN model into multiple modules and then distributing these modules
across several edge servers for joint execution, significantly reducing
inference time and enhancing efficiency.

6.3. Discussion and insights on flow scheduling

In recent years, the academic community has proposed various flow
scheduling schemes to optimize performance metrics such as network
flow completion time, throughput, and link utilization. These schemes
are designed from two perspectives: centralized and distributed. Both
centralized and distributed scheduling schemes have their advantages
and drawbacks. Future flow scheduling solutions should aim to inte-
grate the strengths of both approaches and build upon this foundation
for further improvement.

Here, we carry out quantitative analysis to better discuss flow
scheduling strategies. This experiment discussed two schemes, Free-
way (Wang et al., 2014) and Sieve (Zaher et al., 2021), which propose
different solutions to the competition between large and small flows
in networks. We conducted network simulations using Ryu for the
control plane and Mininet for the data plane, adopting a 6-pod fat-
tree topology. The simulations employed a cache workload (Roy et al.,
2015) to mimic flow patterns. Similarly, here we normalize the test val-
ues of each scheme to the Freeway scheme. Performance comparisons
indicate that Freeway performs better in terms of average FCT than
Sieve, with improvements ranging from a low of 0.41% to a high of
6.41% in Fig. 17(a), particularly in handling small flows (mouse flows)
in Fig. 17(e), where it reduces the average by 3.33% to 9.04%, and in
dealing with large flows (elephant flows), where it reduces the average
by 7.23% to 15.17% in Fig. 17(f). Moreover, Freeway also exhibits an
improvement in average throughput, ranging from 0.22% to 2.31% in
Fig. 17(b). These achievements are attributed to Freeway’s effective
use of its dynamic path allocation mechanism, distinguishing between
low-latency paths and high-throughput paths to accommodate different
flow demands, ensuring efficient flow transmission. In terms of CPU
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utilization, under high network load levels (0.7 to 0.8), Sieve’s CPU
utilization is on average 2.04% to 8.8% lower than that of Freeway
in Fig. 17(c). This difference stems from Freeway’s need for real-time
dynamic calculations to adjust paths and monitor path latency, whereas
Sieve reduces the controller’s load by sampling a portion of network
flow, thereby lowering overall resource consumption.

7. Flow security

In DCN, the issue of flow security is increasingly prominent in
its importance. This section firstly outlines the fundamental concepts
of flow security, followed by a detailed introduction to the primary
optimization objectives of flow security. Subsequently, solutions related
to flow security are explored. Finally, we present our own specific
insights into these solutions.

7.1. Flow security overview

Flow security is crucial in data center management, as it directly
relates to whether the data center can effectively resist network attacks
and ensure the integrity, availability, and confidentiality of data. To
maintain the security and stability of the network environment, the
following key objectives for flow security need to be considered: (1)
Defense Strategies Against External Attacks: In DCN, which defense
strategies are most effective against various types of external attacks,
such as DDoS attacks and intrusion attempts? Considering the diver-
sity and complexity of attack methods, how can these strategies be
integrated to enhance defense efficiency? (2) Enhancing Network Re-
silience: What mechanisms ensure that a network can rapidly recover
to its normal operational state in the event of an attack? (3) Mini-
mizing Performance Impact: How to balance security and network
performance when implementing flow security strategies? Specifically,
how to ensure the integrity, availability, and confidentiality of data
without significantly affecting network throughput and response times?

7.2. Flow security schemes

Next, we will introduce flow security strategies related to intrusion
detection and DDoS prevention. In Table 8, we provide a detailed
description of the latest developments in flow security.

7.2.1. Intrusion detection

SDN greatly simplifies network management processes through the
decoupling of the control plane and the data plane. However, SDN
introduces a series of new security challenges, among which Distributed
Denial of Service (DDoS) attacks are particularly prominent, posing a
serious threat to the stability and reliability of SDN networks. The two-
stage DDoS attack detection system (Niu et al., 2023) developed by M.
Niu et al. is specifically designed for SDN networks, achieving efficient
and accurate attack detection by combining multi-feature and adaptive
threshold triggering mechanisms with a Support Vector Machine (SVM)
classifier. In the first stage, the system dynamically adjusts thresholds to
adapt to network changes, significantly enhancing flexibility and accu-
racy compared to traditional methods that rely on a single feature and
static thresholds. The SVM classifier in the second stage further verifies
and identifies DDoS attacks, ensuring the precision of detection. The
application of this two-stage method in the SDN environment enhances
detection efficiency and significantly reduces resource consumption.

The DDoS attack detection model (El Sayed et al., 2022) developed
by M. Sayed et al. is specifically designed for the SDN environment,
incorporating deep learning techniques and advanced feature selection
methods. By utilizing Long Short-Term Memory (LSTM) networks and
autoencoders, this model is capable of effectively identifying abnormal
flow patterns in SDN. The model extracts 48 key statistical features
from SDN flow data and uses information gain and random forest
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Fig. 17. Performance comparison of cache workload on flow scheduling schemes.

Table 8
Flow security schemes.
Ref. Year Evaluation method Advantages Disadvantages
Niu et al. (2023) 2023 Mininet simulation with public Less consumption of controller Even in extremely idle moments,
datasets resources the detection module will still be
called multiple times.
El Sayed et al. (2022) 2022 Mininet simulation with public Deep learning methods can Performing offline analysis solely
datasets automatically learn features on the flow
Zainudin et al. (2022) 2023 Mininet simulation with public A hybrid use of CNN and LSTM The robustness of the model
datasets enables comprehensive learning during long-term operation
of flow features remains to be observed
Priyadarsini et al. (2022) 2023 Mininet simulation with It can effectively detect various Partial unknown attacks may
simulated flow types of attacks introduce bias, requiring
continuous model improvements
Zhou et al. (2021) 2021 Mininet simulation with Effectively misleading attackers Considering only external attacks
simulated flow and altering the attack surface
POSEIDON (Li et al., 2021 P4 simulation with simulated flow Highly efficient performance and Relies on programmable switches

2021b)

simplified deployment

New packet\__P3rsing

arrives at the
switch

Attack Detection
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Mitigation
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Fig. 18. An intrusion detection framework by M. Sayed et al..

methods to filter out the top 10 most influential features, thereby en-
hancing the accuracy and efficiency of detection. This approach, which
combines deep learning with refined feature selection, significantly
improves the model’s generalizability and accuracy across different
datasets. Detailed information about the framework of the intrusion
detection framework by M. Sayed et al. in Fig. 18.
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A. Zainudin et al. proposed an efficient detection and classification
method for DDoS attacks, combining XGBoost feature selection and
a CNN-LSTM hybrid deep learning model (Zainudin et al., 2022).
This approach starts with feature selection via the XGBoost algorithm,
effectively reducing feature dimensions and improving the model’s
efficiency and accuracy. Subsequently, a CNN-LSTM hybrid model is
employed, where the two-dimensional Convolutional Neural Network
(CNN) is responsible for extracting the spatial characteristics of fea-
tures, while the LSTM network captures the dependencies of these
features over time. This combination leverages the powerful capabil-
ities of deep learning while taking into account the strict requirements
for low latency and computational efficiency.

7.2.2. Ddos prevention

M. Priyadarsini et al. proposed a two-stage security enhancement
strategy (Priyadarsini et al., 2022) for SDN controllers to address the
security challenges. While the centralized nature of SDN simplifies
network management, it also introduces new security risks, such as
Denial of Service attacks and controller hijacking. Existing solutions
are mostly focused on defending against Denial of Service attacks and
lack detection for multiple types of attacks. To address this, the study
introduced a Security Enforcement Framework (SEF), which combines
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Fig. 19. An overview of the DDoS defense framework by Y. Zhou et al..

Trust-based Controller Attack Detection (TCAD) and Risk-based Attack
Prevention (RAP) models. TCAD utilizes signaling game theory to
analyze communication behavior for proactive attack detection, intro-
ducing time epochs to adjust trust levels. RAP assesses risks from the
application and protocol layers to control malicious flow. This provides
a comprehensive proactive defense for SDN.

Y. Zhou et al. proposed a lightweight hybrid DDoS defense frame-
work (Zhou et al., 2021) based on SDN technology, integrating Moving
Target Defense (MTD) and network deception techniques. Faced with
the limitations of traditional DDoS defense methods such as blackhole
routing and intrusion detection systems, this framework aims to en-
hance network security and attack resistance through a hybrid strategy.
By utilizing an explicit signaling game model to optimize defense strate-
gies, the framework confuses attackers, making it difficult for them
to distinguish between real and fake servers, thereby strengthening
defense. Detailed information about the overview of the DDoS defense
framework by Y. Zhou et al. in Fig. 19.

POSEIDON is a high-performance, low-cost, and flexible system (Li
et al., 2021b) aimed at defending against the increasingly severe large-
scale DDoS attacks. POSEIDON employs next-generation programmable
switches to introduce a system-level DDoS defense solution, balancing
the advantages of new technologies with the simplification of hard-
ware complexity. The system utilizes a high-level policy language to
simplify the expression and deployment of DDoS defense strategies.
Through optimized resource orchestration mechanisms, it efficiently
maps strategies to hardware, optimizing performance to withstand
strong attacks.

7.3. Discussion and insights on flow security

The development of SDN has introduced new security risks, es-
pecially DDoS attacks. To address these challenges, researchers have
proposed efficient detection and prevention methods based on ma-
chine learning and deep learning, specifically designed for the SDN
environment. These studies demonstrate that by integrating machine
learning, optimization techniques, and proactive defense measures with
the concept of moving targets, the security of the SDN environment
can be significantly improved, effectively addressing the evolving se-
curity threats. In the future, as SDN technology continues to mature

19

Journal of Network and Computer Applications 226 (2024) 103883

and evolve, advanced security strategies combining artificial intelli-
gence and machine learning will become increasingly important. They
will further enhance the network’s self-defense capabilities, bringing
revolutionary changes to the field of network security.

Here, we conduct quantitative analysis to facilitate a better discus-
sion on flow security strategies. This experiment discusses the scheme
by Zainudin et al. (2022), which compared the performance of a deep
learning-based Hybrid-DNN model with other Machine Learning (ML)
and Deep Learning (DL) methods in DDoS attack detection and classifi-
cation. The proposed model leverages the strengths of CNN and LSTM,
employing XGBoost feature selection technique for efficient DDoS at-
tack detection and classification. Comparative schemes included two
machine learning-based models (CART decision trees) and five deep
learning-based models (CNN, Deep CNN, LSTM, GRU, and an existing
CNN-LSTM). Under the same network configuration, performance was
evaluated by comparing accuracy, computation time, the number of
learning parameters, and memory computation (MFLOPs). The results
demonstrated that the proposed Hybrid-DNN model achieved a 99.50%
accuracy in DDoS attack detection and classification, surpassing all
other models. Compared to the existing best model (an existing CNN-
LSTM, with an accuracy of 99.44% and a time cost of 0.218 ms),
the proposed model not only improved accuracy to 99.50% but also
reduced the time cost to 0.179 ms, significantly lowered the number of
learning parameters to 4.83K (from 32.81K in the existing CNN-LSTM),
and decreased the computational complexity (MFLOPs reduced from
0.520 in the existing model to 0.067) (Zainudin et al., 2022).

8. Future development trends and prospects

In this section, we discuss the future development trends and
prospects for flow optimization strategies, covering load balancing,
congestion control, routing optimization, flow scheduling and flow
security one by one.

8.1. Load balancing

Customized load balancing: Load balancing is becoming highly
customizable, aiming to cater specifically to different applications by
considering factors like the application’s nature, user locations, and
network conditions. Real-time apps focus on low latency and high band-
width, whereas data processing apps prioritize throughput and resource
maximization. The use of SDN and Network Functions Virtualization
(NFV) introduces new enhancements in load balancing. SDN makes
network management more flexible, and NFV allows for quick service
rollouts and scalable growth, improving the network’s responsiveness
to changing demands. This tailored approach and technological inte-
gration will improve network management and optimization for diverse
applications.

Multi-objective optimization: Future load balancing strategies
will broaden their focus from just one performance metric to a holistic
view, considering various metrics like efficiency, latency, energy usage,
security, and more. Using advanced multi-objective optimization, these
systems will make smarter flow allocation decisions, aiming to find the
best balance among these different metrics.

Integration of machine learning and reinforcement learning
algorithms: Load balancing strategies are increasingly adopting ma-
chine learning and reinforcement learning algorithms. These algorithms
have the capability to autonomously make decisions and optimize
load balancing in response to real-time network flow and application
requirements. An example is using deep learning to recognize flow
patterns, forecast future loads, and adjust strategies accordingly.
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8.2. Congestion control

Real-time monitoring and prediction of network states: Con-
gestion control is shifting focus to prioritize real-time monitoring and
predicting network conditions. This means network devices and algo-
rithms will actively monitor metrics such as flow, utilization, and la-
tency, using this data to predict possible congestion. Through real-time
observation and forecasting, networks aim to spot potential problems
early and take steps to improve performance and availability without
missing any content.

Proactive congestion avoidance: Congestion control is increas-
ingly focusing on proactive avoidance, taking preventive actions to
stop congestion before it happens rather than just reacting to it. This
includes adjusting flows, changing routes, and optimizing resources
based on real-time data and forecasts to keep the network stable.

Al-driven congestion control: As Al technology advances, Al-
driven congestion control is emerging as a key trend. Al and machine
learning offer more accurate network flow predictions, leading to more
adaptable congestion control methods. These technologies enable net-
works to auto-adjust to varying flow patterns, improving network
efficiency and stability.

8.3. Routing optimization

Coordinated optimization of computing, storage, and network
resources: Routing optimization is evolving to consider computing,
storage, and network resources together. Decisions will factor in not
just network layout and traffic but also the distribution and needs of
computing and storage resources. For example, choices could be based
on server workloads and storage needs to pick the best path, enhancing
overall data center efficiency and resource use.

Introduction of network intent awareness: Routing optimization
is evolving to consider computing, storage, and network resources
together. Decisions will factor in not just network layout and traffic
but also the distribution and needs of computing and storage resources.
For example, choices could be based on server workloads and storage
needs to pick the best path, enhancing overall data center efficiency
and resource use.

Applications of machine learning algorithms: Using machine
learning in routing optimization helps networks more accurately pre-
dict conditions, leading to better routing decisions. These algorithms
process large data sets to find patterns and trends, allowing for au-
tomatic adjustments to routing strategies to enhance network perfor-
mance and resource use.

8.4. Flow scheduling

Improving algorithm generalization and adaptation to diverse
network environments: Flow scheduling strategies are moving to-
wards improving algorithm adaptability across different network set-
tings, including data center networks, wide-area networks, and 5G
networks, with their unique topologies and traits. This goal requires
algorithms to better understand and adapt to network dynamics and
variability, ensuring they work well in a variety of conditions.

Providing end-to-end scheduling guarantees to prevent per-
formance anomalies: Flow scheduling is increasingly focusing on
providing end-to-end scheduling guarantees. This means algorithms
should aim not just to optimize individual nodes or links but to ensure
the performance across the entire path or service chain. Such a com-
prehensive approach is key to preventing performance issues, properly
managing network flows, and meeting specific QoS standards.

SDN/NFV integration: The deeper integration of SDN and NFV
opens new possibilities for flow scheduling. SDN offers flexible network
management and configuration, while NFV allows for quick service
deployment and more adaptable network services. Together, SDN and
NFV can lead to more effective flow scheduling, addressing changing
network needs and business policies efficiently.
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8.5. Flow security

Integrating advanced artificial intelligence and machine learn-
ing: With the progress in Al and machine learning, future flow security
strategies are expected to grow more intelligent and automated. Ad-
vanced Al models like deep learning and reinforcement learning will
be used to dynamically recognize and adjust to new security threats,
improving the precision and efficiency of IDS and defense mecha-
nisms. Al-driven security systems will learn on their own, continuously
improving defense strategies against increasingly sophisticated attack
patterns.

Adaptive security strategies and dynamic defense mechanisms:
As cyber-attack methods keep evolving, future flow security solutions
will have to become more adaptable and flexible. Security strategies
and defenses that can auto-adjust using real-time network status and
threat analysis will be crucial. Such strategies might cover risk-based
security measures, adaptive access controls, and dynamic resource
management, all aiming to maintain network stability and performance
amidst diverse attack situations.

Cross-domain security collaboration: With the convergence of
IoT, edge computing, and cloud computing, future networks will be
more complex and widespread. Flow security strategies will have to
cover various network layers and areas, enabling security collabo-
ration across devices and platforms. This necessitates creating secu-
rity protocols and standards suitable for distributed environments and
mechanisms for sharing threat intelligence across domains.

9. Conclusion

This article explores flow optimization strategies in DCN during the
digital era. DCN is essential for supporting cloud computing, big data
analytics, and online services. With increasing data transmission and
processing demands, DCN faces significant performance and efficiency
challenges. Traditional optimization strategies often fall short due to
DCN’s unique flows and complex topologies. We review the latest
research and developments in DCN flow optimization, covering load
balancing, congestion control, routing optimization, flow scheduling,
and security. We discuss the strengths and weaknesses of various
approaches, showcasing the field’s complexity and diversity. The article
underscores the ongoing research efforts to address DCN’s growing
needs. As DCN evolves, so will flow optimization strategies, prompting
continued exploration of new methods and technologies to meet DCN
challenges.
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