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Security-Enhanced Lightweight and
Anonymity-Preserving User Authentication

Scheme for IoT-Based Healthcare
Xin Zhou , Shengbao Wang, Kang Wen , Bin Hu, Xiao Tan , and Qi Xie

Abstract—Ensuring trust within the healthcare system and
addressing privacy and security challenges in the Internet of
Medical Things (IoMT) is of paramount importance. Based
on our preliminary analysis results of Masud et al.’s authen-
tication protocol, we propose an improved solution building
upon their protocol. Our improved protocol incorporates var-
ious security measures to enhance its security. To validate the
effectiveness of our improved protocol, we employ a comprehen-
sive range of heuristic and formal security analysis methods.
Comparative evaluations with other relevant protocols reveal
that our proposed solution achieves satisfactory operational
performance in resource-constrained IoMT scenarios.

Index Terms—Authenticated key exchange, BAN logic, fuzzy
extractor, Internet of Medical Things (IoMT), physical unclonable
function (PUF), ProVerif.

I. INTRODUCTION

THE Internet of Medical Things (IoMT) is the convergence
of medical devices and applications that can be connected

to healthcare information technology systems using network
technologies [1]. The development of IoMT has been driven
by the widespread use of wireless medical sensor networks
(WMSNs) in the healthcare sector over the past few years. The
development of IoMT has been driven by the widespread use
of WMSNs in the healthcare field over the past few years [2].
In IoMT scenarios such as this, a variety of sophisticated
sensor devices are placed on patients to collect and moni-
tor their physiological parameters without compromising their
comfort and transmit the data wirelessly to doctors’ hand-
held devices, such as tablets, smartphones, and other devices.
Based on these data, the doctor can assess the patient’s health
status more comprehensively. Although all data are collected
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from harmless wearable devices, these physiological data are
very sensitive and can pose serious privacy concerns [3],
[4], [5]. Additionally, most electronic devices communicate
via wireless networks, which are vulnerable to a variety of
attacks. Therefore, authentication mechanisms and data pro-
tection means are essential to secure wireless medical sensor
networks.

A. Related Work

1) Two-Party Protocols: Existing security mechanisms
focus on mutual authentication between two parties. Iqbal
and Bayoumi [6] proposed an end-to-end authentication pro-
tocol for authenticating resource-constrained IoMT devices.
The protocol uses a Diffie–Hellman key establishment scheme
and outsources the heavy computational tasks to a trusted
computing center. Park et al. [7] introduced a lightweight,
provably secure scheme for IoMT healthcare systems. They
designed a secure authentication protocol between sensor enti-
ties and servers using nonverification table (NVT) technology.
Amin et al. [8] proposed a three-factor (password, biomet-
ric, and smart card) user authentication scheme for e-health
systems and claimed that their scheme is resistant to most
common attacks.

Fan et al. [9] applied radio frequency identification (RFID)
technology to healthcare systems and proposed a lightweight
mutual authentication protocol with privacy-preserving prop-
erties. Aghili et al. [10] proposed an enhanced authentication
protocol called SecLAP to prevent the attacks in [9] by reduc-
ing the traffic between the tag and the reader. However, the
single-tag authentication protocol suffers from high latency
and low efficiency and is not suitable for large healthcare
scenarios where a large number of tags exist. Therefore,
Kang et al. [11] proposed a low-overhead batch-tag authen-
tication protocol. The protocol uses the encryption of tags
using the solution of homogeneous linear equations as a key
to reduce the tag overhead.

2) TTP-Based Multiparty Protocols: However, IoT-enabled
healthcare applications involving multiple parties, such as
patients, electronic healthcare testing devices, doctors, and
cloud servers, require multiparty authentication for secure
communication. Some schemes use trusted third party
(TTP) to identify and authenticate communicating parties to
reduce the higher computational and communication costs of
resource-constrained devices. Mahmood et al. [5] proposed
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an authentication protocol based on elliptic curve ciphers.
The protocol can generate symmetric security keys between
the patient, doctor, or nurse and a trusted server to ensure
secure communication between the patient and the doctor after
the authentication is over. Yanambaka et al. [12] proposed a
device authentication protocol that authenticates devices in
a network without storing the information in memory. At
the same time, the protocol uses a physical unclonable func-
tion (PUF) to provide a unique identity for each device and
authenticate it when transmitting data to the server via a
TTP. Tsai et al. [13] proposed a multikey exchange protocol
based on trusted third parties. It uses 2-D operations, ellip-
tic curve cryptography, and current time encryption keys to
exchange respective session keys. The protocol can generate
40 keys simultaneously to support 40 sessions at the same
time. However, the authors have yet to provide a formal proof
of the scheme and its use in resource-constrained IoT sensors
is yet to be evaluated.

3) SG-Based Multiparty Protocols: Other schemes dele-
gate the authentication process to smart gateways of neigh-
boring participants. Wu et al. [14] proposed a lightweight
authentication protocol based on WSNs. The protocol mainly
uses hash functions and XOR operations and is distinguished
by its high efficiency and low overhead. Similarly, the protocol
proposed by Masud et al. [15] also has lightweight features.
Kwon et al. [16] noted that the scheme is not anonymous
and suffers from privileged insider attacks and suggested an
improved scheme. However, it is noteworthy that they did
not utilize the Diffie–Hellman key exchange, thus lacking the
forward security property explicitly stated in the scheme. An
improved protocol with high efficiency was also proposed by
Kim et al. [17] in 2023. However, this improved protocol can-
not avoid the problems of [15], and it lacks security. Recently,
Shihab and AlTawy [18] proposed a lightweight authentica-
tion protocol that is robust to desynchronization attacks based
on the one-way hash chain technique. However, the scheme is
not resistant to physical attacks or cloning attacks.

Masud et al.’s protocol [15] is characterized by the utiliza-
tion of hash and XOR operations, rendering it a lightweight
solution with lower computational and communication over-
heads. However, our previous analysis [19] revealed two
design flaws within Masud et al.’s protocol. And we also
demonstrated that it is susceptible to session key disclosure
attacks, offline password guessing attacks, and traceability
attacks. While we did provide remarks pertaining to each
of these identified security vulnerabilities, a comprehensive
solution was not offered.

To fill this gap, in this article, we further present a com-
plete improved protocol based on our previous work. More
importantly, we conduct an in-depth analysis of the improved
protocol, including its security and operational efficiency. The
results of the analysis show that the new improved protocol
not only eliminates the original defects of their protocol but
also retains the advantages of being lightweight and efficient.

B. Contribution

The contributions of this article are as follows.

1) In light of our prior analysis of the Msaud et al.’s
protocol [15] and our subsequent proposal for its
enhancement, this article introduces a lightweight
authentication protocol. This protocol primarily relies on
hash functions and XOR operations to facilitate authen-
tication and key exchange between resource-constrained
IoMT devices.

2) To significantly improve the security of our protocol
while preserving excellent performance, we adopt a
strategic blend of cryptographic tools and techniques.
These include biometrics, fuzzy extractors, secret salts,
and physically unclonable functions. By leveraging these
advanced measures in tandem, our approach ensures a
robust defense against potential threats while maintain-
ing efficient and seamless operation. This comprehen-
sive security enhancement contributes to the protocol’s
reliability and trustworthiness in real-world applications.

C. Organization

The remainder of this article is structured as follows.
Section II describes security mechanisms, such as hash func-
tions, physically unclonable functions, and fuzzy extractors, as
well as common security properties in authentication protocol
design. We review the flaws and insecurities of Masud et al.’s
protocol in Section III. Section IV presents our modified proto-
col. Both heuristic and formal security analyses of the protocol
are given in Section V. Section VI presents a security and
performance comparison among our protocol and other related
protocols. Finally, we conclude this article in Section VII.

II. PRELIMINARIES

Our proposed protocol utilizes hash functions, PUFs, and
fuzzy extractors. The definitions and properties are given in
this section, respectively.

A. Hash Function

The one-way hash function H(·) generates a fixed-length
output (e.g., l bits) from an input of arbitrary length, defined
as H : {0, 1}∗ → {0, 1}l. Its security properties are as
follows [20], [21].

1) Preimage Resistance: For a given hash value h and a
one-way hash function H(·), it is difficult to find any
preimage m such that h = H(m).

2) Second Preimage Resistance: For a given preimage a, it
is difficult to find another preimage b such that H(a) =
H(b).

3) Strong Collision Resistance: For the same one-way hash
function H(·), it is difficult to find two different inputs
such that H(a) = H(b).

B. Physical Unclonable Function

Physically unclonable functions [22] are physical entities
embedded in a physical structure [e.g., an integrated chip (IC)]
which, by means of R← PUF(C), can generate a correspond-
ing output (response) for a given input (challenge). The PUF
provides an efficient way to authenticate devices and protect
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Fig. 1. System architecture.

them from physical threats in insecure environments. In other
words, the PUF(·) can act as a digital fingerprint of the device,
with the following security properties.

1) Uniqueness: For any two different PUFs, PUF1(·) and
PUF2(·), given the same input C, the outputs R1 ←
PUF1(C) and R2 ← PUF2(C) are different.

2) Reproducibility: The response is the same for any given
PUF, given the same input, multiple times.

3) Physical Unclonability: Due to the physical structure
and technical reasons, a specific PUF embedded in a
device cannot be cloned.

4) One-Wayness: PUFs are analogous to one-way functions
in cryptography, that is, given a response R and a partic-
ular PUF(·), it is difficult to recover the corresponding
challenge C.

C. Fuzzy Extractor

A fuzzy extractor is a method for converting a noisy nonuni-
form input into a uniform random string that can be reliably
reproduced [23]. It is important to note that “fuzzy” in this
context means that the fixed values required for encryp-
tion are extracted from values close to, but not equal to,
the original key, without compromising the required secu-
rity. The fuzzy extractor consists of a generating function
Gen(·) and a recurrence function Rep(·), described in detail as
follows.

1) Generate Function Gen(·): Given the input biometrics
bio of users, the function generates the secret data δ

and the common auxiliary parameter τ , where (δ, τ ) =
Gen(bio).

2) Reproduction Function Rep(·): Given the user input
bio, the function reproduces the secret data δ using the
auxiliary parameter τ , where δ = Rep(bio, τ ).

D. System Architecture

Our proposed protocol focuses on describing the commu-
nication between users (i.e., doctors), medical gateways, and
medical sensors in a smart healthcare scenario. Fig. 1 illus-
trates the system architecture of the protocol, where the user
typically uses a resource-constrained handheld device (e.g.,
smartphone and tablet), the sensor nodes are mainly low-
power implantable devices, and the medical gateway typically
has powerful computational capabilities to perform complex
computations.

E. Threat Model

In this article, the classical Dolev–Yao (DY) model [24] is
used to evaluate the security of protocols. The model assumes
that the cryptographic primitives used in the protocol are
secure and that an attacker can intercept, tamper with, delete,
store, and replay any message from the open channel. An
attacker can only decrypt or sign a message if he has the
correct key. An attacker can only forge new messages from
the keys and messages in his possession [25].

F. Common Security Attributes

In this section, we describe common security properties for
authentication protocols in detail.

1) Resistant to Offline Password Guessing Attacks: An
offline password guessing attack occurs in an offline envi-
ronment, where an attacker uses brute-force cracking tools,
password dictionaries, and similar methods to offline deduce
the legitimate user’s password. In contrast to online guessing
attacks, offline attacks have the characteristic of being able to
make an unlimited number of attempts. When calculating and
storing the hash value of a password, the addition of a secret
salt value can increase the difficulty for an attacker to guess
the password, as the attacker must now simultaneously guess
both the password and the secret salt value.

2) Resistant to Session Key Compromise Attacks: A session
key compromise attack refers to a situation where an attacker
is able to obtain the session key. The security of the session
key is a crucial prerequisite for secure communication between
entities. When the attacker successfully determines the key,
they can use it to decrypt encrypted data without the sender’s
knowledge.

3) Anonymity and Untraceability: Anonymity, in the con-
text of information security and privacy, signifies the condition
wherein an attacker is precluded from ascertaining the authen-
tic identity of a communication participant solely through the
examination of the transmitted message [26]. Untraceability,
on the other hand, denotes the state in which an attacker
encounters insurmountable challenges in determining both the
specific user responsible for sending a message and any poten-
tial linkage between multiple messages, thus obfuscating any
discernible connection among them [27].

4) Resistant to Cloning and Physical Attacks: Physical
and cloning attacks encompass scenarios where the attack-
ers endeavors to expropriate the confidential information of
an authorized node by physical means, including techniques,
such as side-channel analysis, power consumption analysis,
and related methods. Afterward, the attacker attempts to estab-
lish a fraudulent communication node, replete with spurious
credentials and identity attributes, with the aim of infiltrating
the network under the guise of an authorized node. PUFs are
commonly used in authentication protocols to resist cloning
attacks [28].

5) Resistant to Impersonation Attacks: Impersonation
attacks refer to situations in which attackers have the ability
to assume the identity of legitimate users. Attackers may
carry out this attack through various means, including eaves-
dropping, message manipulation, replicating and replaying
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messages, or exploiting vulnerabilities introduced by physical
and cloning attacks.

In addition, we also make the following assumptions about
the attacker’s ability.

1) During the brief device authentication process, the tran-
sient (erased or overwritten when in use) intermediate
variables involved in the session state calculation are
safe.

2) The server can provide expensive tamper-proof storage
to protect any secrets and is powerful enough to perform
complex calculations.

3) In contrast, end devices have limited storage capacity to
protect the secrets stored in their nonvolatile memory.
As a result, they are vulnerable to capture.

III. DEFICIENCIES AND INSECURITY OF

MASUD ET AL.’S SCHEME

The issues with the Masud et al.’s protocol [15] have
been analyzed in our previous work [19]. To save space,
we omit a review of Masud et al.’s protocol and its attacks,
and only briefly present our analysis results and improve-
ment suggestions. Afterward, we will provide our complete
improved protocol based on these improvement suggestions.
Any interested reader is referred to [15] and [19] for further
details of the original protocol and our attacks against it.

A. Two Implementation Issues

The original protocol exhibited deficiencies in its imple-
mentation by neglecting to transmit the temporary identity
of sensor nodes STID at the commencement of the protocol,
as well as failing to update the temporary identity of users
Dnew

TID upon the completion of authentication. As a result, the
protocol’s proper functioning was compromised. To address
these limitations, the revised protocol is introduced, incorpo-
rating the inclusion of the SID field in the initial message and
ensuring the timely update of DIDnew and SIDnew following a
successful authentication process.

B. Session Key Disclosure and Traceability Attacks

The susceptibility of the original scheme to session key
disclosure attacks and traceability attacks stems from the
attacker’s capability to acquire confidential data from sensor
nodes through side-channel attacks. To address this fundamen-
tal flaw, we opt to integrate a PUF into the protocol in order
to reinforce its security measures.

C. Offline Password Guessing Attacks

In order to enhance security and mitigate the risks associated
with offline password guessing, we adopt a biometric authenti-
cation approach, replacing traditional passwords. Additionally,
we incorporate secret salts into the system, further increas-
ing the complexity and difficulty of offline password guessing
attacks.

IV. OUR ENHANCED SCHEME

Based on Masud et al.’s protocol, we propose a more
secure and efficient anonymous authentication exchange pro-
tocol. The protocol enables proper agreement of session keys

TABLE I
NOTATION TABLE

between users (i.e., doctors), medical gateways, and medical
sensors in smart healthcare scenarios, which in turn ensures
secure communication. It has three phases named the user
registration phase, the sensor node registration phase, and
the authentication and key exchange phase. The symbolic
descriptions in the protocol are shown in Table I.

A. User Registration Phase

Users (doctors) must register their devices with the medical
gateway in order to obtain real-time patient health data. The
steps for user registration are as follows.

Step 1: The user enters his identity information IDi and
biometric BIOi, and the smart device generates
(ki, hidi) = Gen(BIOi) through a fuzzy extractor
and sends the registration request Req : {IDi, ki}
to the medical gateway through a secure
channel.

Step 2: After receiving a registration request, the medical
gateway traverses its registration list and deter-
mines whether the user is a new user. The gate-
way then generates a random number bi and a
pseudonym DIDi = bi⊕ IDi for the user. The gate-
way stores it in its registry while sending DIDi to
the user.

Step 3: Upon receipt of the message, the user device gen-
erates a random number ri of short length (e.g.,
8 bits) and calculates CPWi = h(ki‖IDi‖ri) and
stores IDi, CPWi, hidi, and DIDi in its memory.
After completing the registration, the user binds
the registered sensor nodes by other means and
stores their related information. At this point, the
user device contains 〈IDi, CPWi, hidi, DIDi, SIDn〉,
etc.

B. Sensor Node Registration Phase

Step 1: The sensor node identifies its own unique iden-
tity SNn, and sends it to the gateway on a secure
channel.

Step 2: Once the registration request has been received,
the gateway iterates through its registration list and
determines whether or not it is a registered node. It
then generates a random number bn and calculates
SIDn = bn⊕ SNn, while generating a challenge Cn

and sending the message {SIDn, Cn} to the sensor
node over a secure channel.
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Step 3: The sensor node generates the response Rn ←
PUF(Cn) via the PUF function. The gateway stores
the SIDn in its memory and sends the response Rn

to the gateway.
Step 4: The gateway records related information

〈SNn, SIDn, (Cn, Rn), bn〉 in its registration list.

C. Authentication and Key Exchange Phase

As participants communicate primarily through unreliable
channels, it is necessary for participants to authenticate each
other and negotiate session keys. This section describes
in detail the process of participant authentication and key
exchange, as shown in Fig. 2.

U → GW: A fuzzy extractor recovers ki = Rep(hidi, BIOi)

from the user’s identity IDi and biometric BIOi. The smart
device continuously tries a random number ri of shorter
length, computes CPW ′i = h(ki‖IDi‖ri), and checks whether
CPW ′i = CPWi holds within a finite number of times (no
more than 2|ri|). If it is not the case, the device stops the exe-
cution of the protocol; otherwise, it proceeds to the next steps.
The device generates the random number bnew

i and calculates
Ni = bnew

i ⊕ h(ki). It then generates the verification mes-
sage α = h(bnew

i ‖ki‖DIDi‖SIDn). The user device sends the
message M1 : {Ni, α, DIDi, SIDn} through the open channel.

GW → SN: After receiving a message from the user
Ui, the gateway retrieves its registry and locates the reg-
istration information ki, IDi and 〈Cn, Rn〉, SNn for DIDi

and SIDn. It then computes bnew
i
′ = Ni ⊕ h(ki), α′ =

h(bnew
i
′‖ki‖DIDi‖SIDn) and verifies whether α′ = α holds

or not. After verification, the gateway generates a random
number bnew

n and the session key SK. Then, it computes
SIDnew

n = SNn ⊕ bnew
n , SKn = (SK‖SIDnew

n )⊕ h(Rn) and gen-
erates the verification message β = h(SK‖Rn‖SIDn‖SIDnew

n ).
The gateway sends the message M2 : {SKn, β, Cn} through the
open channel.

SN → GW: After receiving the challenge Cn, the sen-
sor node outputs the response Rn ← PUF(Cn) and
calculates (SK′‖SIDnew

n
′) = SKn ⊕ h(Rn) and β ′ =

h(SK′‖Rn‖SIDn‖SIDnew
n
′). If β ′ = β does not hold, the sen-

sor node terminates the protocol and deletes the session key
SK′ and the new pseudonym SIDnew

n
′; conversely, the sensor

node accepts the session key SK′, stores the new pseudonym
SIDnew

n
′ and continues with the protocol. The sensor node gen-

erates the authentication message γ = h(SIDnew
n
′‖SK′) and

sends the confirmation message M3 : {γ }.
GW → U: The gateway calculates γ ′ = h(SIDnew

n ‖SK).
If γ ′ = γ does not hold, the gateway terminates the
protocol; if it does, the gateway replaces and continues
the protocol with the registration record for that sensor.
Gateway computes DIDnew

i = IDi ⊕ bnew
i and SKi =

(SIDnew
n ‖SK‖DIDnew

i ) ⊕ h(ki). Also generate the verification
message λ = h(SK‖DIDi‖ki‖DIDnew

i ‖SIDnew
n ) and send the

message M4 : {SKi, λ}. Then, the gateway adds DIDnew
i to the

registration record of that user.
U: User calculates (SIDnew

n
′‖SK′‖DIDnew

i
′) = SKi ⊕ h(ki)

and λ′ = h(SK′‖DIDi‖ki‖DIDnew
i
′‖SIDnew

n
′). If λ′ = λ does

not hold, the user terminates the protocol and rejects SK′ and

DIDnew
i
′; conversely, the user accepts SK′ and replaces DIDi

and SIDn stored in memory with DIDnew
i
′ and SIDnew

n
′.

Note that during the functioning of the protocol, the partici-
pants send temporary identities over an open channel, and the
updating of the temporary identities ensures that the protocol
satisfies the security property of untraceability.

V. SECURITY ANALYSIS OF PROPOSED PROTOCOL

In this section, we will analyze the security of the improved
protocol in detail, using both heuristic methods and formal
methods, specifically the BAN logic [29] and the ProVerif
tool [30].

Heuristic analysis examines protocol security in the most
intuitive and direct way, particularly by scrutinizing all fun-
damental security properties. In contrast, BAN logic focuses
on the analysis of mutual authentication within the protocol.
Finally, the ProVerif tool provides a rigorous verification of
security properties by leveraging π -calculus. This verification
process strengthens the validation of the analyses conducted
by the first two methods.

A. Heuristic Analysis

1) Resistant to Offline Password Guessing Attacks: In order
o make it more difficult for an attacker to guess the pass-
word, the improved protocol is designed using biometrics, and
a secret salt is added to the calculation of CPWi. The user’s
smart device must generate an additional short (e.g., 8-bit) ran-
dom number ri to compute CPWi = h(ki‖IDi‖ri). Note that
the secret salt value ri is not stored in the device memory
and cannot be obtained by an attacker through a side-channel
attack. When a legitimate user logs in to the device, he or
she must try ri a limited number of times, and because of the
short length of the salt, it is very easy for a legitimate user who
knows the password to pass authentication. An attacker who
does not know the password has to guess both the password
and the secret salt value, making it significantly more difficult
to guess. Therefore, the new protocol maximizes resistance
against offline password guessing attacks.

2) Resistant to Session Key Compromise Attacks: In
Masud et al.’s scheme, an attacker can obtain temporary secret
data through a side-channel attack and consequently compute
the final session key. Therefore, the new protocol is specif-
ically designed to address the threat posed by side-channel
attacks. On the user side, a fuzzy extractor is added, and the
secret data ki is no longer statically stored but dynamically
generated by the user entering the correct password. On the
sensor node side, the new protocol utilizes a PUF to resist
side-channel attacks. As a result, the new protocol ensures the
security of the session key.

3) Anonymity and Untraceability: During the protocol reg-
istration phase, the real identity information of users and
sensor nodes is hidden through DIDi = IDi ⊕ bi and
SIDn = SNn ⊕ bn. Moreover, during the protocol execution,
pseudonyms are sent over the open channel, and without know-
ing bi and bn, an attacker eavesdropping on the communication
cannot determine the communication participants correspond-
ing to DIDi and SIDn. On the other hand, the pseudonyms
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Fig. 2. Authentication and key exchange phase in the proposed protocol.

of the sensor nodes are updated after each protocol run, so
an attacker cannot track the communication of participants
through DIDi and SIDn. In conclusion, the new protocol
provides both anonymity and untraceability.

4) Resistant to Cloning and Physical Attacks: Suppose an
attacker could attempt to tamper with the memory of the sensor
node SNn or perform a side-channel attack to obtain the data
stored in the memory [31]. However, such an attempt would
change the function of the PUF and the adversary would obtain
a PUF that could not produce any output, thus rendering the
adversary’s attempt meaningless. It is because of the nonrepli-
cable nature of the PUF that makes this protocol resistant to
cloning and physical attacks.

5) Resistant to Impersonation Attacks: Assuming that an
attacker A intercepts a message M1 : {Ni, α, DIDi, SIDn} sent
by a user Ui to the gateway and then tries to impersonate Ui to
resend the tampered message, it must recalculate ki. However,

ki needs to be reproduced from the fuzzy extractor using the
IDi, BIOi of the user and other information. The aforemen-
tioned analysis of anonymity and resistance to cloning attacks
shows that the adversary has no access to these secret values
and, therefore, the proposed protocol is resistant to imper-
sonation attacks. In a similar manner, it can be inferred that
the attacker also cannot successfully impersonate the sensor
node.

B. BAN Logic-Based Authentication Proof

BAN logic is a logic rule proposed by Burrows et al.
[29]. It is primarily used to analyze message interaction pro-
tocols and to assist the verifier in determining whether a
message is trusted or eavesdropped. BAN logic plays an exten-
sive and active role in the formal analysis of authentication
protocols. In this section, we will use BAN logic to
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TABLE II
BAN LOGIC NOTATIONS

TABLE III
BAN LOGIC RULES

formally prove that the proposed protocols can achieve mutual
authentication.

BAN logic semantics defines three types of objects.
Communication subjects, i.e., the actual participants of the
protocol, e.g., terminals, servers, etc. Logical statements, i.e.,
the expression of specific logic in specific symbols. And shared
secrets, i.e., secret data agreed in advance between partici-
pants. The basic BAN logic symbols and their corresponding
meanings are shown in Table II. The basic rules of BAN logic
reasoning are shown in Table III.

1) The idealized form of the proposed protocol is as
follows.

Message 1: Ui → GW : 〈Ni, α〉
Ui

ki↔GW
, DIDi, SIDi.

Message 2: GW → SNn : 〈SKn, β〉
SNn

Rn↔GW
, Cn.

Message 3: SNn → GW : 〈γ 〉
SNn

Rn↔GW
.

Message 4: GW → Ui : 〈SKi, λ〉
Ui

ki↔GW
.

2) It is important to prove the following goals.
GOAL1: Ui| ≡ (Ui↔SK GW).
GOAL2: GW|≡ Ui| ≡ (Ui↔SK GW).
GOAL3: Ui|≡ GW| ≡ (Ui↔SK GW).
GOAL4: SNn| ≡ (SNn↔SK GW).
GOAL5: GW|≡ SNn| ≡ (SNn↔SK GW).
GOAL6: SNn|≡ GW| ≡ (SNn↔SK GW).

3) The initial state of our protocol is defined as follows.
A1: Ui| ≡ #(bnew

i ).
A2: GW| ≡ #(bnew

i , bnew
n , SK).

A3: SNn| ≡ #(bnew
n ).

A4: Ui| ≡ (Ui↔ki GW).
A5: GW| ≡ (Ui↔ki GW).
A6: Ui|≡ GW| ⇒ (Ui↔SK GW).
A7: SNn| ≡ (SNn↔Rn GW).
A8: GW| ≡ (SNn↔Rn GW).
A9: SNn|≡ GW| ⇒ (SNn↔SK GW).

A10: GW| ≡ (Ui↔SK GW).
A11: GW| ≡ (SNn↔SK GW).

4) The proof process is as follows.
Proof:

S1: According to Message 1, we get GW �
(〈Ni, α〉

Ui
ki↔GW

, DIDi, SIDi).

S2: According to A5 and R1, we can get GW|≡ Ui| ∼
(Ni, α, DIDi, SIDn).

S3: According to A3 and R4, we get GW| ≡
#(Ni, α, DIDi, SIDn).

S4: According to S2, S3, and R3, we get GW|≡ Ui| ≡
(Ni, α, DIDi, SIDn).

S5: According to S4 and A5, we can deduce that
GW|≡ Ui| ≡ (Ui↔SK GW). (GOAL2).

S6: According to Message 2, we can get SNn �
(〈SKn, β〉

SNn
Rn↔GW

, Cn).

S7: According to A7 and R1, we can get SNn|≡ GW| ∼
(SKn, β, Cn).

S8: According to A3 and R4, we can get SNn| ≡
#(SKn, β, Cn).

S9: According to S7, S8, and R3, we get SNn|≡ GW| ≡
(SKn, β, Cn).

S10: According to S9 and A8, we can deduce that
SNn|≡ GW| ≡ (SNn↔SK GW). (GOAL6).

S11: According to S9, S10, A9, and R2, we can get SNn| ≡
(SNn↔SK GW). (GOAL4).

S12: According to Message 3, we can get GW�(〈γ 〉
SNn

Rn↔GW
).

S13: According to A8 and R1, we can get GW|≡ SNn| ∼ (γ ).
S14: According to A2 and R4, we can get GW| ≡ #(γ ).
S15: According to S13, S14, and R3, we get GW|≡ SNn| ≡

(γ ).
S16: According to S15 and R5, we get GW|≡ SNn| ≡

(SNn↔SK GW). (GOAL5).
S17: According to Message 4, we get Ui � (〈SKi, λ〉

Ui
ki↔GW

).

S18: According to A4 and R1, we get Ui|≡ GW| ∼ (SKi, λ).
S19: According to A1 and R4, we get Ui| ≡ #(SKi, λ).
S20: According to S18, S19, and R3, we get Ui|≡ GW| ≡

(SKi, λ).
S21: According to S20 and A4, we can deduce that

Ui|≡ GW| ≡ (Ui↔SK GW). (GOAL3).
S22: According to S20, S21, A6, and R2, we get Ui| ≡

(Ui↔SK GW). (GOAL1).

C. Formal Security Proof Using ProVerif

ProVerif [32] is a π -algorithm-based automated crypto-
graphic protocol verification tool developed by Bruno Blanchet
using the Prolog language. During more than 20 years of
development, ProVerif has been widely used for the formal
verification of cryptographic protocols [30], [33], [34], [35].

Our ProVerif validation code is divided into three sections:
1) a declaration section; 2) a query section; and 3) a protocol
flow section. The declaration section defines the variable name
and type for each variable. We use two channel types, Private
Channel sch for communication participants to pass sensitive
messages during the registration phase, and Public Channel ch
for communication participants to pass messages publicly. The
parameters and functions required for the validation process
are also defined. The code of the declaration section is shown
in Fig. 3.
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Fig. 3. Declaration statements in ProVerif codes.

As shown in Fig. 4, we define a set of query statements to
verify the key security and mutual authenticity of each par-
ticipant, as well as the identity of the user and the security
of the biometric password. Where noninterf IDui is the
query used to verify the strong anonymity of the user, and
weaksecret PWui is the query used to verify the resistance
against the offline password guessing attack.

We have coded the protocol flow section according to the
protocol execution steps, which are not listed here due to space
constraints. The output in Fig. 5 shows that our proposed

Fig. 4. Query statements in ProVerif codes.

Fig. 5. Result of ProVerif.

protocol satisfies mutual authentication and guarantees the
security of keys, user identities, and biometric passwords.

VI. COMPARISON OF SECURITY AND PERFORMANCE

This section compares the proposed scheme in terms of
security, computational, and communication overheads with
the tripartite authentication schemes of Masud et al. [15],
Sharma and Kalra [36], Shihab and AlTawy [18],
Kim et al. [17], and Kwon et al. [16] in IoMT scenario.
Among them, all of the relevant schemes are lightweight,
using only hash functions and XOR operations to design the
protocol, where [16], [17], and [18] are improvements on
Masud et al.’s scheme [15] and also use biometrics. In short,
in the above protocol, the communication entities concerned,
i.e., the gateway, the user, and the sensor, are all involved in
the authentication and key exchange process.

A. Comparison of Security

Table IV shows the results of comparing the security of the
same type of protocol. Where ✓ indicates that the protocol has
this security attribute, while ✗ indicates that the protocol does
not have this security attribute. The SPs in the table represent
the various security attributes compared.
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(a) (b)

Fig. 6. Performance comparison. (a) Comparison of computation cost. (b) Comparison of communication cost.

TABLE IV
COMPARISON OF SECURITY WITH RELEVANT PROTOCOLS

From the comparison results, it can be seen that our protocol
is resistant to physical or cloning attacks because it uses PUFs.
It should be noted that, given the balance between efficiency
and stronger security, we do not use DH key exchange and
therefore do not have forward security.

B. Comparison of Computation Cost

The computational overhead includes all cryptographic
operations to complete authentication and key exchange. Since
the compared schemes all involve only hashing operations,
we only calculate the overhead of the hashing operations.
Note that we do not consider operations, such as XOR and
concatenation, which have negligible computational over-
head. In this section, we use a TSMC 7-nm Snapdragon
870 CPU, Android 12, 8G RAM device to simulate a
resource-constrained device, and an AMD Ryzen5 3500U
2.10-GHz CPU, Ubuntu 12.04, 16G RAM device to simulate a
nonresource-constrained device. We implement and calculate
the computational cost of the hash operations in the above
protocol. After 10 000 executions, we had an average execu-
tion time of 0.0392 ms (for resource-constrained devices) and
0.0144 ms (for nonresource-constrained devices), respectively,
as shown in Table V. Table VI and Fig. 6(a) give the compara-
tive results for the relevant protocols in terms of computational
overhead.

TABLE V
HASH FUNCTION EXECUTION TIME

TABLE VI
COMPARISON OF COMPUTATION COST

TABLE VII
COMPARISON OF COMMUNICATION COST

C. Comparison of Communication Cost

The communication overhead is the amount of data
exchanged or transmitted by the participants in completing the
authentication process. The following assumptions are made
uniformly in this section: the length of the random number,
the identity, the challenge, and the response is 160 bits, the
length of the timestamp is 32 bits, and the output of the
hash function is 256 bits. In the proposed protocol, message
M1{Ni, α, DIDi, SIDn} sends 160 + 256 + 160 + 160 = 736
bits, message M2{SKn, β, Cn} sends 320 + 256 + 160 = 736
bits, message M3{γ } sends 256 bits, and message M4{SKi, λ}
sends 480+ 256 = 736 bits. Table VII and Fig. 6(b) give the
required communication overhead and the cumulative over-
head for the user, gateway, and sensor parties in the proposed
protocol and the associated protocol, respectively.
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Generally speaking, the results of the comparison show
that our proposed protocol is computationally and commu-
nicationally efficient while maintaining a strong guarantee of
security.

VII. CONCLUSION

This article presents an improved authenticated key
exchange protocol designed specifically for an IoMT appli-
cation scenario, ensuring privacy and secure communica-
tion among doctors, patients, and medical gateways. The
proposed protocol employs PUFs to withstand physical threats
while leveraging biometrics, fuzzy extractors, and secret
salt values to significantly heighten the level of difficulty
for password guessing attacks. To establish the security of
the protocol, a comprehensive array of formal and heuris-
tic security analysis methods is employed, validating its
robustness. Comparative evaluations against other relevant pro-
tocols demonstrate that our proposed solution achieves an
optimal balance between security and efficiency in resource-
constrained IoMT scenarios.
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