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With numerous applications in cloud storage, Proof of Retrievability (PoR) is an efficient solution for verification
and retrieval of big data on a remote server. Existing PoR schemes can support two mutually exclusive
verification modes, namely either private verifiability or public verifiability, depending on whether the
outsourced data is verifiable by the data owner (user) only or by everyone. In order to allow the user to
flexibly designate the capability of verification, we propose a novel framework for PoR schemes that enables
fine-grained control of remote data verification for cloud storage. Our idea is enabling the user to dynamically
release some tokens (verification keys) to one or more third parties (designated verifiers), such that only the
user and the designated verifiers can verify and retrieve the outsourced data from the server. We formalize this
notion as PoR with Flexible Designated Verification (PoR-FDV), and define an extended adversarial model for
PoR-FDV based on Juel et al.’s PoR model. Under the new framework, we propose a generic, simple and elegant
construction of PoR-FDV from public verifiable PoR and identity-based KEM/DEM, which then gives birth to a
concrete and efficient POR-FDV scheme. Compared to existing PoR schemes, PoR-FDV provides higher flexibility

and scalability, as well as many useful features.

1. Introduction

In the era of information explosion, people and organizations with
limited resources are more likely to outsource large dataset to storage
service providers (SSP) who should keep the data reliably for users.
Nowadays the most popular choices of SSP are some emerging cloud
storage systems, such as Amazon S3, Google Drive, Dropbox. Cloud
storage outperforms many traditional storage technologies since it can
utilize the facilitates in cloud to offer hosted services that allow access
of the outsourced data at anytime and from anywhere. A critical secu-
rity issue of cloud storage is to guarantee that the user’s data will never
be discarded or modified by the untrusted cloud server. To solve this
problem, generally we should allow the user to do data verification, in
particular, by running an auditing protocol with the server to check the
data integrity timely. For capability of processing big data, this audit-
ing protocol is expected to be extremely efficient: (1) the user’s local
storage is very small in comparison to the scale of outsourced data, (2)
the storage server needs not to read every block of data for the audit,
and (3) it should be avoided to transmit the entire data in the commu-
nication. The above requirements imply the exclusion of conventional
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integrity checking solutions, e.g. keeping a local copy of data or down-
loading the whole data from the server.

In the recent years, researchers proposed numerous solutions for
remote data integrity checking, including some storage systems of for-
malized models and provable security, in which there are two widely
studied primitives called Provable Data Possession (PDP) Ateniese et
al. (2007, 2008); Hanser and Slamanig (2013); Wang (2013); Wang et
al. (2019); Guo et al. (2020a); Chen et al. (2020); Zhou et al. (2021)
and Proof of Retrievability (PoR) Juels and Kaliski (2007); Shacham
and Waters (2008); Wang et al. (2009, 2010, 2011); Xu and Chang
(2012); Yuan and Yu (2013); Yang and Jia (2013); Binanda and Sush-
mita (2017); Chen and Chang (2022); Mishra et al. (2020); Susilo et al.
(2022); Lu et al. (2022); Ji et al. (2023). Generally speaking, the two
primitives conduct an efficient challenge-response protocol between the
server and verifier in audit, by sampling a small fraction of data blocks
for integrity checking. By comparison, PDP ensures that the server has
to store most of the data to pass the verification, while PoR guarantees
that the server has to maintain the knowledge of all the data. In other
words, PoR is a stronger security notion which provides the feature
called retrievability that allows the verifier to fully recover the data if
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Fig. 1. PoR with public verifiability / private verifiability.

necessary. Technically, it is achieved by applying a redundant encoding
scheme to preprocess the data before storage, such that it is sufficient
to enforce recovery of the data from a certain fraction. As a trade-off,
PoR usually requires for a higher storage cost on the server than PDP,
due to the larger data size caused by encoding.

By the mode of data verification, the existing PDP or PoR schemes
can be classified into two types: the schemes supporting private verifia-
bility (PRV for short) in which only the user can verify the outsourced
data, or the schemes supporting public verifiability (PUV for short) in
which the outsourced data is verifiable by the public. Fig. 1 shows the
mechanism of these two verification modes, and the major differences
between them are: (1) in the key generation phase, a public key pair
(pk, sk) is produced for PUV while a private key sk for PRV, where the
keys are used for encoding the raw file, and sk in either PUR or PRV
is kept secret by the user; (2) to audit the encoded file F, (nis the file
handler) in the verification phase, PRV requires for the knowledge of
sk to verify the response r of the challenge ¢, while PUV just refers to
pk as input which is available to everyone.

When dealing with sensitive data, obviously PRV is preferred, as
PUV allows anyone to audit and retrieve the data and thus break the
data privacy. On the other hand, PUV is more suitable for users with
lightweight devices of limited resources, as it allows a third-party au-
ditor to do the verification on behalf of the user. Unfortunately, the
two verification modes are mutually exclusive, namely no existing PDP
or PoR allows the user to flexibly designate the capability of verification,
which is a desirable property for releasing the burden of verification
from the user side and simultaneously keeping the data verifiable and
retrievable by some trusted verifiers. Consider the following applica-
tion scenario shown in Fig. 2: a project manager wants to share some
collaborative documents among the team members by uploading the
files to cloud. The members should be capable of running the challenge-
response protocol to retrieve the documents when necessary. PUV is not
a good solution as any outsider (i.e. other person not in the team) can
also access the file contents; neither is PRV, in which only the manager
who uploaded the files can recover the data. Therefore, this example
cannot be trivially solved using traditional PUV or PRV, demanding for
the proposal of a novel verification mode.

To the best of our knowledge, only three related works Hanser and
Slamanig (2013); Wang (2013); Yang et al. (2021) attempted to solve
the above issue. In Hanser and Slamanig (2013), the goal is to enable
both private verifiability and public verifiability for different users in
the system. The proposed construction allows the data owner to do
private verification, but anyone else has to run a public verification
algorithm. Essentially, it is a public verifiable PDP scheme that offers
higher verification efficiency on the user side. Their scheme does not
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Fig. 2. One application scenario of delegated verification.

really support the delegation of verification capability since everyone
is able to audit and learn the data without any credential from the
user. Wang (2013) proposed a more meaningful approach called proxy
provable data possession (PPDP), by enabling designation of verification
capability to a proxy in public cloud. In particular, besides the user her-
self, only the proxy who has the delegation warrant of the user can audit
the data on the server. However, PPDP has the following disadvantages:
(1) not only the user, the proxy and the server must also have a pub-
lic/private key pair, which might be impossible in the setting of many
applications; (2) the metadata or tags for verification must be gener-
ated based upon the public key of the proxy and the public key of the
server, implying that the proxy must be pre-appointed before upload-
ing the data to the specified server, and that the size of metadata has
linear growth to the number of proxies. In Yang et al. (2021), the user
can generate its own key together with verification keys which could be
delegated to any third party auditor, and also possesses the capability
of updating the verification keys at the cost of refreshing authentica-
tion tags. However, the verification keys must be used in conjunction
with the user’s private key to generate authentication tags in the data
preprocessing phase. Furthermore, it also suffers from the similar prob-
lem as Wang (2013), since the size of authentication tags is linear to
the number of delegated verifiers. Some other related works about PoR
in recent years either focus on dynamic update operations Chen et al.
(2020); Binanda and Sushmita (2017); Ren et al. (2015); Anthoine et
al. (2021) or replication Guo et al. (2020a,b), or applications in emerg-
ing scenarios such as medical storage systems Zhou et al. (2021); Li et
al. (2022). As we can see, an appropriate solution is still on demand for
realizing flexible delegation of auditing capabilities in cloud storage.
Our Results. In this paper, we propose a novel framework for PoR
schemes that offers fine-grained control on the auditing capability of re-
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Table 1

Delegation flexibility comparison of related works.
Schemes DVyp DV, NA-SA NA-SC
Hanser and Slamanig (2013) X X v v
Wang (2013) v X X x
Yang et al. (2021) v X v X
PoR-FDV v v v v

a DV,p and DV, denotes that the verification capability can be delegated to
any third party, and at any time (before or after the data uploading phase),
respectively.

b NA-SA and NA-SC denotes that the proposed scheme requires for no ad-
ditional setup assumption, and no additional storage cost, respectively, when
compared to traditional PDP or PoR schemes.

mote data on a storage server. In particular, the user can dynamically
release a verification key to any third party, namely a designated verifier,
such that only the designated verifiers and the user herself can audit
and retrieve the outsourced data. We formalize this notion as Proof of
Retrievability with Flexible Designated Verification (PoR-FDV), and pro-
pose a new adversarial model for PoR-FDV based on Juel et al.’s PoR
model. PoR-FDV provides higher flexibility and scalability than exist-
ing PDP/PoR schemes, and enjoys plenty of advantages listed as below,
where the useful features (DVp, DVay, NAgs, NAge) are defined in
Table 1.

(1) PoR-FDV allows dynamic designation of verification capability
(DV,p), no matter before or after file uploading (DV);

(2) Compared to PDP or PoR, PoR-FDV requires no additional setup
assumption (NAg,);

(3) In PoR-FDV, the growth in number of designated verifiers incurs
no increase in storage cost (NAgc).

Table 1 shows the comparison results of our proposed PoR-FDV with
the related works Hanser and Slamanig (2013); Wang (2013); Yang et
al. (2021) regarding delegation flexibility. For the rest of this paper,
we first review some cryptographic tools in Section 2, then formally
define the new framework of PoR-FDV in Section 3. Applying the cryp-
tographic tools as components, we propose a generic construction of
PoR-FDV in Section 4, which gives birth to an efficient concrete PoR-
FDV scheme in Section 5. The performance analysis show that our
PoR-FDV scheme preserves comparable efficiency to the conventional
PoR schemes.

2. Preliminary
2.1. Proof of retrievability with public verifiability

The formal definition of Proof of Retrievability (PoR) scheme was
proposed by Juels et al. in Juels and Kaliski (2007). Roughly speaking,
PoR is an efficient challenge-response auditing protocol, which enables
compact proofs that the user’s data is kept intact on the storage server
and fully recoverable by the user. In this paper, we focus on stateless
PoR scheme in the public key setting, where “stateless” refers to that no
long-term state information is required to maintain or update between
the sessions of auditing. This property is quite desirable in the applica-
tions where the user prefers to designate the verification capability to
a third party or parties. PoR with public verifiability (PPoR for short)
can be viewed as a special case in which the capability of verification is
given to the public.

Based on Juel et al.’s formalization, a PPoR scheme consists of six
algorithms (keyGen, encode, challenge, respond, verify, extract):

* (pk, sk) < keyGen(1¥). The key generation algorithm takes a secu-
rity parameter k € N as input, outputs a public key pk along with
the corresponding private key sk as the key pair of the user.
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* (1, F,) < encode(sk, F). The file encoding algorithm takes sk and a
file F as input, outputs a file handler » and the encoded file F,.

¢ < challenge(pk,n). The challenge generation algorithm takes pk
and a file handler # as input, outputs a challenge c.

r < respond(pk, 1, ¢). The response computation algorithm takes pk,
n, and a challenge ¢ as input, outputs a response r.

1/0 « verify(pk,n,r,c). The proof verification algorithm takes pk,
n, r, ¢ as input, outputs 1 (accept) if r is a valid response to the
challenge c; otherwise outputs 0 (reject).

F, < extract(pk,n). The file extract algorithm takes pk and 7 as in-
put, outputs the encoded file F,. This algorithm is allowed to access
an oracle Oyggpong Which outputs responses to any challenge under
pk and 7.

The correctness of PPoR scheme requires that for any key pair
(pk, sk) < keyGen(1*) and challenge ¢ « challenge(pk, ) where (1, F,)
« encode(sk, F), we have:

« If r < respond(pk,n, ¢), then verify(pk,n,r,c) = 1;
o If F,; « extract(pk, ), then F,; =F,.

The adversarial model for PPoR are defined as the following two
experimental games, where the adversary A = (A, A,) plays the role
of a storage server whose goal is to compute valid responses to the
challenge under a user’s public key pk and a file handler #*.

Challenge(é ’7*) .

Experiment Exp>®“f _(1%):  LPPOR

A PPoR Experiment Exp

(pk, sk) < keyGen(1%); ¢* — Oghalienge (PK. 1)

@.1%) « AD(pk); e Ay(8.n",c*);
Output (8,7%). b Oyerity (DK, n*,r¥,c*);
Output b € {0, 1}.

A9 denotes that A; has access to the set of oracles © = {Ogncodes
Ochallenge’ Overifyr Oextract}:

Ocncode (sk; -): Given a file F, the oracle outputs (1, F,) < en-
code(sk, F);

Ochalienge (P, -): Given a file handler #, the oracle outputs ¢ « chal-
lenge(pk, n);

Ouerity (Pk, +): Given a file handler # and a challenge-response pair
(c,r), the oracle outputs 1/0 < verify(pk,n,r,c);

Oexiract(Pk, +): Given a file handler 5, the oracle outputs F, < ex-
tract(pk, n).

The adversary is allowed to pass its state information 6 from A, to A,.
Then we are ready for the security definition of PPoR scheme:

Definition 1. A PPoR scheme is said to achieve (e, A)-valid proof of
retrievability, if for any probabilistic polynomial time A-adversary A =
(A, A,) defined as:

Chall ¢ S
PHEXP , por ' (6,17) = 11(3,1") < Exp’y g a(1)] 2 4,

we have:

Pr[F = F,. |F < extract'2®)(pk,n*)] > e,

where A, (8, -) is casted as the oracle O,ggp0nq for the respond algorithm.

In the above definition, ¢ and A are polynomials of the security pa-
rameter k, indicating that if the adversary .4 can output valid response
with noticeable probability 4, then the probability e that we can extract
the file F,. from A is also non-negligible.
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2.2. Identity-based key encapsulation

Key encapsulation mechanism is one of the two basic operations
KEM & DEM in hybrid encryption, a notion formalized by Cramer and
Shoup Cramer and Shoup (2003) for realizing practical encryption of
long messages when no pre-shared key is available. Informally, hybrid
encryption uses a key encapsulation mechanism (KEM) to encapsulate
a random key, and uses a data encapsulation mechanism (DEM) to en-
crypt the message with the key. The ciphertext consists of two parts:
the encapsulation of the key and the encryption of the message. To re-
cover the plaintext, the decrypter first decapsulates the key, then uses
the key to decrypt the message. When it comes to implementation, KEM
and DEM can be instantiated by a public key encryption and a one-time
symmetric key encryption respectively. The efficiency gain stems from
the fact that public key encryption is generally more expensive in com-
putational cost than symmetric encryption, and the encapsulated key is
much shorter than the message. Later, Bentahar et al. Bentahar et al.
(2008) extended KEM to the identity based setting, and proved that the
combination of an identity based KEM (IB-KEM for short) and a stan-
dard DEM gives birth to an identity based hybrid encryption.

An IB-KEM can be specified by the following four algorithms:

* (mpk, msk) < setup(1¥). The setup algorithm takes a security pa-
rameter k € N as input, outputs the master public key mpk (or
referred to as system parameters) along with the master secret key
msk.

d\p < extract(mpk, msk,|D). The key extraction algorithm takes mpk,
msk and an identity ID € {0,1}* as input, outputs a decryption key
d\p for ID.

(K, E) « encap(mpk,ID). The encapsulation algorithm takes mpk
and ID as input, outputs a pair (K, E), where K is a key for sym-
metric encryption and E is the encapsulation of K.

K < decap(mpk, D, d|p, E). The decapsulation algorithm takes mpk,
ID, a decryption key d|p and a key encapsulation E as input, out-
puts the decapsulted key K or a failure symbol L.

The correctness of IB-KEM scheme requires that for any (mpk, msk) <
setup(1¥) and (K, E) < encap(mpk, D), we have K’ = K if K’ « de-
cap(mpk, ID, d\p, E) where d|p < extract(mpk, msk, D).

The indistinguishable security of IB-KEM against adaptive iden-
tity chosen ciphertext attacks (IND-ID-CCA) can be formalized as the
following experiments, where the only restriction for the adversary
B =(B,,B,) is that B can not extract the private key of the target iden-
tity ID*, or directly obtain the decapsulated key of the challenge (ID*,
E*).

Setup (lk) .

. Chall ‘
A BKEM Experiment Exp s oo (6,1D*) :

Experiment Exp B,B-KEM

(mpk, msk) « setup(1); b {0,1};
(8,1D%) « B (mpk); (K*, E*) < Ogncap(mpk, 1D*);
Output (6,1D%). Ifb=0: K" <4 K;
Ifb=1: K" « K*;
b« By(6,ID*, KT, E*);
Output ¥’ € {0,1}.

B? denotes that 3, has access to the set of oracles O = {Ogyyract

Odecap

* Opgytract(mpk, msk, -): Given an identity ID, the oracle outputs djp <
extract(mpk, msk, D);

* Ogecap(mpk, -): Given an identity ID and a key encapsulation E, the
oracle outputs K « decap(mpk, D, d\p, E).
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The adversarial state 6 can be passed from B; to B,. Let Qgyract
and Qgecqp denote the set of queries made by B t0 Ogyqract and Ogeeap
respectively, then we can give the security definition of IB-KEM scheme:

Definition 2. An IB-KEM scheme is said to achieve e-IND-ID-CCA secu-
rity, if for any probabilistic polynomial time adversary B = (13, 3,), we
have:

TV Challenge " 1
Pr[b’ =b|b" « EXPB,IB-KEM((S’ ID"] < 3 +e,

where (5, ID") < Expi,egKEM

Qextract: (ID*’ E)¢ Qdecap-

(1%), under the restriction that ID* ¢

Notice that the definition above is for non-adaptive chosen cipher-
text security, which is a weaker notion than adaptive chosen ciphertext
security (IND-ID-CCA2). However, an IB-KEM scheme achieving this
weaker security is sufficient for our construction given in Section 4.

The security for IB-KEM scheme against selective-ID (non-adaptive)
chosen ciphertext attack (IND-sID-CCA) can be defined in a similar way,
where the adversary should determine the target identity ID* before
seeing the master public key mpk in Expzef;?KEM(lk ).

2.3. One-time symmetric key encryption

As mentioned in the previous section, one-time symmetric key en-
cryption (OT-SKE for short) is a widely applied tool for implementing
a standard DEM. Formally, a OT-SKE scheme can be specified by the
following two deterministic algorithms:

+ C « encrypt(1¥, K, M). The encryption algorithm takes a security
parameter k €N, a key K, and a message M as input, outputs a
ciphertext C.

« M « decrypt(1*, K, C). The decryption algorithm takes a security
parameter k €N, a key K, and a ciphertext C as input, outputs a
message M or a failure symbol L.

The correctness of OT-SKE scheme requires that for any k € N, key
K and message M, we have M’ = M where M’ « decrypt(1¥, K, en-
crypt(1%, K, M)).

The indistinguishability security of OT-SKE against passive attacks
(IND-PA) can be formalized as the following two experiments.

Experiment Expieé;‘T"_ a1 Experiment Exp(c:]g‘lTl_eS"EE(é,Mo,M BE
(8, Mo, M) < C;(1%); b {0,1};
Output (6, My, M,). K* — K;

Cr < Oencrypt(lkv K*’ Mb);
b« 62(5, cr, MU’ Ml);
Output ¥’ € {0,1}.

The adversarial state 6 can be passed from C, to C,. Notice that K* «¢ K
just requires that K* is randomly distributed in the key space, and in practice
K* usually is generated by a key derivation function. For instance, if K* is the
partial output of IB-KEM.encap, then C, can also take the encapsulation E* as
an additional input. Then we can give the security definition of OT-SKE scheme:

Definition 3. A OT-SKE scheme is said to achieve e-IND-PA security, if for any
probabilistic polynomial time adversary C = (C;,C,), we have:

Pr(B = bl EXpCIne (6, My, M))] < 5 +e.

S
where (6, My, M) < Exp Cf”g’;_SKE(lk).

The definition above is a weaker notion than indistinguishable security
against chosen ciphertext attacks (IND-CCA) in which C, can access an ora-
cle for decrypting ciphertexts under the key K* except the challenge ciphertext



X. Tan, Q. Xie, L. Han et al.

"

Computers & Security 135 (2023) 103486

Verifier
(ID, kip)

Cloud
>
n
ﬁ _—— B Database

Fig. 3. System model of identity-based PoR-FDV.

C*. However, a OT-SKE scheme achieving IND-PA security is sufficient for our
PoR-FDV construction in Section 4.

A folklore construction of OT-SKE with IND-PA security is as follows: given a
key K € K, a message M € M, and a pseudo-random bit generator G : £ - M,
it encrypts the message as C = G(K) @ M. In other words, it expands the key K
and works as a one-time pad.

3. Definition: POR-FDV
3.1. System model

In the system model of PoR-FDV, there are three types of participants in-
volved: users, verifiers and cloud server. Users are data owners who upload
files onto cloud server after preprocessing, while verifiers are the entities desig-
nated by users to audit the data, by running a challenge-response PoR protocol
with cloud server. Each user possesses a public key pair (pk, sk) for encoding the
file and generating verification keys k,,, for verifiers with identity ID. Fig. 3
presents the system model, in which F, is the encoded file with the file handler
n, and r is the proof generated by cloud server as response to the challenge c.

3.2. Algorithms

A PoR-FDV scheme consists of seven algorithms (keyGen, encode, deriveV-
erKey, challenge, respond, verify, extract):

* (pk, sk) < keyGen(1¥). The key generation algorithm takes a security pa-
rameter k € N as input, outputs a public key pk along with the correspond-
ing private key sk as the key pair of the user.

(n. F,) < encode(sk, F). The file encoding algorithm takes sk and a file F as
input, outputs a file handler # and the encoded file F, with some metadata
in it. Notice that the encoded file has no dependence on any verifier’s
identity or the number of verifiers in the system.

kip < deriveVerKey(pk, sk, D). The verification key derivation algorithm
takes pk, sk and the identity ID of a verifier as input, outputs a verification
key kp for the verifier.

¢ « challenge(pk, 7, 1D, k;p). The challenge generation algorithm takes pk,
a file handler #, an identity ID and a verification key kp as input, outputs
a challenge ¢.

7 « respond(pk, 1, D, &). The response generation algorithm takes pk, #, ID
and a challenge ¢ as input, outputs a response 7.

1/0 « verify(pk, 5,7, &, kip). The proof verification algorithm takes pk, 7, 7,
¢, and a verification key kp as input, outputs 1 (accept) if 7 is a valid
response to the challenge ¢; otherwise outputs 0 (reject).

F, < extract(pk,#, 1D, kip). The file extract algorithm takes pk, 1, ID and kp
as input, outputs the encoded file F,. This algorithm has access to an oracle
Ojespona Which outputs responses to any challenge under pk, #, ID.

A PoR-FDV system works in three phases as below, of which the framework
is clarified by Fig. 4. Notice that verifier designation can be either executed
before or after file uploading, as in Phase 2- or in Phase 2+. And in Phase 3, the
designated verification can be executed for unlimited number of times.

Phase 1: User Key Generation

The user (data owner) runs the key generation algorithm to get her key

pair (pk, sk) < keyGen(1%).

Phase 2-: Verifier Designation

For any third party 7 with identity ID,, the user can adaptively issues a

verification key by running kp < deriveVerKey(pk, sk, ID;).

Phase 2: File Uploading

To outsource a file F ={m,,---,m,} onto the server, the user first encodes

the file as (1, F,) < encode(sk, F), then sends {pk,7, F,} to the server for

storage. Given a file handler 7, the server can efficiently read the blocks of

the encoded file F,.

Phase 2+: Verifier Designation

The same as Phase 2-.

Phase 3: Designated Verification

To check the integrity of a file with file handler , a designated verifier

7 with identity ID; performs a challenge-response auditing protocol with

the server as follows:

1. 7 generates a challenge ¢ « challenge(pk, 7, 1D, k,Dr), and sends
(pk,n,1Dz,¢) to the server.

2. The server runs 7 < respond(pk, 7, D, ¢), and responds with 7 to 7.

3. Finally, 7 checks the validity of 7 by running verify(pk, #, 7, ¢, le, ).

When necessary, 7 can also retrieve the file F, < extract(pk, n, ID;, kID,)

by interacting with the server who serves as the oracle @respond. The re-

trieval process consists of multiple runnings of the auditing protocol on

the same pk, n and ID.

The correctness of PoR-FDV scheme requires that for any key pair (pk, sk) <
keyGen(1%), any verification key kjp_ <« deriveVerKey(pk, sk, ID;), and any
challenge & « challenge(pk, n, ID;, kip, ) Where (1, F,) < encode(sk, F), we
have:

+ If F < respond(pk, , 1D, &), then verify(pk, n, , ¢, kip ) = 1;
+ I F] < extract(pk,n,1D;, kip, ), then F, = F.

3.3. Security model

Generally speaking, there are two basic security requirements for POR-FDV.
The first is proof of retrievability originated from that of PPoR, and the differ-
ence is that proof of retrievability of PoR-FDV additionally takes the identity
of designated verifiers as a parameter in the computation, implying that only
the designated verifiers (and the user herself) can retrieve the file by running
the auditing protocol. The second is soundness of designated verification, refer-
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-

user @I (pk, sk)

Phase 2: File Uploading
Cloud

Phase 2-/2+: Verifier Designation

ring to that others without verification keys have no capability of verifying the
proofs. Both the security notions are considered under the adaptive-ID adver-
sarial model, in which the adversary can choose the target identity ID* after

Phase 3: Delegated Verification
103 61— RV yerifier 1

r

Cloud

Pk n, 1D -

Fig. 4. Framework of identity-based PoR-FDV.

The state information § can be passed from A, to A,. Then the proof of retriev-
ability of PoR-FDV can be defined as follows, for ensuring that the validity of
proofs implies the retrievability of data stored on the server.

seeing the system parameters and having a learning phase by access to some

oracles.

Firstly, to formalize the notion of proof of retrievability of PoR-FDV, we

Definition 4. A PoR-FDV scheme is said to achieve (¢, 4)-valid adaptive-ID proof
of retrievability, if for any PPT A-adversary A = (A,,A,) defined as:

define the following two experimental games, where the adversary A = (A, A,)

plays the role of a storage server whose goal is to compute valid responses to
the challenges under a public key pk and a file handler #* from a designated

@ 1D EW?“;H-FDV

1,

o a1 s . o Challenge S w ey
verifier with identity ID*. Pr[Expj.PnR_FDv(ﬁ,n LIDYHY=11> 21,
Setup k Challenge 3 we have:
Experiment Exp A,PoR-FDv(l ): Experiment Exp ,«{,PoR-FDv((S’” ,ID%) : o
L o Pr[F, = F,,|F, < extract"*")(pk,n*, ID" k)] > €,
(pk, sk) < keyGen(1%); kip* < Oderiveverkey (PK, sk, ID*); PP 5 .
where A, (8, ) is casted as the oracle O ggpong for the respond algorithm.
(6,7*,1D*) « ,A:?(I;k); & — Ocnalienge (Pk: 11", 1D, kip+);
Then we propose the following experiments to model the soundness of des-
Output (5,7*,1D*). 7 — A8, 1", ID*, &); ignated verification. Formally, for any PPT adversary who does not know the
target verification key kp-, it is infeasible to verify the proofs in response to
b @verify(l;"’n*?;*s & ke ); any challenge c~* fro~m t~he designated verifier with identity ID*. In particular,
the adversary B = (3, B,) in the adversarial games below should be unable to
Output b € {0,1}. distinguish the response 7 from a random value in the response space R.
A% denotes that A, has access to the set of oracles @ = {Ognooqes Experiment Exp>™™ __ (1%): Experiment ExpS™™<"¢ (5, ID*,&*) :

OderiveVerKew Ochallenge’ Overify! (-‘)exlract}:

@encode (sk, -): Given a
(n. F,) < encode(sk, F);

* Ogeriveverkey (Pk, sk,-): Given an identity ID, the oracle outputs kjp «

deriveVerKey(pk, sk, ID);

¢ « challenge(pk, 1, 1D, k;p);

F, < extract(pk,7.1D, kip).

Ochalienge (Pk, -): Given a file handler 5 and an identity ID, the oracle outputs

@ve,ify (pk, -): Given a file handler 7, an identity ID, and a challenge-response
pair (¢,7), the oracle outputs 1/0 < verify(pk, n, 7, ¢, kip);
* Ogyract(Pk, +): Given a file handler 5 and an identity ID, the oracle outputs

B.PoR-FDV B,PoR-FDV

(pk, sk) < keyGen(1%);
oracle

file F, the outputs

(6.1%,1D*,&) « BO(pk);
Output (6,7",1D*,&"). Ifb=1: F < (?),espond(lfk,n*, ID*, é*);
b« By(8,n*,1D*, 7, &%);

Output ¥ € {0,1}.

B% denotes that /3, has access to the set of oracles O defined in the same
way as above. The adversarial state § can be passed from 5B, to 53,. R is the re-
sponse space. Let Qgeveverkey ad Qyerry denote the set of queries made by 5B to
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Oeriveverkey and Oy, Tespectively, then the soundness of designated verifica-
tion of PoR-FDV scheme can be formalized as follows:

Definition 5. A PoR-FDV scheme is said to achieve e-sound adaptive-ID desig-
nated verification (SND-ID-DV), if for any PPT adversary 3 = (B,, /3,), we have:

IR AR, Challenge T x - l
Prlf = B|F — Exp(p 0% (6" D" e < 5 +e.

3k e e Setup k foatd
where (6,7n*,ID",&*) « Expﬁ.ypoﬁ_FDv(l ), under the restriction that

ID* & Qden'veVerKey’ (’7*! ID*v , 5*) & Qverify'

Similarly, we can also define the soundness of selective-ID designated verifi-
cation (SND-sID-DV), where the adversary should determine the target identity
ID* of the verifier before seeing the public key pk of the user in Exp;e:)‘;_mv(l").

4. Generic construction of POR-FDV

We propose a generic construction of POR-FDV scheme from a PPoR scheme,
an IB-KEM scheme and a OT-SKE scheme. Formal proofs are provided to show
that security (Definition 4 and 5) of the PoR-FDV scheme are guaranteed by
security (Definition 1, 2 and 3) of the underlying PPoR scheme, IB-KEM scheme
and OT-SKE scheme.

4.1. The generic construction

keyGen(1¥):
1. Run (pk, sk) < PPoR.keyGen(1¥);
2. Run (mpk, msk) « IB-KEM.setup(1%);
3. Output pk = (pk, mpk), sk = (sk, msk).
encode(sk, F):
1. Run (n, F,) < PPoR.encode(sk, F);
2. Output (n, F,).
deriveVerKey(pk, sk, 1D):
1. Run dp < IB-KEM.extract(mpk, msk, ID);
2. Output ki =dp.
challenge(pk, 1, 1D, kip):
1. Run ¢ « PPoR.challenge(pk, n);
2. Set ¢ =c and output é.
respond(pk, 1,1D, é):
1. Set ¢ =¢ and run r < PPoR.respond(pk, 1, c);
2. Run (K, E) < IB-KEM.encap(mpk, ID);
3. Run C « OT-SKE.encrypt(K,r);
4. Output 7= (C, E).
verify(pk, n, 7, ¢, kip):
1. Run K « IB-KEM.decap(mpk, ID, kp, E);
2. Run r « OT-SKE.decrypt(K,C);
3. Set ¢ =¢ and run b < PPoR.verify(pk,n,r,c);
4. Output b.
extract(pk, 7, D, kip): we can get F, < PPoR.extract(pk,n) if only the ora-
cle Oegpona(Pk,-) for the PPoR scheme can be simulated by the oracle
Orespond(PK, ) for the PoR-FDV scheme. In particular, for each query (#,c;)
to the oracle Oggpong, the response r; is computed as below:
1. Query (1,D,¢,) to the oracle Oegpong> and get the output 7 = (C,, E));
2. Run K; < IB-KEM.decap(mpk, ID, k\p, E,);
3. Run r; < OT-SKE.decrypt(K;, C));
4. Return r;.

4.2. Security proof

Theorem 1. If the underlying PPoR scheme achieves (e, A)-valid proof of retriev-
ability, then the proposed PoR-FDV scheme achieves (e, A)-valid adaptive-ID proof of
retrievability.

Proof. First, we show that given any PPT i-adversary A = (A, A,) against the
PoR-FDV scheme, it implies the existence of a A-adversary A =(A,, A,) against
the PPoR scheme. The detailed construction of A =(A,, A,) are as follows.

+ A,: Given pk as input, A, runs (mpk, msk) « IB-KEM.setup(1¥), and sets
pk = (pk,mpk). Then A, calls A9(pk) to get (5,1*,1D"), sets the adversar-
ial state 6 = (8, ID*, pk, msk), and outputs (6, #*) in the experiment

Setup k
EXP’ ppor (19)-
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When A, makes queries to the set of oracles O = (Ogncoger Oderiveverkey»
Ochalienges Overitys Oextract) for the PoR-FDV scheme, we can utilize O =
(Oencodes Ochalienges Overifys Oextract) for the PPoR scheme to answer the
queries as follows:
= Ognoode (5k, ): On a query of a file F;, get (1, F,, ) from Ogneege (s, F), and
output (1, F, ).
- Oleriveverkey (Pk; sk, -): On a query of a verifier identity ID,, run djp <
IB-KEM.extract(mpk, msk, 1D,), set kip =dp and output kp .
- @Cha"enge(p'k, ) On a query of (n, ID), get ¢ from
Ochallenge (P 1); S€L & = ¢; and output ¢;.
= Ouerity(Pk, -): On a query of (;, ID;, 7, &) where 7, =(C,, E)),
1. run dip, < IB-KEM.extract(mpk, msk, ID;), and set kip, =dp ;
2. run K; < IB-KEM.decap(mpk, ID;, kpp , E,);
3. run r; « OT-SKE.decrypt(K;,C;) and set ¢; = ¢;;
4. get be {0,1)} from Oeip, (pk, 1;, 1;, ¢;), and output b.
= Ogyract(Pk, -): On a query of (;, D), get F, from Ogaci(pk.1;), and
output F,,,.

« Ay: Given (8,n*,¢*) as input, A, sets & = c¢* and calls
Ay(6,n*,ID*,é*) to get 7 = (C*, E*). Then A, runs dp <«
IB-KEM.extract(mpk, msk,ID*), sets kp = dp-, and gets K* «
IB-KEM.decap(mpk, ID*, k;p-, E*) then r* « OT-SKE.decrypt(K*,C*), and
outputs r* in the experiment Expi}?ggzgge(é, 7*).

According to the correctness of PoR-FDV scheme and PPoR scheme, if #*

is a valid response to ¢*, then b = 1; if r* is a valid response to c*, then b= 1.
In the above simulation, the validity of 7 implies the validity of r* because r*
is the correct decryption of 7#* on the same challenge c¢* = ¢*. As A is a PPT
A-adversary against the PoOR-FDV scheme, we have:

Challenge Y 17 — Challenge & . N _
Pr{EXp| poon(6,1") = 11 = PrEXp o oie (6.17,1D) = 11> 4,

where § = (5, ID*, pk, msk). In other words, the constructed A is a PPT A-
adversary against the PPoR scheme.

Assuming the PPoR scheme achieves (e, 4)-valid proof of retrievability, by
Definition 1 we have that F,. is retrievable from Ogyaci(pk, #*) with probabil-
ity greater than e by oracle access to A,(8,-). As shown above, Op.c(Pk, 7%,
ID*) and Ogyyract (P, n*) output the same F,., and A,(8,7*,¢*) can be simulated
by A,(6,n*,ID*,é*), hence equivalently, F,. is retrievable from Ouyai(pk, 1",
ID*) with probability greater than e by oracle access to .4,(5,-). So by Defini-
tion 4, the generic PoR-FDV scheme achieves (e, 1)-valid adaptive-ID proof of
retrievability. []

Theorem 2. If the underlying IB-KEM scheme achieves e-IND-ID-CCA security and
the underlying OT-SKE scheme achieves e-IND-PA security, then the proposed PoR-
FDV scheme achieves e-SND-ID-DV security.

Proof. Suppose there exists a PPT adversary 53 = (3,,53,) that breaks the e-
SND-ID-DV security of the PoOR-FDV scheme, we can utilize it to construct either
an adversary BB = (B,, 3,) that breaks the e-IND-ID-CCA security of the IB-KEM
scheme, or an adversary C = (C;,C,) that breaks the e-IND-PA security of the
OT-SKE scheme. Below we analyze these two cases in details.

Case 1: assume the OT-SKE scheme is secure, then insecurity of the PoR-
FDV scheme must imply insecurity of the IB-KEM scheme. The construction for
B=(B,,1,) is as follows.

* B,: Given mpk as input, B, runs (pk, sk) < PPoR.keyGen(1¥) and sets pk =
(pk, mpk). Then B, calls f;’?(p?c) to get (§,7*,ID*,¢*), and sets the adversarial
state 6 = (8, n*, &, pk, sk). Finally, B, outputs (5, ID*) in the experiment
EXPZC.I‘;?KEM(PC)'

The simulation for the set of oracles © = {Ogncode» Ogeriveverkey> Ochatienges

Ouerity> Oextract} for the POR-FDV scheme is given as below, using the set of

0ra~cles o =~{Oex‘ract, Ogecap ) for the IB-KEM scheme:

= Ogneode(sk, )2 On a query of a file F, run
PPoR.encode(sk, F), and output (1;, F, ).

- Oleriveverkey (Pk; sk, -): On a query of a verifier identity ID,, get dip from
Oexiract(mpk, msk, ID;), set kjp = dip and output k|p . Notice that ID, # ID*

as ID* & Oeriveverkey» and it is consistent with the restriction ID* & Qgyact-

- Oghalenge(Pk, )2 On a query of (5, ID), run ¢ <
PPoR.challenge(pk, 1,), set ¢ = ¢; and output ¢;.

= Oyerity (Pk, ): On a query of (,, ID,, 7, ¢) where 7, = (C,, E)),

1. get K; from Ogecqp(mpk, ID;, E);

o, F,) <
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2. run r; « OT-SKE.decrypt(K;, C;), and set ¢; = ¢;;
3. run b < PPoR.verify(pk, n;, r;, ¢;), and output b € {0, 1}.
We stress that the probability that (ID,, E;) = (ID*, E*) is negligible,
since that the value of E*, which is to be generated by the probabilistic
algorithm IB-KEM.encap (i.e. Oencap (mpk, I D*)) in the Challenge exper-
iment, remains unpredictable at this stage.

- Oguract(Pk, -): On a query of (7, ID,), run F, < PPoR.extract(pk, #,), and
output F, .

+ B,: Given (5, ID*, K7, E*) as input, B, sets c¢* = ¢ and runs r* <
PPoR.respond(pk, n*,c*), C* « OT-SKE.encrypt(K',r*), and sets #* = (C*,
E*). Finally, B, calls B,(5,7* 1D*,7,¢*) to get b € {0,1}. Then B, sets
b’ =b" and outputs b’ in the experiment Exp;l]:_l;[ég,; (6, ID).

Since that b =0 indicates 7 « R, it is equivalent to the case of b=0
that # = (C*, E*) where the ciphertext C* < OT-SKE.encrypt(K',r*) is gener-
ated using a randomly picked key K" <4 K. On the other hand, b =1 indi-
cates that 7 is a valid response to ¢*, and equivalent to the case of b =1
that (K*, E*) « Ogncap(Mpk, ID*) and C* « OT-SKE.encrypt(K*,r*) is a valid en-
cryption of r* « PPoR.respond(pk, n*, ¢*) where ¢* = ¢*. In other words, the
simulation above ensures that b = b. Furthermore, as /3, outputs b’ as 5" which
is the output of 53,, and assuming /3 breaks the e-sound designated verification
of the PoR-FDV scheme, then we have:

Pr[b = b|b' — EXpy g erse(6,1D)]

=Pr[ =b|b' — Expj g rse(6,1D")]

— T Challenge & * ok
=Pr{B = b|B — Expy o ¢ (5,1",1D", )]

> = +e€.
2

Therefore, we constructed an adversary /3 that breaks the ¢-IND-ID-CCA security
of the IB-KEM scheme, resulting in a contradiction.

Case 2: assume the IB-KEM scheme is secure, then insecurity of the PoR-
FDV scheme must imply insecurity of the OT-SKE scheme. The construction for
C=(C,,C,) is as follows.

+ C;: Given 1 as input, C, runs (pk,sk) < PPoR.keyGen(1¥), (mpk, msk)
« IB-KEM.setup(1¥), and sets pk = (pk, mpk), sk = (sk,msk). Then C, calls
E?(ik) to get (6,1ID*¢"), sets ¢* = & and runs * «

PPoR.respond(pk,n*,c*). Finally, C, sets M, <4 R, M, =r*, 6 = (6, 1*,

ID*, &*, pk, sk), and outputs (6, M,, M,) in the experiment Expi?g’Tp_SKE(l").

The simulation of the set of oracles o= {Sﬁenwde, Oeriveverkey> O,

Ouerifys Oextract} for answering queries from 53, is given as below.

= Ocncode 5k, ), Ochatienge (PKs s Ootract Pk, -): Quires to the three oracles
are answered in the same way as in Case 1 above.

— Ogeriveverkey(Pks sk, -): On a query of a verifier identity ID;, run djp, <
IB-KEM.extract(mpk, msk, 1D,), set kip, = d\p, and output kp . Notice that
C, has the knowledge of msk.

= Oyerity (Pk, -): On a query of (,, ID,, 7, &) where 7, = (C,, E,),

1. run K; < IB-KEM.decap(mpk, ID;, kp, E;) where kp <
IB-KEM.extract(mpk, msk, 1D;);

2. run r; < OT-SKE.decrypt(K;, C;), and set ¢; =¢;;

3. run b < PPoR.verify(pk, n;, r;, ¢;), and output b € {0,1}.

C,: As mentioned in Section 2.3, we can assume that the challenge ci-

phertext C* is the encrypted M, using a key K* generated by (K*, E*) «

IB-KEM.encap(mpk, ID*). So the input of C, is (5, C*, E*, M, M,). Then

C, sets 7* = (C*, E*), calls B,(5,n*,1D*,7*,&*) to get §' € {0,1}, and outputs

) . Challenge
b =¥ in the experiment Exp C.OT-SKE (6, My, M)).

challenge»

As My <g R and M, =r*, 7 must be either a random value in R when
b =0, or a valid encryption of r* when b = 1. This implies that = 5. And as C,
outputs b’ = #, similarly to that of Case 1, we have:

Pr[b’ - blb’ - ExpChallenge (5, M(]v Ml )]

C,OT-SKE
— T _ T Challenge g S ok
=Pr{} = | — Expjj ot (5,1,1D",¢")]
>1ie
3 .

Therefore, we constructed an adversary C that breaks the ¢-IND-ID-PA security
of the OT-SKE scheme, resulting in a contradiction.
Combining the results of Case 1 and 2, the theorem follows. []
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By a similar security analysis as Theorem 2, we can obtain the following
theorem.

Theorem 3. If the underlying IB-KEM scheme achieves e-IND-sID-CCA security and
the underlying OT-SKE scheme achieves ¢-IND-PA security, then the proposed PoR-
FDV scheme achieves e-SND-sID-DV security.

5. A concrete PoR-FDV scheme

Applying the generic construction, now we give the first POR-FDV scheme
derived from Shacham and Waters’ PPoR scheme (Section 3.3 in Shacham and
Waters (2008)), Chen et al.’s IB-KEM scheme (Section 3.3 in Chen et al. (2006)),
and a standard DEM scheme using the folklore construction of OT-SKE shown
in Section 2.3.

5.1. Scheme specification

Below is the specification of our PoR-FDV scheme. Notice that we implicitly
use Zhang et al.’s short signature scheme for generating the file handlers and
the verification keys.

keyGen(1¥). Choose an admissible bilinear map e : G X G - G, where G and
Gy are cyclic groups of prime order g. Let g be a generator of G, g, be
a generator of G, H, : {0,1}* - Z,, H, : {0,1} = G, Hy : {0,1}* - Z,,
H,:{0,1}*> 27, Hs : {0,1}* > {0, 1}* be cryptographic hash functions, G
be a pseudo-random bit generator. Pick a, f,y < Z, and set w = g*, v= g,
z=g", P=e(g,g). Let pk = (g, G, G, e, g, H,, H,, H, H,, Hs, G, w, v,
z, P), sk = (a, B, 7).

encode(sk, F). First, use an erasure code (e.g. Reed-Solomon code) to encode
the file F into F’. Then split F’ into n blocks m,, -+, m,, and each block m;,
into s sectors m, ,, -, m; € Z,.! Choose a random file identifier ¢ «¢ Z,
and an s-element vector u = (uy, -+, u;) where u; < G. Set 7 =¢&||n|lu, and
compute:

1
—_ H,
ST =g o+,

Then for 1 <i <n, compute the metadata of each block as:
o, = (Hy@lln - [ Tu))
j=1
Finally, output # = 7||S, and F, = {m,;}||{c;}.
deriveVerKey(pk, sk, ID). Compute the verification key of a verifier with identity
ID as:

kID = g W0 |

challenge(pk, 51D, kp). First, check the validity of file handler 5 = 7||S,,
namely the equation P = e(wg”™,S,) should hold. Then choose two
[-element vectors t = (¢,---,t;) and v = (v},-,v;), where t; < [L,n],
v; < {0,1}* for i = 1,---,1. Here I is the parameter that affects the effi-
ciency of data retrieval. Output the challenge as ¢ =t||v.

respond(pk, 5, 1D, &). Firstly, compute the proof as:

1 !

;4]=Zu,.m,ﬂj for1<j<s, and =[]0/,
i=1 i=1
and let r = {y;}|lo. Then choose K «g {0,1}%, and set x = Hy(K), Y =
zg: D) E =Y*, E, = K @ Hs(P*), and E = E,||E,. Finally, compute
C =G(K) & r, and output the response 7 = (C, E).

verify(pk, n, 7, ¢, kip). First, decapsulate the encryption key as:

K = Hs(e(kp, E))) ® E,.

Then compute x = H,(K), then Y = zg5(D), E/ =Y, and output L if E, #
E|. Otherwise, compute r = G(K) @ C = {4, }||o, and check if

! K
e(o,9) = e([ [ Hallr)" - [T w0

i=1 Jj=1

1 For instance, to offer 80-bit security where k = 80, an encoded 4 GB file F’
can be splitted into n = 10° blocks of size 4 KB, each block into s =200 sectors
of 160 bits.
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Table 2

Performance comparison of related works.
Schemes ||Chal]| ||Resp]| Comp, Compy,
Shacham and Waters (2008) 1G] + llog% (s+ DIG| [Exp (s + Exp + 2Pair
Yang et al. (2021) 5|G| + 280 10|G| 5sExp 6Exp + 7Pair
PoR-FDV 1|1G| +110g% (s+2)|G|+k IExp (s + 1+ 1)Exp + 3Pair

a ||Chal|| and ||Resp|| denote the challenge size and the response size respectively, for evaluation of

communicational costs.

b Comp, and Compy, denote the computational costs on the prover (cloud server) side and on the verifier

side, respectively.

c [ is the sampling size, |G| is the group element size, | F| is the file size, s is the number of sectors in each
block, k is the system security parameter. Exp denotes the time required for performing 1 exponentiation
operation, Pair denotes the time required for performing 1 bilinear pairing operation.

Finally, output b =1 if the checking holds, otherwise output b = 0. Notice
that the verifier with identity ID can precompute and store the value Y
before the auditing.

extract(pk,n,1D, k;p). The file F can be recovered by running multiple auditing
queries. In particular, after obtaining a valid response 7 to a challenge
¢=t|lv, compute r = {y;}||c as in the above algorithm verify. Denote by
v the n-element vector that the #,-th entry is v; for i =1,---,/, while the
other entries are all zeros. Denote by M the n x s matrix that the (i, j)-th
entry is m;; for i=1,--,n, j=1,--,s. Let y = (uy, -, ;). Then we have
v+ M = u. Therefore, by making » auditing queries to the server, we can
obtain a n X n matrix A of rows v,, ---, v, and a n X s matrix B of rows y,
“+, Hy, such that A- M= B. The encoded file F’ = {m,;} represented by the
matrix M is retrievable if A has an inverse matrix A~!, which happens with
non-negligible probability. Shacham and Waters (2008) has proved that
if the server outputs valid proofs with probability 4, and F was encoded
using a rate-p erasure code, then the success probability of recovering p
fraction of F’ is at least A — ("(7”['2’1), . By correctness of the erasure code, the
original file F can be extracted from the recovered fraction of F’.

5.2. Performance analysis

Shacham and Waters’ PPoR scheme Shacham and Waters (2008) is a typi-
cal PoR based on BLS signature that many other PoR schemes are its variants
with similar performance. For fair comparison with related works Hanser and
Slamanig (2013); Wang (2013); Yang et al. (2021), we include Shacham and
Waters (2008) as well as Yang et al. (2021) in Table 2, for that Hanser and Sla-
manig (2013); Wang (2013) are PDP schemes rather than PoR schemes. When
compared to Shacham and Waters (2008), our PoR-FDV scheme incurs no in-
crease in the challenge size, and raises the response size by only |G| + k bits,
where the response in the original PPoR scheme is (s + 1)|G|-bit long. Without
lose of generality, we suppose k = 80, |G| = 171, and s = 200, then the communi-
cation cost increases by only 0.73%. Regarding the computational efficiency of
PoR-FDV, the cost on the prover side remains the same as that of Shacham and
Waters (2008), while the additional cost on the verifier side is about 1 pairing
plus 1 exponentiation for computing e(kp, E;) and Y* respectively, assuming
the pre-computation of Y is adopted. The verification algorithm in Shacham
and Waters (2008) requires for 2 pairings plus s + / exponentiations, so the au-
diting efficiency is also comparable to the original scheme. Regarding Yang et
al. (2021), it has lower communicational costs then ours, but much higher com-
putational cost (e.g. 5sExp > [Exp for the general case / =300) as the trade-off.

6. Conclusion

We proposed the first generic construction of PoR that achieves completely
flexible delegation of auditing capability under the control of data owner, in
the sense that only some designated verifiers are allowed to audit and retrieve
users’ data. A new framework and security model for such kind of PoR, which
we denote by PoR-FDV, are also well formalized. Our generic construction of
PoR-FDV is provably secure and sound, leading to the design of a concrete PoR-
FDV scheme. The performance analysis shows that our PoR-FDV scheme still
preserves comparable efficiency as many other existing PoR schemes, while
offering better controllability in terms of verifier designation.
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