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Abstract  Combining optical image encryption with 
digital image encryption, we propose a composed 
optical image hybrid encryption scheme in this paper. 
The scheme consists of two main parts. In the first 
part, the original image is encrypted in 4f optical sys-
tem in the pattern of double random phase encoding. 
In the second stage, the result of optical encryption is 
divided into the real part image and the imaginary one. 
Then, pixels diffusion and confusion are successively 
carried out on the two images in parallel. Fractional 
Fourier transform and a generalized chaos, as well 
as nonlinear transform of matrices are composited to 
brace the core computation of the algorithm. Plaintext 
related cipher technology is fully applied to cryptosys-
tem. Moreover, other tools including cumulative sum 

and modular operation, random matrices, dot opera-
tion of matrices, sequence rearrangement, etc., are 
employed to support the algorithm. Cipher statistical 
analysis according to SP800 R1a shows that the cryp-
tosystem is secure. Encryption simulations and perfor-
mance analysis show that the algorithm performs well 
in effectiveness, feasibility, safety and robustness. The 
innovation of this work includes two aspects: firstly, 
the high-dimensional chaotic digital image encryption 
method is integrated into 4f optical image encryption 
system, and a new idea of optical image encryption is 
proposed; Secondly, a separate encryption paradigm 
of real and imaginary images in frequency domain 
is proposed, which greatly improves the security of 
image encryption and transmission. Other contribu-
tions of this paper consist in: a novel chaos with mul-
tiple free parameters is introduced to sustain the cryp-
tosystem; the algorithm has a super large scale key 
space to ensure the security of the algorithm. Com-
pared with other known schemes, the proposed algo-
rithm shows relatively overall advantages. So, it is a 
nice candidate for image protection.

Keywords  Image Encryption · Fractional Fourier 
Transform · Chaos · Plaintext-related · Dot Operation

1  Introduction

As an important part of information security, image 
security has attracted extensive attention. For image 
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protection, it has been accepted that image encryption 
is the most effective means. So, image encryption has 
drawn much attention in cryptology [1, 2]. In gen-
eral, image encryption can be divided into two main 
branches: optical image encryption and digital one. 
The former encrypts images from the perspective of 
image acquisition, which is usually implemented in 
4foptical system by using Fourier transformation and 
double Random Phase Mask (RPM) [3, 4]. The latter 
encrypts images in the sense of image storage, which 
is accomplished in digital computer by pixels diffu-
sion and confusion (scrambling) [1, 2].

Since 1995, both Fourier Transformation (FT) [3] 
and Fractional Fourier Transformation (FRFT) [5–7] 
gradually applied to optical image encryption. Part of 
published research results include: cipher mechanism 
and encryption algorithm based on Fourier transform, 
chaotic map and double random phase masks [8, 9], 
multiple images encryption using discrete FRFT and 
novel chaos [10, 11], DNA and chaos image encryp-
tion [12], color image encryption applying hyper 
chaos [13],image encryption by employing a hidden 
attractor chaos [14], nonlinear optical image encryp-
tion making use of canonical transform [15], optical 
image encryption taking advantage of public key cryp-
tography [16], optical image encryption with the sup-
port of chaos, phase masks and ptychography [17].

In the meantime, plaintext related cryptosystem is 
more and more applied to image encryption. Some 
representative achievements include: image crypto-
system based on chaos and S-box [18],image encryp-
tion using cosine transform [19], color image encryp-
tion combining chaos and plaintext related technology 
[20], plaintext related image encryption on the basis 
of chaos drove by sine transformation [21], image 
encryption utilizing hyper chaos and plaintext related 
cipher [22], image cryptosystem using perceptron-
like network [23], gray image encryption combin-
ing Lagrange interpolation with nonlinear transfor-
mation [24]. Other researches related to the topic 
of this paper can be found in [25–28]. These works 
have either carried out interesting numerical calcula-
tion research in the field of fractional transformation 
or applied research in the field of optics and digital 
image processing. There is no doubt that these pub-
lications have provided useful help for our paper and 
important reference basis for our further work.

While affirming the theoretical significance and 
practice value of the existing achievements in image 

encryption, attentions should be paid to some prob-
lems in image encryption. Firstly, some schemes, 
especially part of optical image encryption ones, 
completely ignore the argument of the security 
of cryptosystem. In fact, Mario, Thomas and Ste-
fan et  al. have studied the security of some chaotic-
based image encryption schemes in 2018 [29]. They 
concluded that passing the statistical tests of vari-
ous secure performance indicators is only a neces-
sary but not a sufficient condition for the security of 
cryptosystem. After a large number of experiments, 
they found that the encryption algorithm based on 
unsecure ciphers can also pass the statistical testing. 
So, they suggested that the security of the cryptosys-
tem should be demonstrated before it is applied to 
encrypting the image. For chaos-based cryptosystem, 
the security demonstration can be carried out either 
by the analysis of chaotic dynamic system or by the 
international standard evaluation of pseudo-random 
sequence. Secondly, the computing speed and stor-
age capacity of modern computer systems are amaz-
ing, so those algorithms which have been proved to 
be secure under traditional conditions are no longer 
secure in modern computing environment due to their 
mall key space. It is necessary to study the encryption 
algorithm with super large key space. This will inevi-
tably involve the design and construction of multi 
parameter chaotic cryptosystem. Thirdly, the struc-
tures of some algorithms are not complex enough to 
guarantee the security of the encryption system con-
fronting multiple malicious attacks.

On the whole, image encryption is divided into 
two relatively independent and parallel branches, 
namely optical image encryption and digital image 
encryption. Optical image encryption mostly uses 
the frequency domain encryption methods of wavelet 
transform, Fourier transform and other basic tools, 
while digital image encryption generally uses the 
pixel scrambling and pixel diffusion methods based 
on chaotic transformation. Of course, there are also 
a few digital image encryption schemes that combine 
cosine transform and chaotic transform. However, the 
combination of optical image encryption and digital 
image encryption tools has been a research gap in 
image comprehensive encryption. In fact, the cross-
fusion application of the two branches is more con-
ducive to carrying forward their respective advan-
tages and avoiding each other’s shortcomings. In 
order to effectively promote the integration of optical 
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image encryption methods and digital image encryp-
tion tools, this paper proposes an important idea of 
integrating time-domain encryption and frequency-
domain encryption into optical image encryption. 
The main expression of this idea is combining chaos 
digital image encryption technologies with 4f opti-
cal encryption system to form a compound encryp-
tion mode. In addition, in the encryption algorithm, 
we propose a new mode, that is, the real part and 
the virtual part of the frequency domain image gen-
erated by the optical image system are encrypted by 
discrete chaotic encryption using pixel scrambling 
and diffusion. This mode multiplies the key space 
of the encryption scheme and improves the security 
of image transmission to twice the original. This 
greatly improves the overall security of the encryp-
tion algorithm.

In this paper, an optical image hybrid encryp-
tion scheme is proposed using 4f optical system 
with pixels diffusion and confusion. The mechanism 
of the algorithm is to implement the pixels opera-
tions of digital image based on the result of optical 
mask encoding. The encryption process includes two 
parts. In the first part, the original image is encoded 
in 4f double RPM based on FRFT with multiple 
parameters. In the second stage, the optical encrypt-
ing image is decomposed into real part and imagi-
nary part images. And then, both the pixels diffusion 
and confusion, as well as pixels nonlinear transform 
are performed on the two parts to realize digital 
image encryption on the basis of the novel chaotic 
cryptosystem.

Our main contributions are summarized as fol-
lows. Firstly, the high-dimensional chaos digital image 
encryption techniques are integrated into 4f optical 
image encryption system to construct a novel optical 
image hybrid encoding scheme. Secondly, the real and 
imaginary images in frequency domain are separately 
encrypted. This encryption paradigm greatly improves 
the overall security of the algorithm. Thirdly, a general-
ized chaos is formed to support the cryptosystem and 
a new pixel’s diffusion mode is suggested. Fourthly, 
plaintext related technology and nonlinear transform 
of matrices are fully utilized in cipher generation and 
image encryption. Fifthly, the proposed algorithm has 
super large-scale key space. Therefore, it has relatively 
high security in resisting brute force attack.

The paper mainly includes the following contents: 
Part 2 summarizes the mathematical foundation of 

the algorithm. Section  3 detailed expounds the image 
encryption algorithm. Section 4 implements the simu-
lations. Section 5 tests the cryptosystem security. Sec-
tion 6 exhibits the algorithm performance analysis. Sec-
tion 7 gives the conclusions.

2 � Mathematics Preliminaries

2.1 � Fractional Fourier Transformation

FRFT is the  rotation of coordinate axis in a time–fre-
quency plane. The FRFT of order p is usually expressed 
as follows [30]:

where, � ≡ p�∕2 , Fp is p − order FRFT, Kp 
is the kernel. In fact, FRFT is an extension of 
FT. It is obvious that FRFT has periodicity, i.e. 
Fp+4ns(u) = Fps(u), n ∈ N.

2.2 � Chaos with Multiple Free Degrees

We know that Henon map is a commonly-used chaos to 
generate pseudo random sequence [1, 2]. One form of 
this chaos is denoted as follows:

where, a, b are the free parameters. Since the key 
space of Henon map is too small, the security of the 
ciphers generated by this chaos is limited. So we 
extend it to a novel form with multiple control param-
eters and additional items as follows:

where, t1, t2, t3, t4, t5 are the systematic parameters. In the 
following sections, we call this map as Cosine-sine Henon 
Map (CHM). When 0.55 < t1 < 2, 0 < t2, t3, t4, t5 < 1, , 

(1)Fps(u) ≡
∞

�
−∞

Kp(t, u)s(t)dt,

(2)

Kp(t, u) =

⎧⎪⎨⎪⎩

�
1−jcot�

2�
exp

�
j
t2+u2

2
cot� − j

tu

sin�

�
� ≠ n�

�(t − u) � = 2n�

�(t + u) � = (2n + 1)�

,

{
x(n + 1) = 1 − a ⋅ x2(n) + y(n)

y(n + 1) = b ⋅ x(n)
,

(3)

{
x(n + 1) = 1 − t1 ⋅ x

2(n) + t2 ⋅ cos(x(n)) ⋅ y(n) + t3 ⋅ sin(x(n))

+t4 ⋅ sin(y(n))y(n + 1) = t5 ⋅ x(n)
.
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CHM has one positive Lyapunov exponents, so it satisfies 
the sufficient condition of chaos. Since the nonlinear item 
and more free degrees are introduced in Eq. (3), the key 
space and structure complexity of this system is increas-
ingly improved.

2.3 � Nonlinear Transformations of Matrices

In matrix analysis, dot operation is oriented to the ele-
ments of a given matrix other than to the matrix. Suppose 
that I =

(
Iij
)
h×k

 represent the matrix of h rows and k col-
umns. The dot power [31] of I is expressed as follows:

where, �

.∧
� stands for dot power operator. Based on 

this formula, we define the Nonlinear Transform 
about the Matrix (NTFM)If  as follows:

where,�, �, � , �,� ∈ R+ are optional parameters,J is 
another matrix of the same size as I , R is a nonzero 
random matrix, and �(⋅) is a nonlinear function such 
as logarithmic, exponent, and trigonometric opera-
tors, etc. Obviously, it is not hard to deduce the 
Inverse of NTFM(NTFM−1) as follows:

3 � Image Hybrid Encryption and Decryption

3.1 � Image double RPM encoding based on FRFT

Using the inner function ’rand’ of Matlab, we obtain 
two random matrices CS1,CS2 with the size of h*k as 
the image to be encrypted. Furthermore, we deduce 
the two random phase functions as follows:

For the given plain image P0 and the specified 
parameter p , we perform the transform as follows:

where, FRFTp denotes the fractional Fourier trans-
form of the order p.The matrix C̃TP is referred to as 

I.∧n =
((
Iij
)n)

h×k
,

(4)If = f (I) = � ⋅ I.∧� + � ⋅ J.∧� + � ⋅ �(R),

(5)
I = f −1

(
If
)
=
((
If − � ⋅ J.∧� + � ⋅ �(R)

)
∕�

)
.∧(1∕�).

(6)CT1 = e2�i⋅CS1 ,CT2 = e2�i⋅CS2 ,

(7)C̃TP = FRFTp
(
P0. ∗ CT1

)
. ∗ CT2,

the masked image of P0.Furthermore, we perform the 
following transformon C̃TP:

where, a0, b0, c0 ∈ R+ are varied parameters, R0 is a 
nonzero random matrix.

In order to carry out digital image encryption suc-
cessfully, we decompose the transformed result CTP 
into two real matrices as follows:

We can also implement another transform on the 
results of Eq. (9) as follows:

where, floor(⋅) represents the operator of rounding 
downward. The matrices CTPR and CTPI are regarded 
as the encryption results of the first stage.

In this subsection, the key space is 
Γ1 =

{
a0, b0, c0, p,CS1,CS2,R0

}
.

3.2 � Pixels Diffusion

In this subsection and the subSect. 3.3, we take CTPR 
as an example to elaborate the image encryption algo-
rithm. The same algorithm should be performed on 
CTPI in parallel.

Suppose that P = CTPR . For the given parameters 
t11, t21, t31, t41, t51 , apply Eq.  (3) to generate the cha-
otic sequence CS3 in the length of n = h ⋅ k and con-
vert it into the matrix CS3 of the same size as P . For 
the known parameters a1, b1, c1, d1, e1 , the matrices P
,CS3 , and the random matrix R1 , we implementing the 
NTFM in Eq. (4) and obtain the matrix Cd as follows:

where, �1(⋅) = cos(⋅) is called operator key. The 
matrix Cd is referred to as the Diffusion Cipher 
Related to the Plaintext (DCRP).

It is well known that the traditional pixel diffusion 
is performed based on XOR operation or addition and 
modular operation. To improve the computing effi-
ciency, we introduce a new diffusion mode combining 

(8)CTP = a0 ⋅ C̃TP + b0 ⋅ R0.
c
0
,

(9)CTPR = real
(
CTP

)
,CTPI = imag

(
CTP

)

(10)CTPR = CTPR − floor
(
CTPR

)
,

(11)CTPI = CTPI − floor
(
CTPI

)
,

(12)Cd = a1 ⋅ P.
∧b1 + c1 ⋅ CS3.

∧d1 + e1 ⋅ �1(R1)
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cumulative sum with modulus arithmetic. The forward 
and backward diffusing calculations and their inverse of 
this mode are, respectively, expressed as follows:

where,D is the diffused pixels matrix, P is the image 
to be diffused, and S = Cd is the DCRP.

In this subsection, the key space is 
Γ2 =

{
t11, t21, t31, t41, t51, a1, b1, c1, d1, e1, �1,R1

}
.

3.3 � Pixels Confusion

For the selected parameters t12, t22, t32, t42, t52, we use 
the chaos in Eq.  (3) to generate the chaotic matrix 
CS4 . After setting the values of a2, b2, c2, d2, e2 , we 
carry out the transform in Eq.  (4) on the diffused 
image D , the matrix C34 , and another random matrix 
R2 and derive the matrix M as follows:

where, �2(⋅) = sin(⋅) is another operator key. Then, 
we sort M into MS in ascending order. According to 
the sequence Nnew , that is the number of the elements 
after sorting, we rearrange D into Df  . The matrix Df  
is the confused image.

3.4 � Decryption

Firstly, according to the sequence Nold , that is the 
number of the elements after sorting, we rearrange 
the encrypted image Df  into the matrix D . Secondly, 
we make use of Eq. (14) to compute the matrix P and 
recover the images CTPR,CTPI . Thirdly, we use the 
inverses of Eqs. (11), (10), (9) and (8) to derive C̃TP . And 
finally, we implement the inverse of FRFTp as follows:

(13)

Di =

(
i−1∑
j=0

Di−1 + Si + Pi

)
mod256,Di

=

(
i+1∑
j=1

Di+1 + Si + Pi

)
mod256

(14)

Pi =

(
n × 256 + Di −

i−1∑
j=0

Di−1 − Si

)
mod256,

Pi =

(
n × 256 + Di −

i+1∑
j=1

Di+1 − Si

)
mod256

(15)M = a2 ⋅ D.
∧b2 + c2 ⋅ C34.

∧d2 + e2 ⋅ �2(R),

where, FRFT−1
p

 is the inverse of FRFTp , conj(⋅) represent the 
conjugate operator, and ICTP denotes the final decrypted 
image. So far, the image decryption is completed.

3.5 � Algorithm Description

(1)	 Preprocessing

▪1Suppose that the original gray image is P0;

(2)	 Double random phases mask encryption

▪2 Use Matlab function to generate the matrices 
CS1,CS2;
▪3 Use Eq. (6) to work out the double phase mask-
ing functions CT1,CT2;
▪4Set the parameters p, a0, b0, c0,R0 , and carry out 
the transforms in Eqs. (7), (8), (9), (10) and (11), 
successively, to derive the images CTPR,CTPI;

(3)	 Diffusion encryption

▪5 Select the keys t11, t21, t31, t41, t51 , and employ 
Eq. (3) to calculate the chaotic matrix CS3;
▪6Use Eq.  (12) to deduce the cipher Cd based on 
the known parameters a1, b1, c1, d1, e1,R1;
▪7Make use of Eq.  (13) to conduct the pixels dif-
fusion;

(4)	 Confusion Encryption

▪8Compute the chaotic matrix CS4, carry out the 
transform in Eq. (15), and rearrange the transform 
result into the matrix Df ;

(5)	 Decryption

▪9Convert the encrypted image Df  into the matrix 
D , use Eqs. (14), (11), (10), (9) and (8) successively, 

(16)ICTP = FRFT−1
p

(
C̃TP. ∗ conj

(
CT2

))
,
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to derive the matrix C̃TP , and then perform FRFT−1
p

 
in Eq. (16) to obtain the decrypted image ICTP.

3.6 � The Algorithm Flow Chart

The image encryption and decryption process is dis-
played in Fig. 1. The encryption process consists of opti-
cal image encryption and digital image encryption in 
sequence. The part of optical image encryption includes 
the following steps: firstly, use Matlab inner function to 
generate two random matrices R01 = CS1,R02 = CS2 ; 
secondly, use Eq.  (6) to obtain the double phase mask-
ing functions CT1,CT2 ; thirdly, use CT1,CT2 to imple-
ment Fractional Fourier Transform on plaintext, as men-
tioned in Eqs. (7), (8), (9), (10) and (11), successively, to 
deduce the optical image encryption results. The results 
include real part encrypted image and imaginary part 

encrypted image which denoted by CTPR,CTPI , respec-
tively. The part of digital image encryption is carried out 
on the basis of optical image encryption results. This part 
includes two stages, i.e., pixels diffusion and pixels con-
fusion. In the first stage, Eq. (3) is firstly used to calculate 
the chaotic matrix CHM_01; then, NTFM_01 in Eq. (12) 
is applied to deduce the cipher Cd ; finally, Eq.  (13) is 
implemented to conduct the pixels diffusion. In the sec-
ond stage, Eq. (3) is firstly used again to c0mpute the cha-
otic matrix CHM_02; then, the transform in Eq. (15) is 
conducted to obtain a new matrix; finally, the transform 
result is rearranged into another matrix, it is the con-
fused image, i.e., the final encrypted image. Decryption 
is the reverse process of encryption. Firstly, the encrypted 
image Df  is converted into the matrix D ; then, Eqs. (14), 
(11), (10), (9) and (8) is used, successively, to derive the 
matrix C̃TP ; Finally,  FRFT−1

p
 in Eq. (16) is performed to 

obtain the decrypted image ICTP.

Digital image encryption

Confusion

Confusing cipher

CHM_02, 

Optical image encryption

Rand_01, Rand_02 Plain image

Masked image

Random phase

CHM_01

Diffusing cipher

Diffusion

Diffused image

NTFM_01

Cipher image

Cipher imageInverse of confusionInverse of diffusionFRFT 
-1

FRFT

Decrypted image

Image decryption

Fig. 1   The encryption and decryption flow chart
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4 � Encryption and Decryption Simulations

We randomly pick up three sample images, i.e., Mush-
room (256 × 384), Dragonfly (481 × 321), and Jag-
uar (512 × 348), from the universal datasets BSD-
S500(Berkeley Segmentation Dataset and Benchmark 
500) [32] and Caltech (the California Institute of Tech-
nology) 101 [33]. The simulations are conducted on the 
platform of Matlab 2019a. The system configuration is 
Intel Core i7 2.4 GHz CPU, 8.0 GB RAM, and Win10.

In this section, the data and conclusions are 
obtained from the encrypted image CTPR , the similar 
data and conclusions are also applicable to CTPI.

The key space is Γ1 × Γ2 × Γ3 . Besides R0,R1,R2 
are random matrices and �1(⋅) = cos(⋅), �2(⋅) = sin(⋅) , 
the other keys are assigned as in Table 1. The experi-
mental results are shown in Fig. 2.

Figure 2 shows the plain images (a), the encrypted 
real (b) and imaginary (c) images and the decrypted 
images (d). It is obvious that the ciphertext is disor-
der. From the cipher image, little useful information 
can be obtained. So, from the visual intuition, the 
proposed algorithm is valuable.

Table 2 shows the similarity index of two images. 
PSNR (Peak Signal to Noise Ratio) is an objective 
standard for evaluating image similarity, the higher 
its value, the stronger the similarity between the two 
images. SSIM (Structural Similarity) is another index 
to measure the similarity of two images. Its value 
range is [0, 1]. The bigger the value is, the higher the 
similarity is. The data in Table 2 reveals that the prac-
tical effect of the algorithm is quite ideal. In addition, 
the data indicate that the algorithm can be realized 
without losing any information of the original image.

5 � The Security Test of the Cryptosystem

We know that the base of the proposed algorithm cryp-
tosystem is CHM in Eq.  (3). To meet the demand of 
applied cryptography, the cipher stream generated by 
CHM should be proved to be secure. For the parameters 

t11 = 1.20, t21 = 0.50, t31 = 0.78, t41 = 0.30, t51 = 0.40 
used in Sect. 4, we calculate the 15 indicators of SP800-
22 Revision 1a [34] and list them in Table 3.

Table 3 is composed of four columns: the first one is 
the security index, the second one is the reasonable range 
of the security index, the third one is the test value of the 
security index of the cryptographic system in this paper, 
and the fourth one is the test result of the security index.

Table  3 shows that, the chaotic sequence can 
smoothly pass the tests of SP80022. In fact, as long 
as the parameters are within the reasonable range, the 
similar results can be obtained from other parameters 
sets. Thus, we conclude that cryptosystem used in 
this paper is secure and applicable.

6 � Performance Analysis of the Algorithm 
and the Comparison with Other Encryption 
Schemes

As previously mentioned, the innovation of this paper 
includes two aspects: i) the high-dimensional chaotic 
digital image encryption method is integrated into 4f 
optical image encryption system, and a new idea of opti-
cal image encryption is proposed; ii) a separate encryp-
tion paradigm of real and imaginary images in frequency 
domain is proposed, which greatly improves the security 
of image encryption and transmission. And also, the 
encryption simulation in Sect. 4 has proved the feasibility 
of encryption scheme. To verify the security and superi-
ority of the proposed algorithm, we analyze the common 
security indicators of image encryption in this section. 
These indicators include: Key space and Keys sensitiv-
ity, Information entropy, Gray surface, Pixels correlation, 
Plaintext sensitivity. Besides, we also compare our algo-
rithm with the existing algorithms of the same kind.

6.1 � Key Space and Keys Sensitivity

Applied cryptography has concluded that, for 8-bit 
integer images, only when the key space is no less than 
128bit, the algorithm is considered to be secure. As we 

Table 1   The original keys Key a0 b0 c0 p t11 t21 t31 t41 t51 a1 b1 c1

Value 2.00 4.00 2.00 2.50 1.20 0.50 0.78 0.30 0.40 6.00 4.00 3.00
Key d1 e1 T12 t22 t32 t42 t52 a2 b2 c2 d2 e2

Value 2.00 5.00 1.25 0.48 0.72 0.32 0.45 2.00 3.00 2.00 4.00 5.00
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known, the key space totally includes 29 keys. Even 
though those parameters in special form, including 
R0,R1,R2 and �1(⋅), �2(⋅), are not taken into account, 
there are 24 common numerical keys to brace the key 
space. Thus, the theoretical size of the key space is 
log2

(
10336

)
≈ 1162 bit. Even though all the keys are 

valued on the conservative interval [10–4, 104], the key 
space is not less than log2

(
10192

)
≈ 638 bit.

Without loss of generality, we select three keys 
a0, t21, c1 , respectively, from the key space to measure the 
key sensitivity. Suppose that the group of keys in Table 1 
is denoted as K0 . Keeping the other parameters invari-
ant, we assign an increment of 10−12 to the key a0 in K0 , 
and write down the new keys set as K1. In the meantime, 
applying the operation to the keys t21, c1 in K0 , we obtain 
another two sets of keys K2,K3 , respectively.

Fig. 2   The encryption and decryption results of experimental images

Table 2   PSNR and SSIM of two images

Index Mushroom Dragonfly Jaguar Expected value

Size 256 × 384 481 × 321 512 × 348 –-
P1–-the PSNR of the ciphertext and plaintext 7.7421 7.7634 7.7644 –-
S1–-the SSIMof the ciphertext and plaintext 0.0044 0.0072 0.0030 0.0000
P2–-the PSNR of the decrypted image and plaintext ∞ ∞ ∞ –-
S2–-the SSIMof the decrypted image and plaintext 1.0000 1.0000 1.0000 1.0000
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Using K0,K1,K2,K3, we encrypt the image Mush-
room respectively. The four cipher images are displayed 
in Fig. 3. In order to find the difference among the four 
ciphertexts, we compute the five metrics between the first 
cipher image and the later three ones, respectively. Which 
are recorded in Table 4. Where, CORR is the Correla-
tion Coefficient of two images. The closer its value is to 
zero, the smaller the correlation between the two images. 
NPCR (the Number of Pixels Change Rate) represents 
the ratio of different ciphertext images with different gray 
values at the same position. UACI (the Unified Average 
Changing Intensity) represents the average change den-
sity between different ciphertext images. BACI (Block 
Average Changing Intensity) reflects the average change 
intensity of image block pixels. These three indicators are 
used to represent the images’ ability to resist differential 
attacks. The data in Table 4 indicates that the proposed 
algorithm is quite sensitive to the keys.

6.2 � Statistic Security

6.2.1 � Information Entropy

Information entropy is an important indicator to reflect 
the chaos or disorder of an independent information sys-
tem. The maximum value of information entropy of an 
8-bit integer image is 8.0000. The cipher images entro-
pies are now listed in Table 5. Table 5 shows that the data 
of ciphertexts are not only larger than that of plaintexts, 
but also very close to the optimal value.

6.2.2 � Gray Surface

In general, a secure and robust encryption scheme can 
make the cipher pixels gray present uniform distribution. 
The common tool to reflect this feature is the gray his-
togram. Another tool to reveal this characteristic is gray 
surface. Suppose that the abscissas and ordinates of all 
pixels form a grid in the xoy plane. For each vertex of 
the grid, we assign the pixel gray as the third coordinate 
and obtain the gray surface z = g(x, y) . In general, the 

Table 3   Statistical testing 
of randomness for the 
chaotic sequence

(Note: D_01: {0.9105, 
0.3086, 0.1484, 0.4654, 
0.4937, 0.6669, 0.9518, 
0.9763}; D_02: 
{0.9805, 0.6589, 0.6222, 
0.5243,0.5688, 0.6123, 
0.6208, 0.5615, 0.6875, 
0.1152, 0.1413, 0.5290, 
0.7805, 0.2834, 0.1541, 
0.2490, 0.4996, 0.5916})

Number Index Criterion Result Conclusions

1 The frequency test  ≥ 0.01 0.8893 pass
2 Frequency test with a block  ≥ 0.01 0.5822 pass
3 The runs test  ≥ 0.01 0.7328 pass
4 Tests for the longest-run-of-ones in a block  ≥ 0.01 0.1114 pass
5 The binary matrix rank test  ≥ 0.01 0.4399 pass
6 The discrete Fourier transform test  ≥ 0.01 0.5423 pass
7 The non-overlapping template matching test  ≥ 0.01 0.5985 pass
8 The overlapping template matching test  ≥ 0.01 0.0302 pass
9 Maurer’s ’Universal Statistical’ test  ≥ 0.01 0.1795 pass
10 The linear complexity test  ≥ 0.01 0.1333 pass
11 The serial test  ≥ 0.01 0.3275,0.1132 pass
12 The approximate entropy test  ≥ 0.01 0.8989 pass
13 The cumulative sums test  ≥ 0.01 1.0000 pass
14 The random excursions test all ≥ 0.01 D_01 pass
15 The random excursions variant test all ≥ 0.01 D_02 pass

Fig. 3   Ciphers corresponding to the four groups of keys with 
slight difference
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smoother the grayscale surface, the more uniform the 
pixel grayscale distribution. Figure  4 exhibits the gray 
surfaces of the first two experimental images.

Figure  4 indicates that all the gray surfaces of 
plain images are obviously fluctuating, whereas 
those of the cipher images have equal height almost 
everywhere. This means that little useful infor-
mation of the plaintext’s images can be obtained 
through ciphertexts gray statistical analysis.

6.2.3 � Pixels Correlation

For a plain image with specific meaning, there usu-
ally is a certain correlation among the pixels. After 
a secure and robust encryption, this correlation 
should be completely eliminated.

For the original image Mushroom, we randomly pick 
up 4000 pixels in three different directions, respectively. 

Table 6 records the pixels correlation coefficients before 
and after encryption. Figure 5 gives their distributions.

Figure  5 reveals that the plain pixels appear 
an approximate linear distribution in three direc-
tions, but the cipher pixels distribution is irregular. 
This means that the encryption operating success-
fully destroys the plain pixels correlation. Thus, 
we conclude that our algorithm is secure against 
pixels statistical attacks. Table  6 also supports this 
conclusion.

6.3 � Plaintext Sensitivity

Suppose that the pixels increment is 10–12. For the 
three initial images, Table 7 records the five indexes 
of the two ciphers before and after the plaintext vari-
ation. Table 7 states clearly that all the indicators are 
almost equal to the expected values. This manifests 
that our encryption scheme has plaintext sensitivity.

Table 4   The five metrics of 
two ciphertexts before and 
after the keys variation

Metrics K1-K0 K2-K0 K3-K0 Theoretical value

CORR 5.4407 × 10–4 -8.3595 × 10–4 2.5124 × 10–4 0.0000
SSIM 0.0072 0.0051 0.0061 0.0000
NPCR 99.6073% 99.6155% 99.6399% 99.6094%
UACI 33.4441% 33.5181% 33.4607% 33.4636%
BACI 26.7713% 26.7866% 26.7161% 26.7712%

Table 5   Entropies of the 
plaintext and cipher images

Image Mushroom Dragonfly Jaguar Optimal value

Size (Pixels) 256 × 384 481 × 321 512 × 348 –-
Entropy of the plain imager 7.3031 6.4999 6.1668 8.0000
Entropy of the cipher image 7.9981 7.9989 7.9989 8.0000

Fig. 4   Gray surfaces of plain and cipher images
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6.4 � Comparison with Other Schemes

In this subsection, we compare some metrics of our algo-
rithm with those of Refs. [14, 35, 36] and [37] based 
on the image Jaguar. The experiment data are shown in 
Table 8.

Table 8 reveals that, in absolute terms, all the indexes 
of the five encryption schemes are approximate to the 
theoretical values. This means that all the five schemes 
can meet the security requirements of image encryp-
tion. From a relative point of view, among the 8 data 
items involved in the comparison, our scheme has four 
items ranked first, two item ranked second, and two items 
ranked third. This demonstrates that the proposed algo-
rithm in this paper has relatively comprehensive compar-
ative advantages over the other four schemes.

The above analysis shows that the optical image 
encryption paradigm proposed by us, which combines 
digital image and optical image encryption meth-
ods, has good feasibility and security. The proposed 
encryption scheme has a good application prospect in 
the field of optical image encryption engineering.

7 � Conclusions

In this paper, both optical image encryption method 
and digital image encryption technology are used 

to construct a compound optical image encryption 
scheme to protect the image information. Frac-
tional Fourier transform, a novel chaos with mul-
tiple adjustable parameters, and multiple nonlinear 
transforms are united to constitute the theoretical 
basis of the algorithm. Other tools including plain-
text related ciphers, dot operation, random matrix, 
modular arithmetic, sequence rearrangement, 
rounding arithmetic, etc. are also introduced to sup-
port the algorithm. The security of the cryptosys-
tem is test by SP800. The feasibility, effectiveness, 
security and robustness of the algorithm are evalu-
ated comprehensively. The main novelties of the 
paper consist in: the high-dimensional chaos digi-
tal image encryption techniques are integrated into 
4f optical image encryption system to construct a 
novel optical image hybrid encoding scheme; the 
real and imaginary images in frequency domain 
are separately encrypted. This encryption paradigm 
greatly improves the overall security of the algo-
rithm. It should be recognized that compared with 
the individual optical image encryption or digital 
image encryption, the disadvantage of the proposed 
encryption scheme in this paper is that the run-
ning time is slightly increased, but this additional 

Table 6   Correlations of the pixels before and after encryption

Direction Horizontal vertical diagonal

Plaintext 0.9478 0.9481 0.9175
Ciphertext 0.0044 0.0015 0.0079

Fig. 5   Distributions of the plaintext and ciphertext pixels

Table 7   The indicators of the two ciphers before and after the 
variation of the plaintext

Index Mushroom Dragonfly Jaguar Theoretical 
value

correlation -0.0020 0.0009 0.0011 0.0000
SSIM 0.0032 0.0069 0.0071 0.0000
NPCR 99.5921% 99.6004% 99.5982% 99.6094%
UACI 33.4697% 33.4620% 33.4604% 33.4636%
BACI 26.7779% 26.7816% 26.7707% 26.7712%
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consumption of time is insignificant for modern 
computer systems. Moreover, compared with the 
significant improvement of security, this small cost 
in time is completely worthy. Compared with other 
known encryption methods, the proposed algo-
rithm demonstrates overall advantages including: 
Creative idea of image encryption, novelty of pass-
word generation tool, and high security of encryp-
tion scheme. It is expected to be candidate tool in 
the field of image information hiding such as: mili-
tary map protection, commercial image security 
and private image encryption.
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