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DCIRM: Dynamic and Controllable Image Retrieval
Scheme in Multi-Owner Multi-User Settings
Chenyang Mao, Zhonghua Shen, Kefei Chen , Yong Liu , Qian Meng , and Fuqun Wang

Abstract—The proliferation of cloud computing technology has
led to a significant number of users opting to store image data on
the cloud. To ensure the confidentiality of image data, it is recom-
mended to apply encryption techniques prior to uploading them to
cloud servers. However, the traditional encrypted image retrieval
schemes prove inadequate for practical application scenarios due to
limitations in supporting multi-owner and multi-user settings, inef-
ficient access control, and a lack of dynamic verifiability. To address
the challenges presented by practical application scenarios, in this
paper, we propose a Dynamic and Controllable Image Retrieval
scheme in the Multi-owner multi-user settings (DCIRM). First of
all, we realize the usability in multi-owner and multi-user scenarios
through re-encryption settings. Then, we realize the verifiability of
dynamic data by applying the dynamic authentication constructed
by the chameleon hash function. Finally, we realize lightweight
access control through the polynomial-based access strategy. The
DCIRM scheme has been demonstrated to be privacy-preserving,
efficient, and feasible through rigorous security analysis and exper-
imentation with authentic datasets.

Index Terms—Dynamic verifiable, encrypted image retrieval,
multi-owner multi-user settings, polynomial-based access strategy.

I. INTRODUCTION

W ITH the increasing popularity of digital cameras, smart-
phones, and other devices, massive amounts of image

data have entered our lives. However, the computing and storage
burdens of these devices also increase accordingly. In order to
solve this problem, an increasing number of people are opting
to store image data in the cloud. Content-Based Image Retrieval
(CBIR) technology [1] and [2] has been widely used to retrieve
the images uploaded to the cloud server accurately and effi-
ciently, but the privacy protection of the images uploaded to
the cloud server is also essential. Users will encrypt the image
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before uploading it to prevent the cloud server from revealing the
image’s privacy, but this will render CBIR technology unavail-
able. The previously mentioned requirements are conveniently
complied with by Searchable Encryption (SE) technology [3].
Unlike traditional encryption schemes, which cannot guarantee
the availability of encrypted images or cannot be used on devices
with limited resources, image-based searchable encryption can
protect image data privacy while allowing operations like image
retrieval on cloud servers. Currently, there is plenty of research
being done on encrypted image retrieval techniques, and the
security of the techniques themselves is constantly being en-
hanced.

However, there are some non-negligible issues with the ap-
plication of most existing solutions in daily-use scenarios. First,
the existing schemes only take into account single-user scenarios
and do not take into account multi-owner or multi-user scenar-
ios [4], [5]. Image owners and image users would share the same
key if these schemes were applied directly to scenarios involving
multi-owner and multi-user.The owner or user would be able to
decrypt encrypted indexes and trapdoors uploaded by all other
owners or users. If each image owner is set to encrypt the index
with their own key in order to preserve the privacy of distinct
owners, the image users must likewise produce different trap-
doors for matching calculations, which will result in significant
computation and communication overhead. Therefore, it is nec-
essary to design an encrypted image retrieval scheme that sup-
ports multi-owner and multi-user scenarios. Second, in the sce-
nario of supporting multi-owners and multi-users, an encryption
scheme with an access control strategy is required due to the rise
in user numbers. Even though the majority of existing schemes
accomplish the function of access control [6], there will be an
enormous rise in communication and computation overhead.

Finally, the majority of current schemes operate under the
assumption that the cloud server is both truthful and inquisi-
tive. In actuality, the cloud server has the potential to provide
inaccurate search outcomes as a means of conserving compu-
tational resources. Although most existing solutions achieve
result verifiability using an accumulator or Merkel Hash Tree
(MHT), it is frequent practice for the image owner to upload new
images to the cloud server in addition. In this case, as depicted
in Fig. 1, because changing the leaf nodes in the MHT causes
the entire tree to change, it is necessary to rebuild the entire
MHT every time the image changes, resulting in significant
calculation and communication overhead [7]. Despite the fact
that the accumulator can support dynamic result verification,
updating it requires a lot of time [8].
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Fig. 1. Limitation of existing schemes.

With these motivations in mind, we propose a Dynamic and
Controllable Image Retrieval Scheme in the Multi-owner Multi-
user Settings (DCIRM). DCIRM scheme realizes the dynamic
verifiability of the retrieval scheme by using the chameleon hash
function [9] to construct a dynamic verification tree and realizes
the setting of multi-owner and multi-user by re-encrypting the
trapdoor and index. In the process of encryption, a polynomial-
based access control strategy is used to realize lightweight access
control, which further improves the security of the scheme. The
main contributions of DCIRM are summarized as follows:

1) Support dynamic result verification: For the purpose of dy-
namic verifiability, the DCIRM scheme constructs a verification
tree utilizing the chameleon hash function. The dynamic verifi-
cation tree is also uploaded to the cloud server by image owners
along with encrypted images and encrypted indexes. When the
user appends the uploaded data, the content in the tree can be
dynamically updated through the properties of the chameleon
hash function, and the verification tree does not need to be
regenerated. So that the retrieval scheme’s dynamic properties
can be realized, as well as the calculation and communication
overhead are significantly reduced.

2) Support multi-owner and multi-user settings: DCIRM
scheme applies re-encryption settings for image matching. Users
receive their own encryption keys from KGC. The cloud server
will create re-encrypted indexes and trapdoors after users up-
load encrypted indexes and encrypted trapdoors, respectively.
With this approach, usability for scenarios involving multiple
owners and users is realized, the process of exchanging keys is
streamlined, and communication and computation costs between
owners and users of images are decreased.

3) Realize lightweight access control: In the process of calcu-
lating the similarity between the trapdoor and index, the DCIRM
scheme employs a polynomial-based access control strategy to
achieve lightweight access control. When unauthorized users
retrieve images, the similarity between the trapdoor and index
will far exceed the threshold, causing the cloud server to not
send images beyond the threshold to unauthorized users, thereby
realizing access control.

4) Realize high efficiency and high accuracy: DCIRM scheme
employs the convolutional neural network (CNN) to extract
image features. As opposed to traditional methods of feature
extraction, CNN can take the original image as its input directly
without the need for a complex feature extraction algorithm,
significantly lowering the computational burden of the system

and enhancing its effectiveness. In addition, CNN can adapt the
model to different image data and extract the most distinguishing
features. This method of feature extraction has higher precision,
better and more accurate image expression, and higher retrieval
accuracy.

II. BACKGROUND

A. Related Work

Lu et al. [10] introduced the first image encryption tech-
nique, according to order-preserving encryption and Min-hash.
Later, Xia et al. [4] proposed a content-based image retrieval
scheme that supports privacy protection. They used color layout
descriptors and edge histogram descriptors to generate image
features, but the accuracy of these two methods was low, re-
sulting in low retrieval accuracy. To increase retrieval accuracy,
Li et al. [11] employed the Scale Invariant Feature Transform
(SIFT) to extract image features, which dramatically improved
the accuracy of feature extraction. Recently, Li et al. [5] extracted
image features using the CNN model. However, as the majority
of these plans do not take into account the issue of multiple
owners and users, they have significant limitations in real-world
application scenarios.

Many schemes have proposed and implemented verifiable
functions to stop malicious cloud servers from altering retrieval
results and fabricating retrieval contents. Xu et al. [12] proposed
a verification structure based on accumulator to verify the results
efficiently. Liu et al. [8] used RSA accumulator to dynami-
cally verify the correctness of retrieval results, however, this
method generated a lot of computational overhead. In addition,
Catalano et al. [13] proposed an efficient homomorphic MAC
for arithmetic circuits. Unfortunately, this scheme only supports
verification in plaintext-limited fields. Wan et al. [14] designed
a verifiable privacy-preserving keyword search scheme, which
combined homomorphic MAC with traditional ordered multi-
keyword retrieval. But it only supports single-owner and single-
user scenarios. Later, Rao et al. [15] and Li et al. [16] put forward
a result integrity verification scheme based on the Merkel hash
tree, which realized efficient result verification. Merkel hash tree
ensures the verifiability of data by storing the hash value of data
in the leaf nodes of the tree, but these schemes do not support
dynamic verification, because the change of leaf node data will
cause the change of the whole Merkel hash tree, thus generating
huge computational overhead. In order to realize the dynamic
verifiability of the scheme, xu et al. [17] designed a dynamic
verification tree based on the Chameleon hash function, but it
was not used in the application scenario of encrypted image
retrieval.

At present, many schemes [18], [19], [20] have realized
the fine-grained access control of encrypted cloud data based
on Ciphertext-Policy ABE (CP-ABE) [6] technology. The en-
crypted image retrieval scheme proposed by Zhang et al. [21]
supports fine-grained access control based on CP-ABE, but
complex access policies and a large number of user attributes
lead to high encryption and decryption overhead. Nair et al. [22]
designed a fine-grained access control scheme based on the
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bilinear accumulator, but it also did not support encrypted image
retrieval.

B. Preliminary

We introduce the preliminary knowledge used in this article,
including polynomial-based access control and the chameleon
hash function.

1) Polynomial-Based Access Strategy: Polynomial-based
Access strategy (PBA) [23] is a lightweight access control
model. The image owner can set the identity of the user who
is allowed to access the image according to the polynomial
coefficient. Specifically, it is assumed that the user set is Φ =
φ1, φ2, . . . , φn, where n represents the number of identities. If
only φk is allowed to access the image ICi, the image owner
will construct an access control polynomialGi(x) for the image
ICi according to (1), where M is a positive integer and n is is
the number of roles.

Gi(x) =M ·
∏

φk∈Φn

(x− φk) =M ·
n∑

j=0

aijx
j (1)

If the role φk of the image user is the root of Gi(x), then
Gi(φk) = 0, the image user is allowed to query the current
image. Otherwise |Gi(φk)| > M , the image user is not allowed
to query the current image.

2) Chameleon Hash Function: The chameleon hash function
is a kind of anti-collision hash function, but different from the
ordinary anti-collision hash function, it has a trapdoor, through
which hash collision can be easily found.

Definition 1. The chameleon hash function is a tuple of three
PPT algorithms CH = (chamGen, Ch, Col).
chamGen(1λ) → (cpk, csk): Key generation algorithm,

given the security parameter λ, outputs the public and private
key pair (cpk, csk) of the chameleon hash function.

Ch(cpk, m, r) → h: Chameleon hash algorithm. Given the
public key cpk, message m and random value r, and output
chameleon hash value h.

Col(csk, m, r, m′) → r′: Computational collision algorithm.
Given the trapdoor csk, the message m, the random value r
and the new message m′ that needs to match the collision,
a random value r′ is output, which satisfies Ch(cpk,m, r) =
Ch(cpk,m′, r′)

Definition 2. A chameleon hash function CH is invertible if it
is surjective and there exists an efficient algorithm:

scol(csk, m, h) → r: Given trapdoor csk, message m, and
hash value h, a random value r is output, which satisfies h =
Ch(m, r).

3) Secure K-Nearest Neighbor Query: Secure k-nearest
neighbor (Secure kNN) [24] query is a method that can calculate
the euclidean distance between encrypted vectors. It mainly
consists of the following parts:
kNN.Genkey(1λ) → (ks): Given the security parameter λ,

outputs the key group ks. ks includes two (d+ 1)× (d+ 1)-
dimensional random reversible matricesM1 andM2, and a (d+
1) dimensional binary vector B.
kNN.Genindex(fi, ks) → (f ∗i ): Given a plaintext vector

fi, first expand it to fie = {fi1, . . . , fid,
∑d

j=1 f
2
i,j}. Then it

Fig. 2. System model of DCIRM scheme.

is divided into fie1 and fie2 according to the vector B. Specifi-
cally, if B[k] = 0, then fie1[k] = fie2[k] = fie[k]; if B[k] = 1,
then fie1[k] + fie2[k] = fie[k]. Get the encrypted vector f ∗i =
{M�

1 fie1,M
�
2 fie2}

kNN.Gentrap(fq, ks) → (f ∗q ): Given a trapdoor vector fq,
first expand it to fqe = {−2fq1, . . . ,−2fqd, 1}�. Then it is
divided intofqe1 andfqe2 according to the vectorB. Specifically,
if B[k] = 1, then fqe1[k] = fqe2[k] = fqe[k]; if B[k] = 0, then
fqe1[k] + fqe2[k] = fqe[k]. Get the encrypted trapdoor f ∗q =

{M−1
1 fqe1,M

−1
2 fqe2}.

kNN.Match(f ∗i , f
∗
q ) → (IPi,q) : The inner product of f ∗i

and f ∗q is IPi,q = f�qefie = ‖fq − fi‖2 − ‖fq‖2.
When comparing the euclidean distance between fi, fj and

the trapdoor vector fq , it can be obtained by calculating IPi,q −
IPj,q = ‖fq − fi‖2 − ‖fq − fj‖2. If the result is greater than
0, it means that the distance between fj and fq is small. If the
result is less than 0, the distance between fi and fq is small.

III. PROBLEM FORMULATION

In this section, we mainly introduce the system model and
threat model.

A. System Model

As depicted in Fig. 2, the DCIRM scheme consists of four
entities: Key Generation Center, Image Owners, Image Users,
and Cloud Server. The subsequent are the functionalities of these
entities.
� Key Generation Center (KGC): KGC is primarily in charge

of key creation and distribution, as well as generating the
system parameters. During the system initialization phase,
the KGC distributes the corresponding keys to the IOs, the
IUs, and the CS through the secure channel.

� Image Owners (IOs): IOs first encrypt the original image
and upload the encrypted image to CS. Furthermore, IOs
extract features through CNN, generate an encrypted in-
dex set and a dynamic verification tree, and upload the
encrypted index and dynamic verification tree to CS. After
this, the IOs can update the encrypted image set and the
dynamic verification tree.
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Fig. 3. Overview of DCIRM scheme.

� Image Users (IUs): Each IU generates a trapdoor according
to its own query image and sends it to the CS for the query.
Upon receipt of the output from CS, the IUs proceed to
verify the image, subsequently decrypting it and obtaining
the plaintext of the image.

� Cloud Server (CS): CS stores the encrypted image set and
the dynamic verification tree transmitted by the IOs. As
per the trapdoor provided by IU, the process involves re-
encryption of the index and trapdoor, followed by similarity
computation and extraction of query result proof informa-
tion from the tree. Finally, the obtained query results and
supporting information are sent to the IU.

B. Threat Model

We assume that IOs, IUs, and KGC are completely credible,
but CS is malicious. While IOs, IUs, and KGC can execute com-
mands correctly without leaking information, CS may tamper
with or forge images uploaded by IOs, and even return wrong
query results. Based on the information obtained in CS, we
consider the following threat model:
� Known Ciphertext Attack Model: The cloud server attempts

to obtain information related to the image content from
the encrypted image, encrypted index, dynamic verification
tree received from IO, the encrypted trapdoor received from
IU, and query results.

� Known Background Attack Model: In this model, the cloud
server will have more information based on the known
ciphertext model. For example, the cloud server obtains
IO’s access records on other websites to try to infer the
image type, and analyze the query content or purpose of
the IU. Or infer plaintext and ciphertext pairs based on a
large number of query requests and query results.

IV. PROPOSED SCHEME

This section presents the main idea of the DCIRM scheme
and provides a comprehensive description of its particulars.

A. Main Idea

As shown in Fig. 3, KGC will first assign a key to each user
and send the re-encryption key corresponding to each user to
the cloud server in step 1©. IO encrypts the image in step 2©,

TABLE I
COMPARATIVE SUMMARY

TABLE II
NOTATIONS

uses CNN to extract image features, and transmits the encrypted
vector in step 3©. Next, in order to accomplish dynamic verifica-
tion, IO constructs a dynamic verification tree and transmits the
verification tree to CS in step 4©. Then, IU expands the vector
to generate a trapdoor in the same way. When CS receives the
trapdoor, it will re-encrypt the trapdoor and the encryption vector
and compare the inner product value in step 5©. Provided that the
inner product value falls below the designated threshold, IU shall
be granted permission to retrieve the image and subsequently
return both the image and proof. Finally, IU will verify the image
after receiving the encrypted image and certificate, and decrypt
the image after verification in step 6© and step 7©.

B. Details of Scheme
First, we give some notations in Table II. Then, we describe

in detail the concrete scheme composed of eight algorithms in-
cluding Init, GenKey, EncImage, GenIndex, GenTree, GenTrap,
Macth, DeEnc_and_Verify.

Init(1λ): Given the secure parameter λ, KGC generates
two (d+ α+ β + 1)× (d+ α+ β + 1)-dimensional random
invertible real matrices MA and MB , as well as a random
(d+ α+ β + 1)-dimensional binary vectorB. They are defined
as prms = {MA,MB , B}.

GenKey(p, prms): Upon registration of each IO or IU with
its corresponding identity p, the KGC generates two random
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Algorithm 1: Generate Index.

invertible real matrices, denoted as Mp1 and Mp2, for the reg-
istrant. KGC computes Mp3 =M−1

p1 MA and Mp4 =M−1
p2 MB

respectively, and then generates an image encryption key Kpe.
Thus, KGC generates

SKp = {Mp1,Mp2,Kpe, B}, RKp = {Mp3,Mp4}.

Finally, KGC sends the private key set SKp to user I and RKp

to CS.
EncImage(SKp, IP ): Give image plaintext set IP =

{IP1, IP2, . . . , IPn}, where n is the total number of im-
ages. The IO uses the image encryption key Kpe to en-
crypt the image to generate the cipher image collection IC =
{IC1, IC2, . . . , ICn}. The encryption method uses the tradi-
tional AES encryption method. After the encryption is com-
pleted, IO uploads the ciphertext image collection to CS.

GenIndex(SKp, IP ): Given image plaintext set IP =
{IP1, IP2, . . . , IPn}, IO runs Algorithm 1 to extract image
features and obtain the set of encrypted image indexes Γ.
� First, IOp utilizes the pre-trained convolutional neural

network model to extract features from each image IPi

and denotes them as vi = {vi1, . . . , vid}, where d is the
dimension of the feature vector.

� Second, IOp expands the features. Specifically,
feature vi = {vi1, vi2, . . . , vid} is expanded to
vie = {vi1, . . . , vid, ‖vi‖, ρi1, . . . , ρiα, y1, y2, . . . , yβ},
where ‖vi‖ denotes the modulus length of vector vi,
{ρi1, ρi2, . . . , ρiα} denotes the coefficients of the access
control structure of this image and {y1, y2, . . . , yβ}
denotes a random binary vector.

� Next, the extended features are sliced by IOp. Specifically,
the feature vie is sliced into two vectors vie1 and vie2 based
on the binary vector B, using (2).

{
vie1[k] = vie2[k] = vie[k], if B[k] = 0;
vie1[k] + vie2[k] = vie[k], if B[k] = 1.

(2)

Fig. 4. Build process of dynamic verification tree.

� Finally, IOp encrypts the index set using matrix Mp1 and
matrix Mp2 to generate v∗ie = {M�

p1vie1,M
�
p2vie2}. Final

generation of encrypted index setΓ = {v′1e, v′2e, . . . , v′ne}.
GenTree: In this section, we will elaborate on each of the three

steps related to dynamic verification trees, including initializa-
tion, tree building, and appending images.

1) Init(λ): Given the security parameter λ, IOp generates a
key pair dpk and dsk.H1 andH2 represent two different normal
collision-resistant hash functions. CH = (chGen,Ch,Col) is
the chameleon hash function. IOp executes chGen of the
chameleon hash function to obtain public key cpk and private
key csk.

2) Build(ICn, dsk): We use li = H1(ICi||idICi
) to denote

the hash value of the encrypted image ICi. Before the images
are deposited, the tree structure is empty and there are no nodes
in the tree. When the first encrypted image is added, as shown
in Fig. 4, the tree’s depth d increases to 1. At this time, the root
node of the tree v1,0 is also a leaf node of the tree, and IOp

deposits the hash H2(l1) of the encrypted image into this node
and signs the current hash with IOp’s own private key dsk. The
maximum number of images that the tree can currently hold is
2d−1 = 1.

Before storing the second image, first, determine whether the
deepest leaf node of the tree at the current depth is already full
of data. The original tree is used as the left child of the new
tree because the original tree is full, and IOp then increases
the depth of the tree by 1 level. The new tree then generating
a virtual chameleon hash node v1,1 = ch(mv1,1

, rv1,1
) as the

right child of the new root, where mv1,1
and rv1,1

are random
numbers. The root of the new tree v2,0 = H2(v1,0||v1,1) is a
hash of the original root connected to the value of the virtual
chameleon hash node and signed with its own private key dsk.
The second image is deposited into the newly generated virtual
chameleon hash node, and to keep the hash value unchanged,
the hash collision r∗v1,1

= col(csk,mv1,1
, rv1,1

, l2) needs to be
computed and the random number rv1,1

in the virtual node v1,1
is updated to r∗v1,1

. IOp stores virtual chameleon hash node v1,1
in st.

Before depositing the third image, the same judgment is made
whether the tree is full or not. Because the current tree is stored
full again, IOp increases the depth of the tree by 1 again. The
original tree is then used as the left subtree of the new tree, while a
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Algorithm 2: Build Dynamic Verification Tree.

new chameleon hash node v2,1 = ch(mv2,1
, rv2,1

is generated as
the root of the right subtree. The new root v3,0 = H2(v2,0||v2,1)
is the hash of the connection value between the original root node
and the new chameleon hash node. Generate a subtree along the
right child node of the new tree, the left child node in this subtree
employs the collision-resistant hash function, while the right
child node populates the node with a virtual chameleon hash
function. Specifically, v1,2 = H2(l3), v1,3 = ch(mv1,3

, rv1,3
).

At this time, it is necessary to update the random value rv2,1

of the node v2,1 due to a change in its child value. IOp stores
virtual chameleon hash nodes v2,1 and v1,3 in st.

Thus, three images IC1, IC2, and IC3 are stored in the dy-
namic hash tree. Further, if IOp wants to add a fourth image, then
calculate r∗v1,3

= col(csk,mv1,3
, rv1,3

, l4) and replace rv1,3
, and

update rv2,1
in the same way.

In conclusion, the process of building a tree can be summa-
rized in the following steps:
� First, before each new node is added, a judgment is made

on the existing tree to determine if the tree is full. In the
event that the tree is at full capacity, the original tree is
incorporated as the left subtree of the newly constructed
tree. The new virtual node is then utilized as the right
child node of the aforementioned tree. The root node of
the newly constructed tree is a hashed representation of
the connection value between the root node of the original
tree and the new virtual node, and it is signed. If the tree is
not full, the subsequent procedures are executed directly.

� Then, commence from the root node and descend to the
location where the image is to be inserted. The nodes in the
path are to be completed in accordance with the subsequent
instructions: 1) The non-leaf nodes’ values are computed
as hashes of the concatenated values of their left and right
children; 2) While computing the left child, the collision-
resistant hash function is applied, and while computing the
right child, the chameleon hash function is utilized. The
chameleon hash node is simultaneously marked by IOp; 3)
In cases where there are absent children in the calculation of
the hash function, the resultant value is calculated virtually.

� Finally, the data is added to the target leaf node. Specif-
ically, when the leaf node is situated on the left branch,
the collision-resistant hash function denoted as H2(·) is
executed and stored. Conversely, when the leaf node is
located on the right branch, the computation of rnew =
col(dsk,m, rold, l) takes place, and the node’s random
value is subsequently upgraded with rnew.

IOp uploads the generated dynamic verification treeDV T to
the cloud server.

3) Append(DV T,Dsk, l): IOp will append a new image l
to the dynamic verification tree DV T :
� Initially, the signature of the root node in the verification

tree is verified by IOp.
� Then, IOp stores the data in the last position of the lowest

level in the dynamic verification tree. In the event that it
is a left child node, generates a virtual right child node
and stores the chameleon hash values of their connection
values in their root nodes. Conversely, if it is a right child
node, only the r value is computed and substituted, thereby
keeping the chameleon hash value of the node.

� Eventually, IOp transmits the new dynamic verification
tree DV T to CS.

GenTrap(SKt, Iq): The IU with identity t (denoted as IUt)
generates a trapdoor tpbased on the query image Iq . Specifically,
it includes the following steps:
� Initially, IUt extract the features vq = {vq1, . . . , vqd} of

the query image Iq uploaded by itself, where d is the
dimension of the feature vector.

� Second, according to the access control factor
{φj1, φj2, . . . , φjα} of IUt, IUt expands the feature
vector vqe = {−2vq, 1, φj1, φj2, . . . , φjα, b1, b2, . . . , bβ},
where {b1, b2, . . . , bβ} denotes a random binary vector.

� Next, IUt slices the extended vector vqe. As opposed to
GenIndex, IUt slices vqe into vqe1 and vqe2 according
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Algorithm 3: Append Data to Tree.

to (3).{
vqe1[k] + vqe2[k] = vqe[k], if B[k] = 0;
vqe1[k] = vqe2[k] = vqe[k], if B[k] = 1.

(3)

� Finally, IUt encrypts the index set using matrix MJ1 and
matrix MJ2 to generate tp = {M−1

J1 vqe1,M
−1
J2 vqe2}. IUt

sends tp to cs.
Match(RKp, RKt, tp,Γ, DV T ): CS will first re-encrypt the

index and trapdoor according to the user identity based on the
uploaded Γ and tp. Each index v∗ie in the index set Γ sent by IOp

will be re-encrypted to v∗ire = {M�
p3M

�
p1vie1,M

�
p4M

�
p2vie2}

by the corresponding re-encryption key RKp stored in CS.
Similarly, the trapdoor tp sent by IUt will be re-encrypted
to tp∗ = {M−1

t3 M
−1
t1 vqe1,M

−1
t4 M

−1
t2 vqe2} by the corresponding

re-encryption key RKt stored in CS. After processing (4), CS
obtains the re-encrypted index and trapdoor.⎧⎪⎪⎨

⎪⎪⎩

v∗ire = {M�
p3M

�
p1vie1,M

�
p4M

�
p2vie2}

= {M�
Avie1,M

�
Bvie2}

tp∗ = {M−1
t3 M

−1
t1 vqe1,M

−1
t4 M

−1
t2 vqe2}

= {M−1
A vqe1,M

−1
B vqe2}

(4)

Then CS gets the top-k query results by doing an inner product
operation on the encrypted index and trapdoor according to (5) to
get the closest k results, where ρ(φ) is a polynomial constructed
from ρi1, ρi2, . . . , ρiα and φj1, φj2, . . . , φjα that implements
fine-grained access control. Denote M as the upper bound of
(5).

v∗ire · tp∗ = (M�
Avie1,M

�
Bvie2) · (M−1

A vqe1,M
−1
B vqe2)

= v�ie · vqe

= ‖vi − vq‖2 − ‖vq‖2 + ρ(φ) +

β∑
i=1

yβbβ . (5)

� If the IUt is an authorized user, then φ is a root of ρ(x).
At this point the polynomial ρ(φ) = 0 and v∗ire · tp∗ ≤M .
In this case, the IUt with role factor φj1, φj2, . . . , φjα can
access the target image.

� If the IUt is a non-authorized user, then φ is not a
root of ρ(x). At this point the polynomial ρ(φ) 
= 0 and
v∗ire · tp∗ �M . In this case, the IUt with role factor
φj1, φj2, . . . , φjα cannot access the target image.

Algorithm 4: Match.

After matching the images that match the access rights, the
cloud server executes converting the previous image number,
denoted as i− 1, into a binary vector with d dimensions. Here,
d corresponds to the depth of the tree. The principle of left 0 right
1 is employed in the search of the dynamic verification tree. After
finding the corresponding numbered leaf node, the proof πi, πi
is returned containing the root node of the leftmost child tree of
the query node i to the leftmost leaf node as the path starting
point until all nodes on the path of the query node, and their
sibling nodes. The result set ICr = {ICr1, ICr2, . . . , ICrk}
along with the proof set πr = {πr1, πr2, . . . , πrk} is transmitted
by the cloud server to the IUt.

DeEnc_and_Verify(ICr, πr): After IUt receives the match-
ing result and the proof, it first verifies the matching result.
Specifically, IUt first validates the signature of the root node,
and if IOp’s signature can be verified, it calculates the hash
value of the encrypted image. Specifically, if the node is located
on the right-hand side of its parent node, then its hash value
is determined through the utilization of the chameleon hash
function denoted as Ch(·). Conversely, if the node is located
on the left-hand side of its parent node, then its hash value
is determined through the utilization of the anti-collision hash
function denoted as h(·). Subsequently, the hash or chameleon
hash is computed in a sequential manner, following the path
outlined in the proof π until the root node is reached. The
resulting value of the root node is then compared to the root
node value provided in the proofπ. If the two values are identical,
the verification process is deemed successful. IUt decrypts the
image with the image encryption key for the successfully verified
image and obtains the decrypted image of the query.

V. SECURITY ANALYSIS

This section presents a demonstration of the privacy of image,
index, and trapdoor, as well as a discussion of the verifiability
and multi-owner multi-user setting of the DCIRM scheme.
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A. Image Privacy

In the DCIRM scheme, each image ISi(i ∈ [1, n]) is en-
crypted by the symmetric key kie using AES. As long as the
symmetric key kie is not leaked, the image privacy can be well
protected.

B. Index and Trapdoor Privacy

Theorem 1:
DCIRM can guarantee the confidentiality of indexes and trap-

doors under ciphertext-known Attack and Background-known
Attack.

Proof: In generating the index, the image’s expanded feature
vector vie is divided into vie1 and vie2 by the binary vector
B. Since the adversary does not know the vector B, he has
to model vie1 and vie2 as two (d+ α+ β + 1)-dimensional
vectors. The adversary then establishes equations M�

I1vie1 and
M�

I2vie2 based on matricesMI1 andMI2. The adversary cannot
solveMI1 andMI2. Therefore, in the Known Ciphertext Attack,
the plaintext information will not be leaked under the condition
that Bi, MI1 and MI2 are kept secret. In the same way, the
trapdoor is also encrypted through B, MJ1 and MJ2, so the
trapdoor is also protected Known Ciphertext Attack.

When the opponent knows some plaintext information, he
doesn’t know the corresponding ciphertext information, so he
needs to find the matrices MI1 and MI2 through the equation.
If the adversary wants to construct equations to solve MI1 and
MI2, then he needs to guess the encrypted form of these plain-
texts in all ciphertexts. However, this is exponentially expensive
and impossible for the adversary with polynomial-time since
there are at least O(nd+1) possible combinations of ciphertexts.
Therefore, in the Known Background Attack, the plaintext infor-
mation of the feature vectors will not be leaked. �

Theorem 2: DCIRM can realize the query unlinkability
among different query requests.

Proof: For different eigenvectors vq1 and vq2 extracted from
the same image Iq through the neural network model, the
user IUt will add random binary vectors {b1, b2, . . . , bβ} when
constructing the query trapdoor. After that, IUt will also seg-
ment the expansion vector according to the binary vector B.
If B[k] = 0, then vqe1[k] + vqe2[k] = vqe[k]. According to the
above, if tp1 = tp2, then Pr[tp1 = tp2] =

1
2β

· ψN0 , where β
is the size of random binary vectors {b1, b2, . . . , bβ}, N0 are
the number of 0 in the binary vector B, ψ is the probability of
vqe1[k] and vqe2[k] corresponding to tp1 and tp2 when B[k]
equals 0. As ψ approaches 0, therefore Pr [tp1 = tp2] → 0.
The adversary cannot find the connection between different
trapdoors, therefore, DCIRM guarantees the unlinkability of
trapdoors. �

C. Multi-Owner Multi-User Setting

Theorem 3: DCIRM is privacy-preserving in the multi-owner
multi-user setting if clients do not collude with CS.

Proof: In the DCIRM scheme, the parameter prms is divided
into SK and RK in the key generation stage, and each user’s
private key consists of two reversible matrices, a binary vector

and an image encryption key. Users cannot infer other users’
keys from their own keys. In addition, if the image user and
CS do not conspire to obtain the re-encrypted trapdoor, then
the adversary can only obtain the encrypted trapdoor and cannot
decrypt it. Therefore, DCIRM is privacy-preserving in the multi-
owner multi-user setting. �

D. Verifiability Discussion

A dynamic verification tree is considered secure if the follow-
ing two properties are satisfied.

1) It is impossible for the adversary to modify the node in-
formation in the dynamic verification tree. The aforemen-
tioned characteristic is referred to as structure-preserving.

2) It is not feasible for the adversary to add data to the
dynamic verification tree without being detected. The
aforementioned characteristic is referred to as the one-way
property.

� Setup: The challenger executes the Init(1λ) procedure,
which produces a set of key pairsdsk anddpk, respectively.
The key dpk is subsequently conveyed to the adversary
credited as A.

� Append: Adversary A selects n pieces of data
d1, d2, . . . , dn to transmit to the challenger. The challenger
appends the data to the dynamic verification tree and sub-
sequently furnishes adversary A with the corresponding
proof πr = πr1 , πr2 , . . . , πrn .

� Output: Adversary A generates πr∗ . The game is won by
the adversary A if the conditions hold that 1 ≤ r∗ ≤ n,
πr∗ /∈ πr, and the verification of πr∗ is successful. The
variable AdvspA represents the probability of success for
adversary A in the game.

Definition 3: If AdvspA is negligible for any value n and any
PPT opponent A, then the dynamic verification tree is structure-
preserving.

Similarly, to describe the unidirectionality of the dynamic
verification tree, we use a game analogous to the above.
� Setup: The challenger executes the Init(1λ) procedure,

which produces a set of key pairsdsk anddpk, respectively.
The key dpk is subsequently conveyed to the adversary A.

� Append: Adversary A selects n pieces of data
d1, d2, . . . , dn to transmit to the challenger. The challenger
appends the data to the dynamic verification tree and sub-
sequently furnishes adversary A with the corresponding
proof πr = πr1 , πr2 , . . . , πrn .

� Output: Adversary A generates πr∗ . The game is won by
the adversaryA if the conditions hold thatn ≤ r∗ andπr∗ is
successful. The variable AdvspA represents the probability
of success for adversary A in the game.

Definition 4: If AdvspA is negligible for any value n and any
PPT opponent A, then the dynamic verification tree is one-way.

Theorem 4: Assuming that H2 is a collision-resistant hash
function and CH is a collision-resistant chameleon hash func-
tion, the dynamic verification tree is structure-preserving.

Proof: In the event of a contradiction where the structure of
the dynamic verification tree is not preserved, it is possible for
the adversary A to achieve a non-negligible probability AdvspA
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TABLE III
COMPARISON OF TIME COMPLEXITY

of winning the game. Assuming the probabilities of collision
between the hash function H2 and the chameleon hash function
as τH2

and τCH , respectively, τH2
is negligible because the hash

functionH2 is collision-resistant. Likewise, τCH is also negligi-
ble. Therefore, the probability AdvspA of the opponent winning
the game is negligible. This statement presents a contradiction
to our prior assumption. It can be asserted that the dynamic
verification tree is structure-preserving. �

Theorem 5: If the hash function H2 and the chameleon hash
function CH are both collision-resistant, then the dynamic
verification tree is one-way.

Proof: In the event that the dynamic verification tree fails
to meet the one-way criterion, adversary A has the ability to
produce a hash node that is not present within the tree and get
πr∗ /∈ πr, where n ≤ r∗. This means that adversary A can get
a hash collision. However, because the hash function and the
chameleon hash function in the dynamic verification tree are
both collision-resistant hash functions, the dynamic verification
tree is one-way in this situation. �

According to Theorems 4 and 5, the dynamic verification
tree is secure against PPT adversaries, which guarantees the
verifiability of the dynamic verification tree.

VI. PERFORMANCE ANALYSIS

In this section, we analyze the theoretical efficiency and
experimental efficiency of the DCIRM scheme.

A. Theoretical Analysis

In Table III we analyzed the algorithm complexity of each
module in the DCIRM scheme and compared it with the EPCBIR
scheme[4].

GenKey: The KGC generates a corresponding key for each
user during the key generation stage. The matrix inversion oper-
ation accounts for the majority of the algorithm’s computation
costs. O(d3) is the algorithm’s time complexity. The process of
generating a key for a user is run by the KGC only once during
the user registration phase, so the overall performance of the
DCIRM scheme is not affected. The algorithm complexity of
the EPCBIR scheme is O(d2), but EPCBIR does not support
multi-owner and multi-user settings.

GenIndex: The matrix and vector multiplication operations
are performed once for each feature during the index generation
process of each IO, so the complexity is O(nd). Where n
represents the total number of image datasets. The algorithm
complexity of the EPCBIR scheme is O(nd2). This is because
the EPCBIR scheme uses CBIR technology to generate indexes,
which will cause higher computational overhead.

GenTrap: Similar to the index generation process, the IU
uses its query image to generate a trapdoor, which requires a

TABLE IV
PERFORMANCE OF FEATURE EXTRACTION

Fig. 5. Retrieval accuracy under different models.

matrix and vector multiplication operation. The complexity of
this process is O(d). The algorithm complexity of the EPCBIR
scheme is O(d2), which is also due to the greater computational
overhead caused by the use of CBIR to generate indexes.

Match: Since both DCIRM and EPCBIR use secure kNN
technology for image matching, the time complexity of both in
the image matching stage is O(log n).

B. Experimental Analysis

First, we will explain the environment, dataset, and indicator
of the experiment.
� Environment: Our testing platform is a PC with a 3.2 GHz

CPU and 16 GB of RAM. The Python programming lan-
guage is utilized with the Numpy Library.

� Dataset: Caltech 256 is a widely used real image dataset
that contains 256 different categories of images with a total
of about 30,000 pieces. These image categories cover many
fields, such as animals, plants, furniture, food, vehicles,
and so on. Each image has a resolution of 300x200 or
200x300 pixels.

� Indicator: Precision at top-k is a method for assessing
the precision of a proposal. It is mathematically defined
as P@k = num_correct/k [5], where k represents the
number of images returned and num_correct represents
the number of correct images returned. By varying the
values assigned to k, the retrieval accuracy of the scheme
was evaluated.

Then, we analyze the retrieval accuracy of the whole scheme.
Table IV shows the characteristics of different neural network
models and the time required for them to extract features from
images of different scales. Fig. 5 depicts the influence of different
feature extraction models on retrieval accuracy when the feature
dimension is reduced to 128 by PCA. When we use the ResNet50
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Fig. 6. Retrieval accuracy under different dimensions.

TABLE V
RETRIEVAL ACCURACY

Fig. 7. GenKey computation costs.

model to extract features, retrieval accuracy is the highest. In
Fig. 6, we show the retrieval accuracy of extracting features
using the ResNet model. When the feature vector length is 128,
the retrieval accuracy is the highest. However, when the feature
vector length is 512 or 32, the retrieval accuracy is the lowest
relative to other dimensions. In general, the retrieval accuracy
of DCIRM can reach between 80% and 90% under this model.
More accurate data are listed in Table V.

Following that, we examine the performance of each DCIRM
module.

1) Genkey: Fig. 7 shows the time taken by the system to
generate the key. For each user, the KGC will create an image
encryption key, two random reversible real number matrices,
and conduct matrix multiplication twice. KGC must build more
matrices and carry out more operations as the number of users
who have registered rises, which adds to the overall processing
time. Additionally, when the feature vector dimension of the
image rises, a larger encryption matrix must be generated, adding
time and computational overhead. When the dimension of the
feature vector is 128, the time cost of generating a key for a
single user is 0.057 s, and that for 200 users is 4.32 s.

2) GenIndex: In Fig. 8, we show the process of generating an
image index. Specifically, IO will expand, segment, and encrypt
the image feature vectors after extracting the image’s features.

Fig. 8. GenIndex computation costs.

Fig. 9. Build computation costs.

Fig. 10. Append computation costs.

The size of the feature vectors and the number of images will
influence how long it takes to generate the indexes in this process.
When the data volume is 10000 images and the feature vectors
are of all dimensions, DCIRM can generate the encryption index
in 0.3 s. When there are 100,000 images, a 128-dimensional
feature vector may create an encrypted index in 1.6 s and a
512-dimensional feature vector in 7 s. We also conducted an
experimental investigation of how long it takes to process various
image data in a given dimension. When the feature vector is
128 dimensions, and the data amount is 2000,10000,50000 and
100000 respectively, the time required is 0.012 s, 0.065 s, 0.464 s,
and 1.610 s respectively.

3) Tree: The time needed to generate and update the dynamic
verification tree is shown in Figs. 9 and 10, respectively. With
more images, it will take longer to create a tree, linearly. The
dynamic verification tree takes 2.35 s to create when there are
10,000 images altogether. In less than 0.05 s, 10 images are
added to the dynamic verification tree.

4) Gentrap: The time consumption of image users using
query images to generate trapdoors is shown in Fig. 11. In
DCIRM, the size of the feature vectors has a positive correlation
with how long it takes to generate trapdoors. Specifically, when
the feature vector has 128 dimensions, generating a trapdoor
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Fig. 11. GenTrap computation costs.

Fig. 12. Match computation costs under different dimensions.

Fig. 13. Match computation costs under different image numbers.

takes 0.61 ms of time, and when the feature vector has 512
dimensions, generating a trapdoor takes 1.12 ms of time.

5) Match: When there are 10,000 images overall, Fig. 12
displays the time needed to match the indexes and trapdoors of
various dimensions. The lengthening of the feature vector will
result in longer times for matching, re-encryption index, and
re-encryption trapdoor. Specifically, when the feature vector is
128 dimensions, the matching can be completed within 0.07 s.
Although the feature vector reaches 512 dimensions, DCIRM
can still complete the matching process of 10000 images in 0.3 s.
Fig. 13 shows the influence of different image data on matching
time when the feature vector is 128 dimensions. Because the
trapdoor is generated by the query image, the time consumed
by re-encrypting the index is not affected by the number of
images. The total time and the time consumed by re-encrypting
the index are linear with the number of images. Specifically,
20,000 images can be re-encrypted in 0.1 s and matched in 0.25 s.

6) Enc_and_dec: Figs. 14 and 15 show the time consumption
and storage consumption of image encryption and decryption
respectively. It takes 61 s to encrypt 5000 images and 49 s to

Fig. 14. EncImage and DecImage computation costs.

Fig. 15. EncImage and DecImage storage costs.

Fig. 16. Verify computation costs.

decrypt them. 5000 encrypted images need 450 MB storage,
while plaintext images need 186 M storage.

7) Verify: The amount of time needed to verify images is
shown in Fig. 16. It takes 0.26 s to verify 20 images and 0.65 s
to verify 50 images when the entire data volume is 5000 images.

C. Comparative Analysis

Both schemes [17] (namely SVMIS) and DCIRM support
verifiability. But DCIRM not only supports verifiable functions
in dynamic scenarios, but also supports lightweight access con-
trol functions. In addition, compared with SVMIS which can
only be applied to single-owner multi-user scenarios, DCIRM
uses re-encryption settings to achieve availability in multi-owner
multi-user scenarios. Both DCIRM and scheme [18] (namely
DATVS) achieve dynamic verifiability, but DCIRM focuses
on the scenario of encrypted image retrieval and implements
multi-owner and multi-user settings. We also compare the time
required for index generation, trapdoor formation, matching,
and image update operations with existing encrypted image
retrieval schemes. Specifically, since scheme [22] (namely PIC)
and SVMIS are both encrypted image retrieval scheme, and both
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Fig. 17. Computation cost comparison of GenIndex.

Fig. 18. Computation cost comparison of GenTrap.

Fig. 19. Computation cost comparison of Match.

SVMIS and DCIRM support verifiability, we compared DCIRM
with PIC and SVMIS.

GenIndex and GenTrap: Figs. 17 and 18 show the computa-
tional consumption of GenIndex and GenTrap under different
feature dimensions, respectively. Although PIC uses distributed
and parallel computing technology to improve the efficiency
based on SIFT feature extraction, when the total number of
images reaches 10000, it still needs more than 1000 s to gen-
erate the index. However, the DCIRM scheme and SVMIS use
CNN to extract features for index generation. When the feature
dimension is 128, it takes 0.064 s and 0.060 s respectively. Dif-
ferent from SVMIS, the DCIRM scheme realizes the lightweight
access control function in the process of index generation,
while ensuring the efficiency of performance approximation.
Similarly, the time required to generate a trapdoor also grows
as the feature dimension does, and the time consumption of
PIC is significantly greater than that of the DCIRM scheme and
SVMIS.

Match: We compared the time consumption of the matching
process between the DCIRM scheme and other schemes. Fig. 19
shows that when the feature dimension is 128 dimensions, the
matching process of PIC needs 0.99 s, while that of SVMIS
only needs 0.35 s. DCIRM can keep 0.69 s under the condition

Fig. 20. Computation cost comparison of Append.

TABLE VI
COMPARISON OF RETRIEVAL ACCURACY

Fig. 21. Computation cost for IO.

of realizing multi-owner and multi-user and access control func-
tions. More functionality is realized and the operation efficiency
is ensured.

Append: Fig. 20 shows the calculation consumption of the
DCIRM scheme and SVMIS when adding images respectively.
Because SVMIS uses the traditional Merkel tree for integrity
verification when the image owner appends an image, a complete
Merkel tree needs to be regenerated every time the image is
appended, so a lot of calculation costs will be incurred. DCIRM
only needs 8.53 ms to update the authentication tree when adding
50 images. Therefore, the DCIRM scheme effectively realizes
the dynamic integrity verification of the image.

Accuracy: We compare the retrieval accuracy with several
schemes in Table VI, and the results show that the DCIRM
scheme can achieve various functions and the accuracy can reach
85%. As a result, the DCIRM scheme is practicable.

D. Computational Cost of Entities

Figs. 21, 22, and 23 show the total computational cost of IO,
IU and CS respectively. The computational cost of IO mainly
includes encrypting indexes and generating dynamic verification
trees. Fig. 21 shows that under the 128-dimensional vector, when
the number of images is 5000, IO takes 1.47 s. The computa-
tional cost of IU includes generating trapdoors and verifying
images. Since DCIRM supports multi-owner and multi-user
settings, compared with traditional schemes, image users only
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Fig. 22. Computation cost of IU.

Fig. 23. Computation cost of CS.

need to generate a trapdoor once, and do not need to generate
corresponding trapdoors for each image owner. Not only is the
computational cost reduced, but the image owner does not need
to transmit his or her key to the image user through a secure
channel, thus reducing the communication cost. Fig. 22 shows
that when the number of returned images is 20, IU takes 0.32 s.
The computational cost of CS mainly includes re-encryption
index, re-encryption trapdoor and matching. Fig. 23 shows that
when the number of images is 20000, CS takes 0.19s.

VII. CONCLUSION

In this paper, we design an encrypted image retrieval scheme
that allows dynamic result verification in multi-owner and multi-
user settings while incorporating access control measures. Com-
pared with the traditional encrypted image retrieval scheme, the
DCIRM scheme uses a re-encryption scheme to realize multi-
owner and multi-user settings and creates a dynamic verification
tree that supports dynamic verifiability using the chameleon
hash function. In addition, we have achieved lightweight access
control. Finally, we proved that the DCIRM scheme is safe and
efficient through analysis and experiment.

In the future, we will work on enhancing the scheme’s retrieval
efficiency by creating an index tree.
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