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Abstract Mobile Social Networks (MSN) are attractive applications which enable users to
share data with a group of friends and stay connected. WeChat, QQ are among the most
popular applications of MSNs where personal multimedia files are shared among group con-
tacts. However, the security risks accompanying such developments have raised concerns
in people. The providers typically store users’ data, and offer few options for the users to
custom and manage the dissipation of their data over the network. In this paper, we design
a data sharing framework in which individuals retain ownership of their data. The scheme
gives users flexible and granular access control over their data, and more importantly it pro-
vides protection from the untrusted data provider server. Experiments show the efficiency
of our scheme.
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1 Introduction

Nowadays, social network has became an important part of our life, especially mobile social
network (MSN) such as Wechat, QQ. These applications have revolutionarily changed the
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way people connect with each other. These mobile social networks provide people with a
wide variety of virtual-interaction mechanisms, people generate a lot of multimedia content
(e.g., text message, photo, video,... ) and share with their friends in friends’ circle on mobile
social networks. Uploaded multimedia content carries information that could be transmitted
almost instantaneously with online social network.

However, the security risks accompanying such developments have raised concerns in
people. In mobile social network, users interact with each other more easily by sharing their
personal information. One of the concerns in mobile social network is how user privacy is
protected since theMSN providers have full control over users’ data. The providers typically
store users’ data, and offer few options for the users to custom and manage the dissipation
of their data over the network.

Current client server architecture in mobile social network inherently dictates that users
must trust service providers to protect all the personal information they have uploaded.
However, service providers can obviously benefit from examining and sharing this infor-
mation for other purposes, such as advertising. Because service providers have the power to
use such information however they wish [9], researchers have raised serious concerns and
have attempted to redress this power imbalance.

In this paper, we design a fine-grained attribute-based system for mobile social networks,
which has the the following features.

(1) We propose an efficient privacy protection framework for MSN that can be used to pro-
tect the privacy of users’ data and the social relationship from mobile social network
providers.

(2) We design a data sharing framework in which individuals retain ownership of their
data. The scheme gives users flexible and granular access control over their data.

The remainder of this paper is organized as follows. Section 2 introduces preliminar-
ies for some cryptographic techniques used in our paper. Related work is described in
Section 3. We describe the problem formulation and system model in Section 4, along with
the security objective. The proposed scheme is presented in detail in Section 5 , followed
by the performance analysis in Section 6. Finally, Section 7 concludes the paper.

2 Background

This section covers background information. We make use of the conventions and notations
employed in attribute based encryption related works.

2.1 Bilinear maps

G0 and G1 are two multiplicative cyclic groups of prime order p, g is a generator of G0. e
is a bilinear map, e : G0 × G0 → G1, if the bilinear map e has the following properties:

1. Bilinearity: for all g1, g2 ∈ G0 and a, b ∈ Zp, we have e(ga
1 , g

b
2) = e(g1, g2)

ab.
2. Non-degeneracy: e(g, g) �= 1.

If the group operation inG0 and the bilinear map e : G0 ×G0 → G1 are both efficiently
computable, then we say G0 is a bilinear group. Meanwhile, e(ga, gb) = e(g, g)ab =
e(gb, ga), then the map e is symmetric.
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2.2 Linear secret-sharing schemes(LSSS)

We say a secret-sharing scheme
∏

over a set of parties P is linear (over Zp) if it satisfies
two conditions:

1. The shares for each party form a vector over Zp.
2. There exists a share-generating matrix M for

∏
with l rows and n columns. For all

i = 1, 2, ..., l, the ith row of M we let a function ρ define the party labeling row i as
ρ(i). Then we consider the column vector v = (s, r2, ....., rn), where s ∈ Zp is the
secret to be shared, and r2, ...rn ∈ Zp are randomly chosen. So Mv is the vector of l

shares of the secret s according to
∏
, and the share (Mv)i belongs to party ρ(i).

From what is presented above, it can be drawn that every linear secret sharing-scheme
also has a same linear reconstruction property [2]. The definition is as follows: suppose
that

∏
is an LSSS for the access structure A. Let S ∈ A be any authorized set, and let

I ⊂ {1, 2, ..., l} be defined as I = {i : ρ(i) ∈ S}. Then, if {λi} are valid shares of any secret
s according to

∏
, there will exist constants {wi ∈ Zp}i∈I such that

∑
i∈I wiλi = s.

Furthermore, these constants wi can be found in time polynomial in the size of the share-
generating matrix M.

2.3 One-way anonymous key agreement protocol

In Identity-based encryption from the Weil Pairing [4], for a given ID ∈ {0, 1}∗, the key
generation algorithm does:

1. Computes QID = H(ID) ∈ G using a cryptographic hash function H : {0, 1}∗ → G,
2. Sets the private key dID to be dID = Q(ID)β where β is master key.

With such a setup, Kate et al. [13] propose a one-way anonymous key agreement scheme
that requires anonymity for just one of the participants, the other participant often works as a
service provider and the anonymous participant needs to confirm her identity. It guarantees
one-side-anonymity by having session key agreement done in a non-interactive manner.

As shown in Fig. 1, suppose Alice and Bob want to establish a session key, and they
are both clients under a same Private Key Generator (PKG). Alice’s identity is denoted
IDA, and private key is showed as dA = Q

β
A = H(IDA)β ∈ G. Alice wishes to remain

Fig. 1 Key agreement protocol
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anonymous to Bob, but she knows Bob’s identity IDB . When Alice wants to give a session
key to Bob, the protocol proceeds as follows:

1. First Alice computes QB = H(IDB), she chooses a random integer r ∈ Zn, gener-
ates the corresponding pseudonym PA = Qr

A, and computes the session key KA,B =
e(dA,QB)r = e(QA,QB)βr . She sends her pseudonym PA to Bob.

2. Bob, using PA and her private key dB , computes the session key KA,B = e(PA, dB) =
e(QA,QB)βr .

3 Related work

3.1 Security issues in mobile social networks

Many social networking sites have millions of registered users who use these sites to share
photographs, contact long-lost friends, establish new business contacts and to keep in touch.
Several researches have done many works on MSN, such as identifying the influential
spreaders in large-scale social networks [31], predicting the popularity or estimate the venue
category on micro-videos [6, 40], and multiple social network learning and its application
in volunteerism tendency prediction [25, 26].

Security-related research in MSN is very critical to the success of mobile applications.
When mobile applications are pervasively adopted in a distributed environment, security
attackers can easily approach to the cyber-physical space of the target users and launch var-
ious attacks, such as forgery attacks and sybil attacks. Forgery attacks are typical attacks
in a distributed environment. Since users know little about others, the forgery attacks
can easily happen. Group signature [5, 15] can prevent non-group members from forg-
ing a signature of group members. However, in the profile matching protocol [8, 16, 18,
34], forgery attacks on the profile matching are hardly resisted. In other words, users are
able to arbitrarily choose forged profiles while other users can not detect such behavior.
In designated-confirmer-signature schemes, it introduces the designated confirmer, which
can confirm the (in)validity of an alleged signature by running some interactive protocols
with a verifier [32]. However, by using these signature schemes, users can not control the
competence of receivers and make the distribution more efficient and secure.

Researchers have proposed various alternative architectures as defenses. These propos-
als suggest that users should dictate the fine-grained policies regarding who may view their
information. To enforce this user-defined policy, the social server provider stores the infor-
mation with the owners’ encryption, so that none of other entities even the service provider
can see the information unless the owner has somehow granted access to it. Persona [1]
supports both public-key cryptography (to share information with any single entity in the
network) and attribute-based encryption (to share content with entire groups). Similarly,
Lockr [27] separates social network content from mobile social functionalities, which lets
users decide where to store their information without interrupting the functionalities. These
schemes pay attention to the functionalities of fine-grained access control of the data, but
do not consider the encryption efficiency in different kinds of mobile devices.

3.2 Attribute-based encryption

Since its introduction by Sahai and Waters [23], a number of variants of attribute-based
encryption (ABE) schemes have been proposed [7, 14, 17, 19, 22, 24, 29] in different
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settings, including non-monotonic access structures, user accountability, attribute revoca-
tion, security proof, etc. According to the different secret sharing methods used in ABE
construction, Ciphertext-policy Attribute-based Encryption (CP-ABE) has two kinds of con-
structions, based on access structure [3] and linear secret sharing [30] respectively. Our
proposed scheme is built upon the expressive and secure CP-ABE realization [30] to provide
delegated features in the encryption process. These primitives are believed to be promising
cryptographic tools, and have been applied in many fields, such as vehicular ad hoc net-
works [20]. However, almost all of these existing ABE schemes require a large number of
exponentiations during encryption and many pairings computation in decryption at the user
side. Along with the increase of the complexity of access policy encrypted in the ciphertext,
the computational cost grows linearly, which becomes a bottleneck and limits its application
in mobile devices.

4 Problem formulation

In this section, we present the problem we address, state our system model, as well as the
communication mechanism between those components in the model. Also, we describe our
threat model.

4.1 System model

As is shown in Fig. 2, we consider a multimedia message sharing system consisting of the
following parties: cloud server (CS), a certificate authority (CA), the data owners (DO), the
data users (Users) and a proxy (Proxy).

Certificate Authority

CT1

CT2

Proxy

CT

Data Owner
Data User

CT

Cloud Server

Security Keys

Security Keys

Share multimedia messages 

(text, voice, video, etc.)

Fig. 2 System model
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Cloud server is the service provider of mobile social application, which is assumed to
have abundant storage capacity and computation power. CA is used to perform system set
up and private key generation. Data owners produce the multimedia messages (text, voice,
video, etc.) and upload them on their own friends’ circles. To enforce access control over
their data, they can define fine-grained access policy on the shared data. Users download
multimedia content of their interest, and obtain the content using their secret key by decryp-
tion, which is based on their attributes and access policy attached in the content. In the
mobile social applications, files of almost all formats could be exchanged. Particularly,
for some media file formats such as text, JPEG, mp4 and etc, we first use data compres-
sion algorithm on these different types of data. Researchers have proposed several image
categorization system [35, 41–44], image segmentation scheme [37, 38] and spatial-aware
object-level saliency prediction scheme [45] in the image analysis.

Data owners and data users all use mobile devices or sensors (e.g.mobile phone, pad
and etc.) as information collection nodes, in which the terminal devices may have lim-
ited computation ability. Data owners generate and encrypt the multimedia messages with
pre-defined access policy using ciphertext-policy attribute-based encryption (CP-ABE), and
then they publish them in their friends’ circle as soon as they do. The data are then stored in
the cloud server. Users with mobile devices may want to request and obtain the information
when they see their friends’ update. These data should be transferred from the cloud server
to the users.

It is time consuming and resource intensive for the terminal devices to perform so many
paring computation in CP-ABE algorithms efficiently. To improve the encryption efficiency,
we outsource the complexity bilinear pairing operations to the proxy. Data owners define
the access policies, encrypt data under the access policies and upload the partially encrypted
ciphertexts CT1,CT2 in the cloud. When a user wants to access a ciphertext in the cloud
service, he clicks on the friends’ circle in the mobile social applications, if and only if the
user’s attributes satisfy the access policies, the user can acquire the original messages by
running the decryption algorithm.

4.2 Threat model

In our scheme, the cloud service provide is untrusted which means it only provides data
storage service for data owners and data access service to data users and can’t obtain any-
thing about the data. We assume that the proxy is honest-but-curious, it honestly carries out
the computations delegated by data owners, but curiously infers additional privacy informa-
tion. The proxy undertakes most of complicated operations in the decryption process which
relieves the encryption workload at the data owner side. But it can not recover the encrypted
data by what it has. We consider CA is a fully trusted organization which is responsible
for managing system attributes, generating and distributing security keys according to the
users’ attributes.

5 Our proposed scheme

Here we present the definition and implementation of our scheme. In the following we will
present the scheme in two steps: algorithm construction and scheme application. Firstly, we
focus on algorithms construction, i.e., Setup, KeyGeneration, Encrypt, Decrypt.
Then we describe the scheme application and the interaction between involved parties. Most
of the notations used in our scheme are summarized in Table 1.
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Table 1 Notations in our
algorithm construction λ implicit security parameter

U an attribute universe description

PK,MK public parameter key and system master key

α, β master secret key component(part of MK)

S a set of attributes

SK security key for user

M an l × n LSSS access matrix

ρ a function that maps rows of M to attributes

s the secret to be shared

QID0 ,KID0 public key and private key of proxy

QIDi
, KIDi

public key and private key associated with
data owners IDi

KID,ID0 the session key between data owners and proxy

PID data owner’s key in the session

CT1,CT2 partially encrypted ciphertext

wi a set of constants

5.1 Our construction

This scheme mainly consists of six algorithms in the following:
Setup (λ, U )→ PK,MK. On input security parameter λ and a universe attribute set U ,

the setup algorithm takes public parameters PK and master keyMK as output. The algorithm
selects a group G of prime order p with generator g, and defines a hash function H to
generate group elements h1, ..., h|U | ∈ G randomly. Then it randomly generates a, α, β ∈
Zp . Finally it sets MK=(α, β), and publishes the public parameters in the following:

PK = g, e(g, g)α, ga, h1, ..., hU (1)

KeyGeneration(MK,S,ID)→ SK,KID. This key generation algorithm takes master
key MK, attributes set S and ID that associated with the attributes of a user as input. The
algorithm firstly chooses a random t ∈ Zp, then outputs secret key SK for that user. In
addition, QID = H(ID) is public key and KID = H(ID)β is private key associated with that
user ID.

SK : (
K = gαgat , L = gt , ∀x ∈ S : Kx = ht

x, KID = H(ID)β
)

(2)

EncryptDO (PK, (M, ρ), m) → CT1,CT2. On input public parameter PK, an LSSS
access matrix (M, ρ) and a plaintext m, it outputs two ciphertexts CT1,CT2. Let M be an
l × n matrix, and we denote a function ρ to map rows of M to attributes. Here we introduce
a secret and dummy attribute, denoted by symbol AttD , which is considered to be enclosed
in the 1st row of M in each access policy of the data, and will never be updated. For all
i = 1, ..., l, the ith row of M (denotes Mi) is marked by ρ(i). The algorithm then selects a
random column vector v = (s, y2, ..., yn) ∈ Z

n
p. From i = 1 to l, it calculates λi = Miv.

After that, the algorithm produces coarse-grained ciphertext CT1 (encrypted massage), and
CT2 (encrypted access structure).

Generating CT1: it firstly randomly chooses r1 ∈ Zp to generate CT1.

CT1 :
(
C = me(g, g)αs, C′ = gs, C1 = gaλ1h

−r1
ρ(1), D1 = gr1

)
(3)
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Generating CT2: the data owner acquires QID0 = H(ID0) about the public key of proxy
(let ID0 be the ID of proxy), and chooses a random ϕ ∈ Zp, data owner uses his own QID
to generate PID = Q

ϕ
ID = H(ID)ϕ , then compute the session key using anonymous key

agreement protocol as follows:

KID,ID0 = e(K(ID)ϕ,QID0) = e(H(ID),H(ID0))
βϕ (4)

The data owner encrypts matrix M, i ∈ {2, ..., l} by session key KID,ID0 to generate CT2.

CT2 : (M, ρ, λi = Miv, i ∈ {2, ..., l})KID,ID0 (5)

Then the encryption algorithm sends PID along with CT1 and CT2 to the proxy.
EncryptProxy(PK,PID,CT1,CT2)→ CT. This fine encryption algorithm takes public

parameter PK, data owner’s key PID, ciphertext CT1, and ciphertext CT2 as input parameters
at the proxy side. Firstly, proxy computes the corresponding session key using its private
key KID0.

KID,ID0 = e(PID,KID0) = e(H(ID)ϕ, H(ID0)
β) = e(H(ID),H(ID0))

βϕ (6)

Then the algorithm could retrieve matrix M, i ∈ {2, ..., l} and ρ by decrypting CT2 using
session key KID,ID0. Finally, the algorithm selects exponents r2, ..., rl ∈ Zp randomly. The
ciphertext CT is generated in the following:

CT :
(
CT1, Ci = gaλi h

−ri
ρ(i), Dx = gri

)
, i ∈ {2, ..., l} (7)

DecryptionTestProxy(CT,ID)→ Yes or ⊥. This decryption test algorithm takes
ciphertext CT and data user’ ID (contains attributes set S) as input. Suppose S denote the set
of authorized users that satisfies the matrix (M, ρ). We denote I = {i, ρ(i) ∈ S}, in which
I ⊂ {1, 2, ..., l}, and we let {wi ∈ Zp}i∈I as constants. If there exists valid shares {λi} of
secret s, then the following equation holds

∑
i∈I wiλi = s. The proxy checks whether the

users can decrypt the ciphertext in terms of the following equation.
∑

i∈I

Miwi = (1, 0, ..0) (8)

if it returns true, then push that message to the user’s friend circle, otherwise, it returns⊥.
DecryptU(CT,SK)→ m. On input ciphertext CT and secret key SK, the algorithm

computes
e(C′,K)/

(∏
i∈I (e(Ci, L)e(Di,Kρ(i)))

wi
)

= e(g, g)αs .e(g, g)ats/(
∏

i∈I e(g, g)taρ(i)wi

= e(g, g)αs

(9)

The plaintext m is then retrieved by m = C/e(g, g)αs .

5.2 Scheme application

5.2.1 System initialization

In the system, the trusted organization CA creates universe attribute sets, and then produces
public key PK and master key MK by running Setup algorithm.

5.2.2 Key generation and distribution

The trusted CA also takes the responsibility of generation and distribution of keys to users
by running KeyGeneration algorithm. When a user is firstly applied for an account in
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the mobile social network, CA assigns a unique ID and generates private ABE key SK and
his public key KID for that user, in which SK must be kept private by the user.

5.2.3 Multimedia message sharing

With the adoption of mobile social network, more and more people would like to share
their feelings by posting the messages, photos, or videos on their friends’ circle at anytime.
Researchers have done many works on speech emotion and action recognition [28, 33],
photo cropping [36, 46] and photo aesthetics evaluation [39],

Moreover, there are colleagues, friends, family members, or not-very-familiar people in
their friends’ circles. People, as the data owners, could share their messages by enforcing
access policy.

The messages are encrypted by symmetric encryption such as (Advanced Encryption
Standard, AES) using random generated key, and then the key is encrypted by ciphertext-
policy attribute-based encryption. At first, the data owners define access policy M over the
identity of the sharers, encrypt the data under M by running EncryptDO(PK, (M, ρ), m)

algorithm, and generate partially ciphertexts CT1, CT2. Then the data owners send them to
the proxy.

After receiving these files, proxy will compute session key KID0,IDi by his private key
KID0, then it runs Encryptproxy(PK, PID,CT1,CT2) algorithm to compute CT.

5.2.4 Message decryption

For every user’ friend circles, the server only pushes the messages snapshot that he/she can
decrypt. The proxy runs DecryptionTestProxy(CT,ID) to test every files whether the
user with that ID can decrypt it or not. For the files displayed in the friends’ circles, the users can
click the snapshot by running DecryptU(CT,SK) algorithm and then get the original files.

6 Performance analysis

To validate our scheme, we give the experimental results for the performance based on
practical implementation.

6.1 Experiment setup

In order to analyze the performance of our scheme presented in Section 5, we use libfenc
library [10], which uses key encapsulation mechanism, and adopt a 224-bit MNT elliptic
curve from the Stanford Pairing-Based Crypto library [21] to implement our scheme in
software. Our experiments are done on four dedicated hardware platforms: a 3.20GHz Intel
processor with 4GB RAM running 32-bit Linux Kernel version 3.2.0, a 1.3GHz ARM-based
OPPO R829T with 960.54 MB RAM running Android OS, a 1.3Ghz ARM-based Nexus
ME370T with 1GB RAM running Android OS, and a 1.8GHz A9-based iphone 6s with
2GB RAM running IOS 9.

In the CP-ABE scheme, the ciphertext size and encryption/decryption time depend on
the complexity of access policy in the ciphertext, and they increase linearly with the grow-
ing number of attributes in the access policy. To illustrate this, we randomly choose 100
attributes, and each attribute is defined as Ai . Then we build the most complex policies as
the form (A1 AND A2 AND...AND An), of which the values of N increase from 1 to 100

Multimed Tools Appl (2019) 78:31003–31017 31011



in the policy. Also we construct a standard security key which comprises exact N attributes,
which ensures that all the attributes are involved in the encryption and decryption phases.

ABE is not suitable for encrypting data directly since the efficiency of the public key
encryption algorithm is low. In practice, data is usually encrypted using key encapsula-
tion mechanism [3, 11, 12, 30], which means to encrypt data under a symmetric key k

(e.g., AES) and ABE ciphertext is the encryption of that symmetric key k. Following this
mechanism, we select a random symmetric key for the policies, then use the normal (non-
outsourced) Encrypt/Decrypt algorithms and our algorithms to encrypt/decrypt the
resulting ABE ciphertext. The following results in the experiment only show the efficiency
and effectiveness of our ABE algorithm, without considering the symmetric encryption.

6.2 Performance analysis

To reduce any experimental fluctuation, we repeat our experiments several times in the three
platforms for each ciphertext policy and take the average values as the final results. In our
implementation, we mainly focus on the user friendliness of data owner/user with mobile
devices in requesting to outsource or access data in the public cloud. Therefore, we mainly
give the performance analysis in the aspects of storage and time at the user side.

6.2.1 Ciphertext size

As shown in Fig. 3a, for the data owner, an encryption under a ciphertext policy even
with 100 attributes results in only 6.6 bytes partial ABE ciphertext, while the encryption
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operation without outsourced encryption generates nearly 26.2 bytes ABE ciphertext. It
can be concluded that our scheme greatly reduces the storage space at the user side by
outsourcing most of the expensive encryption to the proxy.

6.2.2 Encryption time

Figure 4 shows the measured encryption time on the Intel and ARM test platforms respec-
tively, along with the size of attributes N in ABE ciphertexts. From Fig. 4a b c and d,
we can see that under a policy with 100 attributes without outsourcing, it costs probably
1.21 seconds on the Intel platform to encrypt a plaintext, and the encryption time degrades
considerably on the ARM platform. For pad, it requires almost 16.93 seconds, while it
takes 20.16 seconds to encrypt on mobile phone. In our scheme, the data owner encrypts
the plaintext by running EncryptDO(PK, (M, ρ), m) algorithm, and delegates the most
costly computation to the proxy. For pad or phone devices, it takes only 3 seconds about
the encryption at the user side, and it takes about 0.2 seconds to encrypt on iphone 6s,
which is comparatively acceptable in the experimental devices. It provides noticeably better
performance for high-equipped devices.

Multimed Tools Appl (2019) 78:31003–31017 31013



7 Conclusion

In this paper, we propose a multimedia data sharing scheme in mobile social network. Our
scheme enables data owner share with social groups securely and efficiently. It offers a
functional, secure, and sound solution for data sharing in mobile social applications. Our
future work includes the attribute dynamic revocation scheme in face of the frequently
changing group membership.
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